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A Fault Injection Method for Generating
Error-correction Exercises in Algorithm Learning

HIROYUKI NAGATAKL ! RyoTa ITon, !
FUKUHITO OOSHITA, ! HIROTSUGU KAKUGAWAT!
and TOSHIMITSU MASUzAwA !

In this paper we propose a method for generating error-correction exercises for
undergraduate students in computer science who learn algorithms. Our main
goal is to inject faults automatically into a correct source code that implements
an algorithm to be studied. The proposed method utilizes design paradigm of
the algorithm to determine effective fault types and positions in a source code.
We have developed a prototype system and evaluated the appropriateness of
the generated exercises to algorithm study.
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#define N 10
int a[N] = { RANDOM N };
/* each element is a random integer from 0 to N */

void merge (int 1[], int r[], int al],
int llen, int rlen, int len){
/* snip */
/* merge two sorted arrays l[llen] and r[rlen] */
/* to make an array al[len] (len = llen+rlen) */
10 )
11
12 void mergeSort (int a[], int len) {
13 int i;
14 int mid;
15 int left[len], right[len];
16 if(len > 1){

B
17 mid = len / 2; /
18 for (1=0;i<mid;i++) [Ieft[i]=a[i];]

19D for (i=0;i<len-mid;i++) [right[i]=a[mid+i];
20 mergeSort (left, mid); A

21 mergeSort (right, len-mid);

22 merge (left, right,a,mid, len-mid, len) ;

© oUW

24}

25 C

26 int main () {

27 int i;

28 mergeSort (a, N);
29 1}

01 00000000

Fig.1 Example: mergesort.
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Table 1 Rules for syntax-directed fault pattern injection.
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Fig.2 System overview.
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#define DATA 10;

int a;

int S[DATA];

a=0;

while(a != DATA)
Sla]=a* (a+1);
a++;

}
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Fig.3 An example of syntax tree.
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Fig.4 Inserting MIS node / Injecting faults in syntax tree.
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Table 2 Statistics of exercises in class.

Exp.1 Exp.2 Exp.3 Exp.4
Binary  Selection Shell Quick
search sort sort sort
10 Q20 Q3
QLOQ20Q 72 73 69 67
gooo
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ooo 6 3 3 3
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for(k = n-1; k > 0; k=-){ (1) FEVNEBIELTTSL,
i=

1

2 0;

3  m=k;

4 while (i < k) (2) RV AEERTNSIEIS
5 if (datali] < data[m]) FOTLELWZILTYR Lk,

6 m=i FERCEBENEDKSITEH>T
7 i=i+1; LEIMNCDNTERLTLZEL,
8 3}

9 t = data[m];

10 data[m] = data[k];

11 datalk] = t; (3) BIRY—bEWSTILTYX LI
12} DWTHERIZERBAL TS,

05 OO0ooooo
Fig.5 An example of exercise.
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03 Q400000000
Table 3 Distribution of #learners for Q4.

Exp.1 Exp.2 Exp.3 Exp.4
Choice 1 45 48 30 32
Choice 2 8 10 7 6
Choice 3 2 1 1 2
Choice 4 3 2 4 3
Choice 5 - 5 7 1

04 Q400000000000

Table 4 The percentage of questions answered correctly for each learner group by Q4.

Choice for Q4
lor2 3or4
Exp.1 Exp.2 Exp.3 Exp.4 Exp.1-4
gooo 53 58 37 38 18

Q1 69.8% 93.1% 75.7% 80.0% 55.6%
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Table 5 Precision rate.

0oooooo (%)
75%00  50%00
T5%00 50%00  25%00 25%00
ooooooo 20 21 10 4
oooooooo 15 23 15 8
oooooooo 13 26 13 3
0ooooooo 14 10 0
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ooooo 8 10 7 1
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(35.7%)  (37.5%) (21.1%)  (5.7%)
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(57.9%) (24.2%)  (15.8%) (2.1%)
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Table 6 Fault-patterns with low-rate evaluation.
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Table 7 Precision rate with improved fault-injection.
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Table 8 Recall rate.
oooo oooo
ooo ooo o
goooooo 8 (50.0%) 6 (37.5%) 16
gooooooog 9 (75.0%) 7 (58.3%) 12
gooooooo 13 (92.9%) 10 (71.4%) 14
gooooooo 11 (78.6%) 6 (42.9%) 14
goooo 8 (72.7%) 4 (36.4%) 11
gooooo 9 (75.0%) 7 (58.3%) 12
goooo 13 (81.3%) 7 (43.8%) 16
oo 71 (74.7%) 47 (49.5%) 95

gooooooooobooodoooooboobooOoooobOOobOooooobooOobOoOooooDon
oooodd

6.5 UO0OOOOOOO

640000000000000000O0LOOUDUOOOO E%UO0D0O0O0O0O0D 340
goooooooooboooooooobocoboooobo 2000000 O000oOooOoDOboo
gobooooboooioboooo

gooooooooooooooooooboooo10bobbo0ooooboboooooooon
gooboooooboooobobooooooooboooboooobooon
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09 O0Oooooooo
Table 9 Precision rate per recall pattern.

gooooono ooooooo oo

0<x<25% 0 (0%) 0 (0%) 2
25 < x < 50% 5 (33.3%) 3 (20.0%) 15
50 < = < 75% 15 (65.2%) 13 (56.5%) 23

75 <z < 100% | 51 (92.7%) 31 (56.4%) 55

010 000 50%0000000000000000000
Table 10 Fault-patterns of unrecalled faults.

oooooo oo

000000 [A-B]—[A] 5

ooooos2100000 | 4

oooo —oooo 3

ooooo <—< 2

oo — 0o 2

for(i=_1;i<_=SIZE;ij-+){
o omenii s BwiRy
dfi-1][j-element[i-1]] == TRUE) =¥
dfilj] = TRUE; U )
else lj- eIement[i]_!*ﬁiEﬁu

) d[iln = dri-1103;

}
06 OODOODDODOOOO0D [A-B]—[A]
Fig.6 Example of manual faults: Array index [A-B]—[A].
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‘A-B’0000000000000000D00O[A-B]—[AJ00D0D00D0O0ODOOOO SO0
o00o0ooO0o00oo0o0o0ooo00 400000000000 ADD0OOOOOOO
gboboooooobooouoooooboooooelmbooboboOooboOoOOobOboOonODO
goboooooooooooooboooobooooobooOoobooooboooobooooon
gooooboboooooooobooooooobobobooooooboooboobocboooooDoboo
gooooooooooooooboooboooooobooboOoobooobooOoboOoobooobOoboOobo
gobooooobooooooooooooooooooobooooooooboo

gobooooooooooooobooobooooooooooooooooooooDooo
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int binary_search(int x, int left, int right){
int mid;
if (left < right){

X + 1> a[mid]
mid = (left + right) / 2; x—1>a[mid]
if(x == a[mid]) return x; _w» | x!=a[mid] BEEEY
else if (x > a[mid]) X >= a[mid]
return™ x <= a[mid
binary_search(x, mid + 1, right); LB% <_a[mid] I |
else T

return
binary_search(x, left, mid — 1);

}
(FR )
}

1 a[right] > a[mid]

FHERY

07 ODO000OOO0OOOO0OOO0 — 0000
Fig.7 Example of manual faults: simple variable — Array variable.
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