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Efficient Implementation of the Pairing on ATmegal28L
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The technology of wireless sensor network (WSN) has been implemented in
practical applications of ubiquitous society. However, the problems of secu-
rity in WSN have also been discussed, for instances, key establishment, trust
setup, privacy issue and so on. One of the methods for solving them is to
use a public key cryptosystem. Especially, pairing based cryptosystems can
achieve novel cryptographic applications such as efficient broadcast encryption.
A platform fluently used for the research of sensor network is MICAz which
equips an 8-bit CPU ATmegal28L at 7.37 MHz. Oliveira, et al. implemented
the Tate pairing of a supersingular elliptic curve over a finite field of 512-bit on
ATmegal28L, whose timing is about 30 seconds. In this paper, we evaluated an
efficient implementation of Tate pairing over a finite field of characteristic 3 of
degree 97 on ATmegal28L. In order to achieve a more efficient implementation

we deploy an 8-bit Comb method, an efficient reduction trinomials (ROTs),
and an improved multiplication on an extension field of the field. Indeed we
proposed a faster cubing with a pre-computed table with ROTs optimized for
ATmegal28L. Then our implementation achieved about 5.8 seconds for com-
puting Tate pairing over the finite field. We also presented and evaluated the
pairing with extension degrees 167, 193, and 239.
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Table 1 Specification of ATmegal28L.
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Algorithm 1 OO0 pr0OD0O0%

INPUT: P = (z,,4p),Q = (z4,yq) € E(Fzm)[r]
OUTPUT : nr(P,Q) € Fie,n

L yp——yp, de=1

2 fe —yp(p+ g+ 1) +Yg0 + Ypp
3: u«—zptagt+d

4 g yqypo —ul —up—p°

5: f«fg (Algorithm 2)

6 Yp— —Up,Tq <—9037yq<—y3
7: de—d—1, f—f>

8: for i—0to(m—1)/4—-1

9 : u—xp+2xq+d

10: g1 — (Ygypo — v’ —up — p°)*
11: yp*—yp»wqﬁxgquﬁyg
12: u—xp+ag+d—1

13: g2 — ygypo —u® —up — p?
14 : Yp < —Yp, Tq <—x27yq <—y§
15: d—d+1

16 : g <— g192 (Algorithm 2)
17: [ (f°9)°

18: end for

19: return f

gobodooooobooooobooooooooboooon
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02 Fy3m0Fg,m 0000000 F3m 00000
Table 2 Number of times of addition in Fzm for operations in Fy3m , Fgem -

0o Fa3m Fiom
ooo 3A 6A

oo 12A + 6M 51A + 15M
300 3A +3C 6A + 6C
0000 | 6A + 15M + 11 | 57A + 38M + 1I

3.4 000 Fsm OODO
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AD a; €Fgm0j={0,1}0a; € F3mOi=0,1,---,500000

A=ai0+ ap
= as0p” + asp” + azop + azp + a10 + ao
= (as, a4, as, az, a1, ao)
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Algorithm 100000 50160 0000000000 60000000000

f,9 €FgemO f = (0,0,0, f2, f1, fo)d g = (0,-1,0,92,91,90)0 a € {0, -1}

odoopoooooooooooeMOOOOOOODOOOOOOODODOOOOOOOO
Algorithm 20000
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Algorithm 2 000000 f,geFsem 000

INPUT: f=(0,a,0, f2, f1, fo), g =(0,—-1,0,92,91,90) € Fyem,a = {—1,0}
OUTPUT: c=f-g=(cs,c4,¢3,¢2,¢1,¢0) € Faom

mo < fogo, m1 + fig1, m2 < fago

ms — (fo+ f1)(go + g1)

ma — (fo+ f2)(go + g2)

ms < (fo+ f1 + f2)(go + g1 + g2)

Co <~ Mo — M1 — g2

Cl < M3 — Mo — M1
Cg «— My —mo —ma — f2 — g2

C3 <— M5 — M3 — Mg + Mo

© 00 N O Ot s W N

ca —ma2—go— fo

p—
o

Cs5 < g1
if a=-1

co—co— fa, ca—ca+1

— =
W N =

cg—ca+1, cs—cs+ f1
end if

return ¢ = (cs,ca,c3,¢2,¢1,C0)

—_ =
[SLENTAN

03 np00000000OO Fgm OOODOO
Table 3 Number of times of operations in Fzm for np pairing.
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4.2 Fgm 0 300
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o Afx)®=Y""a;z® DOODDOOD 300
A(z) €Fs» 0000000 3000 A(@)? =3 aa® 000000000000
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0000000000000000 3000000000 ATmegal28L 000000
S000000000300003000020000000000000000000
00000000000000001000000000000000000 800
oo2’00000

e C(x)=A(z)*mod f(x) JODDODOOODOO
00000000000000000000000000000'Y?®000000 10

000000000000000 10000000000 30000000000000
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00000000000000000000000000000000000000 300

00000000 Algorithm 4 0000
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Algorithm 3 Refined Comb Method ?*) 4+ Reduction with ROTs'®

INPUT: A(z) =Y " au’, B(z) =

m—1 i m
i bz’ f(x) =x +af 42 Wik

OUTPUT: (C(z)= A(z) - B(z) mod f(z) = Z:Z]l cixt € Fam

1: C+0
2: for j«—0toN—-1
3 C(x) «— C(z) + A[j] - B(z)2?™
4 : end for
5: for i—1toW —1do
6 : for j«—0to N —2do
7 C(z) « C(z) + A[j): - B(z)2?"
8 : end for
9 : end for
10: for i+ 2m —2tom do
11: Ci—m+k < Ci—m+k — Ci
12: Ci—m — Ci—m + C;
13: ci — 0
14: end for
15: return C(z)
by | b | by
b2 bl bO

01 Fsm 0 3000000000000000

Fig.1 Table for cubing in Fzm .

gdododbobdooobobobooooo 3o00oboooobooboobooooooo
000000000000 0DO0O000O0O0Om = 970 A(x)
B(x) = (bos, bos, -+ ,b1,bo) € Fam O f(z) =2°" +2'°+20000

oo0oO0o0ooooo  Vol. 49 No. 11
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= (ags,a9s, - ,a1,a0)0

Algorithm 4 00000000000 Fsm O 300

INPUT: A(z) = 2271 a;x’ € Fam, f(x)=a2™ 42" +2

0

OUTPUT: C(z)= A(x)® mod f(z) = Z;Z]l cixt € Fam

1 for i=0to3m—3

2 : if 3 /i then

3 c; — 0

4 : else

5 C3i — G

6 : end if

7 : end for

8 : for i—3m—3tomdo
9 : Ci—m+k < Ci—m+k — Ci
10 : Ci—m — Ci—m + C;

11: ¢ — 0

12: end for

13: return C(z)

B(z) = A(z)® mod f(z)

gboboboboboboooooooobob

bo = ap

b1 = aes + ag2 bo = a3
b = a3z + agr — aso
bs = a1 b1 =
by = aes + ag3 bi2 = as
bs = as4 + ags — ae1
b(; = a2

b7 = ae7 + aga bis = as

oooooodo<k<110000O

(bsk+s, bsk+2),

bs = ass + ago — ae2

(bsk+7, bak+a, bak+1),

boe = as2 + ase — asg

bio = aes + ags

asze + ago — 63

b1z = aeg + age

bi4 = azr + ag1 — aea

(bsk+6, bsk+3, bsk)

0300 0200

0100
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QA3q | d33 | dg7 | dee | des | A | A1 | dg
+
dgg | Agy | Aoy | Qg3 | Aoy | O 0 0

ag | ag| 0 | 010 [0 ]0 |0

b | by | by | by | by | b | by | by

02 by~b, 000
Fig.2 Computations of by ~ br7.
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000000000 1000 (bo,bs,bs) = (ao,a1,a2) 00000 2000 20000
00000000 (by,ba,br) = (ass, ass, asr) + (age, ass, aes) 00000000 3000
(b2,b5) = (ass,asa) + (as7,ass) — (as0,a61) 0O OO0
0000000000000000300020000000000by~b,00200
00300000000000000000200000b~b0000000000
oooo
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OO0 2600002°0000000

000000 3000000000000000000000000000O0 8000
00000000000000000000000000000000000000000
00000000000000000000 200000000000000000000
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000D000000000000000 f(z)=2"4+2%+200000000000
00000000000000000000000000000000000000000

000ooooog Vol 49 No. 11 3743-3753 (Nov. 2008)

b8k+5 b8k+2 b8k+7'b8k+4 b8k+4 b8k+6 b8k+3 b8k

b8k+7 b8k+6 8k+5 b8k+4 b8k+3 b8k+2 b8k+1 b8k

03 0000000 TableO
Fig.3 Sorting procedure (Table).

Algorithm 5 0000000000 Fs» 0O 300

INPUT: A(z) = Z:;)l a;z’ € Fam, f(x)=2™ 4+ 2" +2

OUTPUT: C(z) = A(z)® mod f(z) = Y7 ' ciz’ € Fym

1 C(z) —0

2 for i« 0 to [m/W]

3 for j—0toN(i)—1

4 Cli] « Cli] + (F(1,7) & F(2,i) & F(3,17))
5 : end for

6 C[i] « Table(C[i])

7 end for

8 return C'

0000000000000000000000000000000000000000
00000000000000000000000080%000000000000000
0000000 Fem O 3000 Algorithm 500000000 40 F(s,5)0s = 0,1,20
j=0,1,---,[m/W]00000000000000 000000 s000000000
00000000000000000000000000000000 m=970 F(0,0)
O ao+a+2+as+400000000 300N(¢) 0040000000 100 30000
000000000000m=970000 N(0)=30N(1)=30---0N(12) =100
D00000000000000000000000 3/™"{N()-1}0000000
00000 F(s,/)0NGE) DO00000000000D0
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43 00000000
0000000000000000000000000000003000000000
oooooo

43.1 000 Fs» 00000000000

000 Fam 0000000 f(z) = 2™ +az"+b0(a,b) = (1,2) 000 (2,1)00 < k <m
00000000000 k0000000000000000000000YWO0000
NakajimaO0OOOOOOOOOO0O00O0O0OOOOOOOReduction Optimal TrinomialsO
ROTsOOOO0OOOOO00O0OOOOOOODOOOOOOOO0000ON0OD0OoOO
O0000™OROTsO A0 WkOOODOODOOOOOOOATmegal28LOO0O0O0 W
080000000008k OODOONDDOOOOOODODO

04000 9701670193023900000 ROTsO 0000
O0m=970000f(z) =2 +2%+200000000000000 f(z) =
242 4+20000000000000000 38%000000m=970W =800
0000000000000000 Algorithm 300000

43.2 000O00OOOOO 3000000
42000000000000000030000000000000000 Fam OO
00000000 Fs» 030000000000000 mOOOOOO f(z)0OOODO
0000000000000 00000000000000000000000000 20
0000000000000 00000000 8000000000000000000
7000000000000000000000000OOO0000000000000
0000000000000000000

04 Fym 03000000000000000000D0DO0ODO
Table 4 Number of times of addition for cubing in Fgm .

oooo
00 m ooooo Alg.4 | 0DOO Alg. 5 | D0OmsecD | OO
97 297 4+ 216 2 100 30 0.40 o
167 2167 4+ 296 4+ 2 172 36 0.69 o
103 :v11:33 + w16142+ 2 196 66 1.15 o
x +x + 2 196 102
2239 4 2% 42 236 57
939 xzzz + ng +2 236 74
x + x4+ 2 236 48 1.16 o
2239 4 g10% 4 2 236 95
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0000000000000000000000000000000000O000000
000000000000 400000000000000000000 FamO 3000
ATmegal28L 00000000000
0000000000000000000000030000000000000000
0000000m=9701670000 ROTs0 10000000000m = 19302390
000000 Fs» 0000000000000 00000000000000CO00000
0000000000 m=239000000000000 f(z) =2 +2%+2000
000 f(z) =2 +2°+20000000000 Fs» 000000000 O0O0O
ooooo

44 0OO0DD

00000000 Fam 0000, 00000000000000000O0MICAZzODO
TinyOSOO NesCOODOOOODOOOOOOOOO MICAzODOOODOO200000
00000 TinyTate 0000000000000 10000

NesCO COOOODOOODOOODDOOOOD COOOODODOOOOOOOOOOOOO0
30000000000000000000000000 » 000000000000
D00D0O000 30sec000000000DO0O000OOODOOO0DOOOODOOOOOO
D00000000000 300000000000 8secd0000OOOODOODOO
000 GorlaDD 6 0000000000%0Beuchat 0000 nr 00000Y 000
D0000O0 5.8secd00000OODO

05000000000 000000000000000000PCO Core 2 Duo
E64000 1.86 GHz0 0 0 0 1 GBO FedoraCore6 100 COOOODO0OOD0O0O0O0O0O0O

05 000 Fsm ODO0OOO nppO00O0O0OOOODOO
Table 5 Timing of arithmetic of F3m and the np pairing.

oo 00000 msecO
Fio7 Fii67 Fs193 Fj239
oo 0.047 0.076 0.084 0.092
oo 0.048 0.078 0.084 0.092
oo 6.2 18.2 25.5 35.75
300 0.40 0.69 1.15 1.16
ooo 96 251.5 360.8 480.7

npr 00000 | 58 x10% | 15.3 x 10% | 34.6 x 10> | 60.2 x 103

CPUO ATmegal28L0000000007.37TMHz20O00000800OO
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0e 00O »nOO0OO0 np OO00O0DOOOOODOOO
Table 6 Comparison of timing of the n¢ pairing on several extension fields.

00 m | ATmegal28L0 msecd | PCO W = 81 msecl
97 5.8 x 103 6.99
167 15.3 x 103 25.74
193 34.6 x 10° 41.96
239 60.2 x 10° 65.61

PCOCore 2 Duo0O00OOOODOO1.86 GHz
O00D0ATmegel28L 00000000000

07 TinyOSODODO ATmegal28L 0000000000 D0O0
Table 7 Comparison of timing of public key cryptosystems on ATmegal28L using TinyOS.

TinyPK 24 | TinyECC'?) | TinyTate!® | TinyPBC!1? ooo
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