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Logging and Replay Method for OS Debugger
Using Lightweight Virtual Machine Monitor

TapasHl TAKEUCHIT! and KEN SAKAMURAT2

Recently, the number of appliance PC servers that realize high performance
1/0 by utilizing proprietary OS has been increasing. Besides, I/O technology
innovation cycle has been shortening. As a result, efficient debugging environ-
ments for proprietary OS device drivers are expected by many vendors. How-
ever, conventional OS debugging environment on PC servers cannot improve
the driver development efficiency so much, because they have not been able to
satisfy the following demands at the same time: (1) debugging environment sta-
bility, (2) wide applicability that enable debugging for any I/O device drivers,

(3) easiness to support logging and replay functionality (the functionality that
records logs during OS execution and replay the execution by using the logs
when a timing critical bug appears). In this paper, we propose a novel OS
debugging environment to improve the efficiency of device driver development.
We have already implemented an OS debugging environment using Lightweight
Virtual Machine Monitor to solve the problem (1) and (2). We solve the prob-
lem (3) by proposing a novel logging and replay implementation methods for
our debugging environments. Besides, we will evaluate the practicability of the
methods by measuring the logging and replay performance. We implemented
and evaluated the logging and replay functionality and found that network
packet receive performance of the method is only 38% below that of conven-
tional virtual machine monitor (VMware). We also found that logging memory
region size is increasing only at the nearly same rate as network packet arrival.
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Fig.1 OS debugger using lightweight virtual machine monitor.
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Fig.2 Logging-and-replay functionality overview.
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Fig.3 Virtual machine monitor driving method after device register access.
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Fig.6 Implemented system architecture.
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Table 1 Interfaces provided by VM-layer device driver.
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Fig.7 Evaluation system architecture.
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Table 2 Measurement results of detailed CPU usage.
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Fig.8 CPU load evaluation results.
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Fig.9 Used memory size evaluation results.
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