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The sensor nodes in large scale sensor networks are at high risk of being
captured and compromised. A compromised node can be used to create false
messages by generating them on their own or by fabricating legitimate messages
received from other nodes. Our goal is to locate the compromised nodes that
create false messages and send them to the sink. Existing works can only be
used in situations where there is one source node and a routing path from it

to the sink is static. This limitation is a big problem in wireless sensor net-
works because of node failures. They also must receive a lot of false messages
before they can locate a compromised node. In our method, each forwarding
node appends its ID and k-bit message authentication code (MAC). If we set
k to be small, we can reduce communication traffic. Although ttackers can
create legitimate MACs with high probability in this case, they cannot cre-
ate legitimate MACs every time. We detect compromised nodes by statistical
method. Our method can be used in dynamic environments and can detect
compromised nodes faster, because it requires the recognition of less false mes-
sages. Our mathematical analysis and the simulations we conducted prove the
effectiveness of our method.
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Fig.2 Collusion attacks in the situation the routing path can change.

O000000ooO0o0oooOoMACOOOOOO kO00O0O0O0ODOO0OEKODOOOOO
0000000000000 0O0o0o0 MACOOODOOOOOOODOOOOOOO0O MAC
gooooboooooooboooooobooboOoOoOoooooOOCcOoOobooOoDboOoboOobo
gooooooooooboboooooboooooooOoOoboOoooooboobOoooooboo
oooooooobooooooooooooooooooooooooooooboobooOoOoo
4.1 MACOOOOOOOO

Naive approach 0 PNM OO MACOUOOOOOOODuOO MACOOOUOOOOOO
00000O00OWSNOOOOO 640000000000000000000000020
00000 MACOOOOOOD k000O0OO0OODO 100000000000 kDOODODO
0000000000000 0000 MACOUOOOODOODUOOOOOOOOOOOOOO
goooooboooooooooooboooobobooobboooobobboooDbooo
gobooobooobooooboobooobbooooo

00000 100000000000 n, 00000000 OOOOOOONaive approach
oooooooon. 0 LVNOOOOOOOOOOOOLVNDOOOOOOOODODOOOO
gooobooooooooooooboboooooboooooooooooooooboo
noUniOn, 000000000 DOO0OO0O0O0O0DOO0OO00O0O000 no0OO0OOOOOO
LvNOOOOooOOoOOOoooooooobo LvNOOooooooooooooooooooo
obooobooooooboooobooooo

gbobooooooooooboooboooooooooooOoOoOobOOoOobObo 2000000
ooooooboobob npO0U0O0ODOOO0OO0O0D0O0 nsUngOns000O0O0OOOCOOO
O0000LvVNOOOOOOooOoOODoOOO000o00o0O0O00b0000000n, 00000
goobooooooboooono00O0O0O0OOOOO0OOOOOODOOOOOOOODODOOO
goooboooooooooooooobooboooooboobooooooboobooooooboo
ooooooon

(© 2009 Information Processing Society of Japan



791 0O00O0O0OOOOO0O0OOCOOOO0OOCOOOOOOOOOOGOOOO0

0000000000000000000000000000000000000000
0000000000000000000000000000000000000000
000000000000

42 0O000O0OO

000000000000000000 Naive algorithm 0000000000000
0000000 IDn, 0000000000000 k,0000000000000000
000000000 IDO00000000000000 MACOOOODOOOO MACO
00000000000

0000000000000000000000000 A000000000000 4
0LVNOOOOOOOOOOO0OOO0O0000 A00000000 LVNOOOOOOOO
0000000000000000000000000000 #00000000000
00000000000000000000000000000000000000000
0000000 09990 0000000000 #0000000000000000

00000000000000000000000000000000000000 ID
0LVNOIDOOOOOOOOOOO0O00000000000000 pi = (Ra,ne,...) O
000ne,n,...0000 IDO00MOOO0O0OOOCO0OODOOOOONOOOOOO
0|p:) 000000000000000000000000 P={py,...,pa}0000d0
000000000000000000000

00000000 p; 0000 LVWNOODOO IDO Ljp] 000000000 p; 000
0000020000000 Mufp,]000000 p; 0000 LVNODOOOOOOODOO
Mp[p] = Myp,lp) 000000

000000000000000000000000LVNOOODO A00000000
000 AO0D00O0M[p]> Ms;[p)00000000000 POOOOOOOOOOOO0O
000 P,00D000O0OO0

Py = {pi|p: € P&n € p; & Mi[pi] > Ma[pi]} (1)
D0000000 P,04000000 P,; 00000000 C(R) = (c1,...,cmax) O
C'(R) = {c},...,cymax) 000000000 ONM 00000 P,00000000 40
0000000000000 —10000000

N = max(| Pai| — Ma[Pa,)) (2)
oooo '

000¢0O ¢, 00000000000 0000000 P,O00000000 #0004

00o0oooooog Vol 50 No. 2 787-797 (Feb. 2009)

II%N
= &8 = = =

Node 1

c=2 =1 ;=0
Logical  Logical Logical

8 e nodes; nodeii,  nodeiiz

03 0000000000 000000000000000000O0O0O0O0DOOLYVNOOOOOOOOOO
O LVNOOOOoooooo
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