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Abstract: This paper proposes an R/S Pox Leg-Line characteristics to quantify a non-stationary of the In-
ternet traffic time series, and a method of period estimation using the characteristics. To sum up the major
feature of the proposal characteristics, the dispersive configuration of an R/S Pox Diagram bends after a
characteristic point expressing a period of a traffic time series. If the period is estimated by quantifying
the characteristic point, it is thought that a low-rate attack having a cycle such as a long-term port scan is
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detected. The confirmation of the proposal is practiced by using a simulation and a real traffic data.
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Fig. 2 R/S Pox Diagram characteristic due to reversed treat-

ment of time series.
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Fig. 3 Effect of period T on an R/S Pox Diagram.
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Fig. 5 Effect of duty ratio D on an R/S Pox Diagram.
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Fig. 6 R/S Pox Leg-line characteristics.
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®1 HERSh2 KP
Table 1 Knee Point K P derived by respective slopes.
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STsup K Psg K Psa K Ps1
STavg | KPas | KPaa | KPar
STing KPs | KPia | KPi

log{max(R,,/S,)} = STsup log(n) + Csrs (9)

log{avg(Rn/Sn)} = 5Savglog(n) + Cssa (10)
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KPop = —"—F———— 11
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Fig. 7 Slope vs. period T of simulation time series.
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Fig. 8 Slope vs. amplitude P of simulation time series.
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Fig. 9 Slope vs. duty ratio D of simulation time series.

5.1.3 7 a1—7 1 lE4F%

JEI T % 50, 100, 500 L#EE L/ EDT2—T 11k
DT AHE ST, SS %X 9 II/RT.

ST BLOSSOELLOLEIZBVWTYH, D=05IC
BWTENENRKIES L OR/AMEE & 5 2 L EIIS
2. oL ZOEDFHEINERYIORN 2R &£ 5 272l
EHEHIEND, ZOMEPEEL TBIMITE % D ORI,
I T OMEICIE U CEILT 2 2 L0500 %. STy (CHEH
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= 0.4 x 50 = 0.2 x 100 = 0.04 x 500
=20 (12)

TRTOTIZBWT, SV ANE T =20 05072, ©F
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DIEZIRT Z Do 7z,
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%10 < T <1000 & ZAb 87z & OIS ED S EE
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1767



1EIRALIZF SR ORE

1000

& 100

1000

& 100

10 L= i
10 100 1000
T
(b) ST\ FIIHE
1000
8 100 brmmbo g
"""" KPg
KPry
_________ Py
10 L :
10 100 1000
T
(¢) ST FHIE

10 BT 1945 KP

Fig. 10 Knee Point K P vs. period T of simulation time series.
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K2 K—FAF v O

Table 2 Summary of the port scan attack.

Scan 1 Scan 2 Scan 3
EHAIE 2008/08/26 | 2008/08/27 | 2008/08/30
AR — b 4899 80 23
BT #5150 #5300 % 50
AV 4 - #710~20 % 200 % 20
RIgE P ¥ 15 %7 30~90 # 5

100
X

oblbr b v o n bbbt agnly

1 ‘ 3000
(a) Scan 1 (2008/8/26/09:02:16)

1 ; 3000
(b) Scan 2 (2008/8/27 03:12:15)

0 hasshiasnsadansianidiiashAthAdbosa bt ARRAAARRRRAGAARRALARA]
1 ¢ 3000

(c) Scan 3 (2008/8/30 11:00:00)
B11 R—PAF¥ VHELT T 1 v 7RSI
Fig. 11 Time series of the port scan attack.
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5.2.2 FREISDNFT 1 v TR

EEEPOFHNESN N T 7 14 v ZEERINCKTT 5 jE
LT, B R—- P ARy DHEBPEINZNT T4
7 WA V72 AR 2 ik A 7. B AR—- b A% v
CHELIE, K- M AF X VAT AR N Y N2
R CREISEEE TS, RFHEEEZ BV TR &
DFENr v PERETHZETHAILICS L THHET
5B, BRIEESND O EWIERTI O E A L
TBY, KAFEICL o THERM, 725 CIZEEHEE ]
RERBII R L EZ HND.

B IS W2 R — P A F v DB R 2 12,
FOLEDWHRINX, 07T 7%F 11 IZRY. T T4 v
7 F— 73K KFEX ¥ Y8R Ry N T — 7 O
K= 55 tepdump # HWTHIG EN/287 v b 77— %
T, FHHPHFHE L TCP SYN ST v hDOARE A7 b
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3 R
Table 3 Result of period estimation.

Scan 1 | Scan 2 | Scan 3
K Psg 129 299 64
K Psa 108 194 46
K Ps; 86 114 32

L72bDThHsb. ZORSRY X, 121E, WENT 7497
DA B IEH 2 @ETHEL/Z TCP SYN N7 v b b & F
N5, FHIHEALEER At 1 0.02s, RV X, O 4 X N
123,000 5, 2% WIEFICHV 2T — 213 60s BICERI &
N72bDTHLH., £2OFRMTIX, ZhZhOLEIZE
VB OV A [ 0 BRI R O S (E A 5 3Rk 72 F2 1 JE A
TH5b.

REFHICE 2 EMMEEERLELR 3 \IRT. ELFA
RT O 13, BIECTR L7 L9 IE L% & 5 STayp
ERMHLCTKP 23 8Lz #RED, IXTOA
Fy VBB LT, KPsg, KPsp, KPyy D) b 2 (2
AL EMRBOMBICL ) B WEE R LZDIE KPsg T
Hotz. F72, Scan 1 D X H NIV ANE + DZEE), Scan 2
DE)IHRIE P OEFN T v ¥ AR EL TV ALAT
b, BIFREEEEIfTbI. 2 Ih s, IRET L E
HEBFEL OV ANE, RIGOLEEIK LENA N 2 FHETH
BEHMTES.

6. &

KifgeClE, T3, N—A ST A—=% HOHEIZH
LM Tz R/S FNTE O REHER S O L IER L, i
RS2 5 2 & T, HETHRAE L7ZHERDMITICRK
MLxd2Z&%/RLA. TNED, X0EWADeYE, 2
WfEAT~ OB DT E 5.

& 512, R/S Pox Diagram (ZH 2 1 E R 5 O 4F
MIzEHL, ShxE®{bd5 R/SPox Ly 7 I 4 V45
PERE L7, 22 TR LAZEHER RT, RS OfE X 1%
JRR R RFI O BRI L CHHELZLEZ R T I D,
HLEALOWATRE L LCiffFc& 5. 72, Juvy MNP
RO B R A 2 SN ZRT ZE2FAHL
R EEDIREL, Xy b N I T4 v 2R MEELL
YIalb—a VRS ICERE,LLEM S NE
WA= PAF X VBN T 7 1 v 7 BERENSE L CRRGE
o7z, ZOERLYD, Thigh fB50 LREHFEA T -7
STsyp & Shin #8753 D FRGEEA T — 7 §Ss,, 5RO S
L% Knee Point K Psg # HH\W 7234, B2 BRSNS
12562 %R 7:.

Htl, EHHPH ORI X B B E O E N EoE
B, %5 CICHRORBFEIT T 2 5 E OB RO
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MTEIZOWTIIE 2 D 5.
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