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OS Boot-shutdown Control System
Using Authentication Devices

SHINGO TAKADA," AKIRA SaTO,!! Yasusur Suinyo, !
HisasHl NAKAIT? and Kozo Itanof!

In large enterprises or university campuses, it is necessary both to support
customizable flexibility of computer environments for users and to manage the
kind and the maximum number which OS (Operating System) is running on
these environments. So we propose a Boot and Shutdown Control System
which allows a user to choose and boot a suitable OS from certified OSes using
an authentication device. One of characteristics of our proposed system is to
use the authentication device in order to manage the maximum number of OS
instances with an OS independent manner. Before using our system, a user
inserts an authentication device into the hardware that he or she wants to use.
Our system selects an OS using the combination of certificates stored in the
authentication devices and hardware, and boots the selected OS. When the

authentication device is removed, our system halts its OS. These processes are
operated by OS Control Layer which runs under the OS. In order to examine the
advantage of this system, we implement OS Control Layer by using the Virtual
Machine Monitor Xen. Using this way, we don’t have to modify our hardware
architecture to realize the boot controlling. We show the experimental result
of boot-controlling and confirm the effectiveness of our proposed system.
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Fig.1 Overview of proposed system.
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Table 1  OS boot control table.
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Table 2 Average process time.
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