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Design and Implementation of
Security Aware Internet Name Resolution Agent

TOMOHIRO ISHIHARA,™ Yuir SEkivat? and Jun Murarf!

Domain Name System (DNS) is the most frequently and broadly used Name-
Resolution system on the Internet. Applications on the Internet use DNS for
translating between the hostnames and their IP addresses. In recent years,
numbers of DNS attack incidents have been reported. One of the most typi-
cal incidents is DNS spoofing. DNS spoofing spoofs the DNS responses, hence
attacker could redirect target traffic to the other hosts. DNSSEC is proposed
as a countermeasure to this attack. However, because of its operation costs,
DNSSEC hasn’t been deployed widely. Therefore, we have proposed a new
countermeasure against the DNS spoofing, without utilizing DNSSEC. We have
also implemented a prototype and evaluated its effectiveness against DNS spoof-
ing. Our proposed system provided protection against DNS spoofing, even if
DNSSEC hasn’t been widely deployed in today’s Internet.
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Fig.1 Histogram of DNS queries RTT on nameserver in KEIO Shonan Fujisawa Campus
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Fig.2 Histogram of DNS queries RTT on nameserver in the University of Tokyo (Percentail).
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Fig.3 Reducing RTT using parallel query.
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Table 2 Result of monkey-in-the-middle Attack experiment.
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