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Worm Path Identification for Digital Forensics
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In this paper, we propose a visualization system for worm investigation, which
finds worm origins and worm paths. Although investigation of worms are very
important for forensic use and further prevention, it is quite difficult for auto-
matic systems to identify worm origins or paths due to the trade-off between
false positives and false negatives. Therefore, we focused on interaction be-
tween analysts and connection logs. At first, an automated algorithm is run
so that there are no false negatives, and then analysts investigate the result
to reduce false positives by visualized system. We aim to solve the trade-off
by conducting these two steps. We implemented a prototype and conducted a

user experiment to evaluate our system. The results show our system enabled
subjects to reduce 90% of false detection by an automated algorithm. Although
the results depend on parameters or conditions, we show the effectiveness of
our idea.
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Fig.1 Worm tree.
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Table 1 Examples of connections.
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Fig.2 Log graph.
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Fig.5 Log Window.
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Table 2 Examples of connection logs.

No. time source host destination host infection | suspicious
1 3.5 | 192.168.10.101 192.168.10.92 0 0
2 4.7 | 192.168.10.106 192.168.10.88 0 1
3 4.9 192.168.10.88 192.168.10.12 0 1
4 5.4 192.168.10.73 192.168.10.22 0 0
5 6.0 | 192.168.10.103 192.168.10.35 1 1
6 6.8 | 192.168.10.103 192.168.10.67 0 1
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Table 4 Number of false positives after analysis.
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Table 5 Number of false negatives after analysis.
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Table 6 Analysis time.
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Fig.6 Correlation diagram between analysis time and accuracy.
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