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A Novel Method to Grasp The Detected Events
in Event-based Management and Its Evaluation

AKIHIRO SATOH,T! MASAHIRO NaGao,'!
KazUHIDE KOIDE,? TETsSuo KINOSHITAT?
and NORIO SHIRATORI?

The analysis of events is indispensable to grasp the detected events in an
event-based management. However, when large amount of events are gener-
ated, overlooking of minor events or repetition of analyzing the same events is
a serious concern. In this paper, we propose a method to evaluate the degree
of importance of the events. The degree of importance is based on the amount
of information that can be obtained by analyzing the traffic data of the events
generated by this method. Thus, an efficient way to detect the insights of the

events is possible and as a result improvement in network management can be
achieved. Our experiment results show that the proposed method is capable
of reducing more than 70% of unnecessary events compared to the traditional
method without losing any necessary information.
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Fig.1 An overview of the event evaluation system based on proposed method.
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Table 1 Proposed method and traditional method for evaluation.

oooo gooooooo

oooo ooo ooooo
0000 (A) | 0000 ooooo
0000 (B) | 000D oooo

00D003200000000000000000000000000D00000O0O
0000000000000D043200000000000000000000000
000000000000 FastICA'® 0000 FastICA 0000 Neg-Entropy 0000
G(u) = 1/alogcosh(ua)J 000000 «=1000000000 MOOOOOOOD
00000 th, =0990000000000000000000000000000O0
00D000000000044000000000000000000000000000
00 th.,=0700000000000000000000000000000

5.1.3 0000000

000000 20000000000000000000000000000000O00
oog

U0000D0 (1)00 20000000000000000000000000000
000000000000 0D000000000O0ooO®Yoooooooooooog
0000000000000 00000000000000o0gn (1)-100 (1)-5000
0000000000 0Backscatterd Witty WormO W32 /Blasterl Host Scan O 0 0O O
0000000000000 0000000000000000000000o0onoog

(© 2009 Information Processing Society of Japan



998 O0O00OO0OO0OO0000O0O0O0OOCOOOO0000O0O0OOO0OOO0000

02 0000000 (1)0D0O000O00o0Dooo
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Table 4 Order of the events of event data (1) to analyze in proposed method (A).
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Table 5 Order of the events of event data (2) to analyze in traditional method.

oo oooo goooooono | ooooooo
1 Jan 16 01:15:00 3.172 (2)-1
2 | Jan 16 01:20:00 3.132 (2)-1
3 Jan 16 01:05:00 2.972 (2)-3
4 Jan 16 20:05:00 2.954 (2)-1
5 Jan 16 10:35:00 2.933 (2)-3
6 Jan 16 19:35:00 2.882 (2)-6
7 Jan 16 18:05:00 2.823 (2)-4
8 | Jan 16 03:30:00 2.813 (2)-4
9 Jan 16 17:55:00 2.758 (2)-4
10 | Jan 16 17:50:00 2.732 (2)-4
28 Jan 16 05:05:00 2.351 (2)-5
30 | Jan 16 05:15:00 2.322 (2)-2
35 Jan 16 10:40:00 2.037 (2)-7

06 0000 (A)0000O0DDOO00 (2)000000000
Table 6 Order of the events of event data (2) to analyze in proposed method (A).

oo oooo 000000000 | 0000000
1 | Jan 16 05:15:00 1.000 (2)-2
2 | Jan 16 22:20:00 0.834 (2)-1
3 | Jan 16 10:35:00 0.821 (2)-3
4 | Jan 16 10:40:00 0.797 (2)-7
5 | Jan 16 17:55:00 0.784 (2)-4
6 | Jan 16 17:00:00 0.756 (2)-5
7 | Jan 16 12:20:00 0.683 (2)-3
8 | Jan 16 02:55:00 0.557 (2)-6
9 | Jan 16 20:05:00 0.121 (2)-1
10 | Jan 16 02:50:00 0.114 (2)-6
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07 0000 (B)0ODOOOOOOOO (2)000000000
Table 7 Order of the events of event data (2) to analyze in proposed method (B).

oo oooo 000000000 | 0000000
1 | Jan 16 05:15:00 0.837 (2)-2
2 | Jan 16 22:20:00 0.723 (2)-1
3 | Jan 16 10:35:00 0.421 (2)-3
4 | Jan 16 10:40:00 0.105 (2)-7
5 | Jan 16 17:55:00 0.101 (2)-4
6 | Jan 16 17:00:00 0.093 (2)-5
7 | Jan 16 12:20:00 0.090 (2)-3
8 | Jan 16 02:55:00 0.087 (2)-6
9 | Jan 16 20:05:00 0.074 (2)-1
10 | Jan 16 02:50:00 0.073 (2)-6
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Fig.3 Order and evaluation value of events analyze in each method.
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