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Visualization for scan attacks with Network Traffic Viewing System

TomovAa KOoTONE! KAzUNO MATSUI' MINORU IKEBE2 KAZUYUKI YOSHIDA®

Abstract: We have developed a Network Traffic Viewing System that network administrators can easily
grasp the traffic status for each host. Our system collects the number of packets from inbound traffic of
Oita University. And, our system shows two-dimensional matrix that the horizontal and vertical axis were
assigned the third and fourth octet of destination IP addresses. Moreover, the system shows the matrix with
the first and second octet of source IP addresses. In this paper, we attempted to visualize the horizontal
scan attack using traffic status obtained at intervals. As a result, we could grasped the indiscernible hori-
zontal scan attacks that sent a few packet, just looking at the log outputted by IDS or tcpdump. Also, we
collect packet data with port 22 and examine the attackers attempt to SSH password cracking attack after
horizontal scan attack. And, we visualized its behavior with our system. As a result, we could grasp the SSH
password cracking attacks after the horizontal scan attacks. And, we investigated a distribution of the source
IP addresses using the Hilbert curve. This visualization method mapped the first and second octets of the
source IP addresses to two-dimentional matrix. As a result, we could grasp attacks from various attackers
to a specific host.
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