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How to Visualize DNS Traffic to Detect Malware-Infected Hosts

DAISUKE MAKITA"T KATSUNARI YOSHIOKA
TSUTOMU MATSUMOTO'

We are developing a method for detecting malware-infected hosts from the traffic of the DNS cache server. When analyzing
large DNS traffic, it is difficult to quickly comprehend its contents, such as synchronizations of name resolutions, resolved
domain names and corresponding IP addresses. Therefore, we propose a method for visualizing the DNS traffic, and evaluate its

effectiveness by experiments using the real DNS traffic.
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