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Anonymous Authentication for Web-based Systems:
Its Application in Questionnaire of Programming Symposium

TOSHIRO HIKITA,t SHUNSUKE SOEDAft and RIE SHIGETOMI!

In this paper, we discuss how anonymous authentication can be used together with
web-based systems. The authors have been developing the SENSU anonymous au-
thentication system, and been using it in the electronic questionnaire system of the
Programming Symposium. By using SENSU, the user can authenticate himself with-
out revealing his identification. As with many other cryptographic systems, SENSU
requires cryptographic calculation conducted under the user’s supervision. In our pre-
vious system, the users were required to install a client system to use the electronic
questionnaire system, which reduced the usability of the system. One approach to
increase the usability of the questionnaire system is to make the electronic question-
naire system, web-based. However, blindly making a web-based questionnaire has no
guarantee on protecting the privacy of the user, potentially threatening the safety of
the user. This year, we propose a web-based questionnaire system using SENSU. We
have proposed and compared several models that represent anonymous authentication
system used with web-based systems. Based on this comparison, we have suggested
how to build a web-based questionnaire system using SENSU, showing that the users’
privacy could be protected without reducing the usability of the system.
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