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Fail-Safe C is a completely memory-safe, completely ANSI-compatible compiler sys-
tem for the C language. It detects and disallows all unsafe operations, yet conforms to
the full ANSI C90 standard (including casts and unions). This system introduces several
techniques—both compile-time and runtime—to reduce the overhead of runtime checks,
while still maintaining 100% memory safety. In this report the author describes his ef-
fort on making the system more reliable, more portable and applicable to the real-world
applications, as well as the system’s basic design and implementation methods.
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Fail-Safe C

Fat Pointer:

Fat Integer: Fat Pointer

:

Virtual Offset: Fat Pointer

Access Method:

Cast Flag: Fat Pointer

2.1 Fat Pointer

C
Fail-Safe C fat pointer

smart pointer 2
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C semantics
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header
type = int *
size = 20 base offset

p[0]

base offset

p[1]

0 8 12 16
0 8 16 4012 20 36real offset

virtual offset 4 20
24 28 32

base offset

p[2]

base offset

p[3]

base offset

p[4]

4

header
type = int
size = 20 base value

p[0]

base value

p[1]

0 8 12 16
0 8 16 4012 20 36real offset

virtual offset 4 20
24 28 32

base value

p[2]

base value

p[3]

base value

p[4]

4

header
type = float
size = 20

f[0] f[1]

0 8 12 16
0 8 1612 20real offset

virtual offset 4 20

f[2] f[3] f[4]

4

value value value value value

Pointers (int *):

Int:

Float:

1:

2.3 Virtual Offset

Fail-Safe
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Unix (POSIX) API

sockaddr
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• Fail-Safe C sizeof

=

• fat integer fat pointer
unsigned int 32 0 232 − 1

unsigned int 4

•
( )

1

2.4 Access Method

virtual offset char *

2

sockaddr
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2.5 Cast Flag

access method
C 10 16
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access method
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Fail-Safe C 1 cast flag

cast flag
virtual offset

cast flag
cast flag

virtual offset
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C
*.o

autoconf
[12]

3.2

C
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I/O libc wrapper

OS
Fail-Safe C

wrapper

x86, ARM, MIPS 3
x86 32bit 64bit

1

3.3

ANSI C90 ISO/JIS LALR(1)
BNF

C

132bit 64bit int void * int fat integer
int
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1. typedef

2.

3.

typedef struct S S;

S *x;

struct S { ... };

S 3 (2)
S

(3)

typedef int X, Y;

void f1(X X, int y), f2(X y, int z);

void f0(X X, int y) {

static Z;

unsigned Y;

X = Y = y;

}

• 2 f1 X
X f2 y int

• 3 X
X X 4 Z

5 unsigned int Y Y
X Y

LALR(1)
1 1

C90
( // )

100
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• ByteMARK benchmark OpenSSL speed

• OpenSSL

• OpenSSL

2: Performance of the Fail-Safe C compiler.

• OpenSSL version 0.9.8l

• OpenSSH version 5.3p1

• GnuPG version 1.4.10

• ISC BIND (Berkley Internet Name Domain) server version 9.4.2

• thttpd version 2.25b

• qmail version 1.03

• postfix version 2.5.5

• libtiff version 3.9.2 and libpng version 1.4.0

• zlib version 1.2.3, bzip2 version 1.0.5

• sed version 4.2.1

• pcre version 8.01

• libogg version 1.1.4, libvorbis version 1.2.3

• bash version 4.1

autoconf
Fail-Safe C

2
C 3 4 7 6

5 cast flag fat integer
fat integer

cast flag 5
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4.1

Fail-Safe C
(?)

• thttpd −1
1 ’/’

• BIND9 DNS

• Pcre

• Libvorbis 2 3

Fail-Safe C

1
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Fail-Safe C George Necula CCured [9, 2]
CCured C C

2
2 fat pointer 1 1

3 fat pointer
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Fail-Safe C CCured cast flag
cast flag

ABI

StackGuard [3] ProPolice [4]
SoftBound [8] C

C
Cyclone [5, 6] Deputy [1]

Fail-Safe C C++
[10]

C++
Fail-Safe C Java Java

C [7] Java
Fail-Safe C

Java
wrapper wrapper

[14]
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