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Abstract: Recently IT system grows widespread, but many companies don’t have enough system admin-
istrators with abundant experience, thus recover from IT system hazard is difficult. To repair IT system
quickly, it should be shorten the time to identify the root cause failure when the affected failure events are
detected. In this study, we propose the root cause analysis method for large-scale IT system. On existing
approach, it is necessary to prepare the patterns of correspondences between the failure events and the root
cause failure, based on the topologies of overall managed apparatuses. This makes it difficult to apply existing
approach for large-scale I'T system. Generically, when a failure occures on large scale IT system, affected part
is limited. Therefore, most of the prepared patterns is not used to identify the root cause failure. We focused
on this fact. Our method generates limited patterns of the correspondences at the occurrence of the failure
events. The generation is based on the topologies of the apparatuses which are related with the occurring
events. And our method deducts the root cause failure by using the generated patterns. We implemented
and evaluated our method. As the result, we verified that it can deduct the root cause failure in a large-scale
IT system.
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Fig. 1 An example of Fig. 2 An example of system
general rule. structure.
IF IF
<Server Sv1 DiskError> <Server Sv2 DiskError>
(1) <Storage Strl ControllerError> (3) <Storage Str2 ControllerError>

THEN THEN
< Storage Strl Result(ControllerError)> < Storage Str2 Result(ControllerError)>

IF IF

<Server Sv2 DiskError> <Server Sv3 DiskError>
2) <Storage Str1 ControllerError> (4) <Storage Str2 ControllerError>
THEN THEN

< Storage Strl Result(ControllerError)> < Storage Str2 Result(ControllerError)>

3 [TV — L Ofl

Fig. 3 An example of analysis rules.

FEMUICE I L 729 2C, BEERAER @I S 7zt A
Ny bETy T 7SS TRERRBN ML T 5.
COFFETIE, HHNR Y AT LM 5% E D SEE
PE Lok & UGl SN WES NV %
JUEL, ZNO &Y — Iy F 738 LZ LT, B
EEHEZRTEES N FEHEELTWA.

MEER AR E NS — AL LRV =V opl%, B 1
RT. V=, EENOBRERISTLT, 5
72U IF-THEN N CRIE L CEB Y, 1 2OPLHV— L
THEOBEMLFEORNEEL TV L., JLHANV -V IF
HAZiE, IT VAT LICHEL TV AEEA XY b DR
(B8, EENOWMREROMBE L, BEA X2 P OfEH)
ZHIFELTWw5A., THEN #I21E, #h o DEdEf N> M
AIEA LzBRIC, BEENE L THETE AE 2RIk
EANRY MERFEBL TN, 1 D=, F—1Dfk
WEFZTHLTAAZEAN L =YDy ba—F (| [EE
MWIEL, ZOBRENPA ML —=YOar ba—=5THD
FORMEDZENA ML =V 2 FHT L= \TEICH L L
TWABEIRERTZEL TS, B, TOFITIIELH
LTWhRWH, IP A1 v FRFC AL v FOBEHEZFRT
HIEIZEoT, BEMOAY FT—2 FERT Y LIRET
&2, ZLC, 2y MU —=2ICRNT L EEERIT 52
BT LI ENTES.

B 2 IR AT LTI, ZREROF—NE, (1)~
(4) IR T L) BBRT, A v FEHLTAIL=V%
FIAHLTWA, ZOVAT LI LT, VAV —IVEEE
DEBEORERTHRAEL ) DEEAS XY P EEERRE L Ot
BT S, M1 ORIV —VER 2 IRT M Ra Y
WAL TERT L L, (1)~4) OMRICEDET, I3
DX 7 ARDOBH N — VKR SN D,

© 2013 Information Processing Society of Japan

ZLTER GBI L, BEREOFELZ EHNIC
BT A, M2 IR LAEYAFATIE, A ML= Strl
DAL =Yy ba—FOEEIZE Y —73Svl, Sv2
MOAML—=DICT 7R ATERLL Y, —/3Svl, Sv2
Wb 74 A7 5 =5 LC\wah. Strl, Svl, Sv2 IZfE
EPRELTVDL LAY 5 L, BHL72BEA X
N ERESE LTV —VICc v F o F T 52 LIk 5T,
WERRTZENT L. 2k, BEIEELTNLE DD
SOOI THEEAS XY FERGFTE T aro72), [E
EANXY FORBOYA IV IHRTRh T2 T2 LY
EZONE, TOLX) BIRNEEET S L, BTV —IC
EENLEEEANRY IO LEOVTNADFEAEL TV
X, OV OPDOEES XY IPRELTNTD, Z0
V= VIZE o TR LUREN D EEDEEF K TH S ] hEM
NrnEiTvnENL v, 20720, BV —VIZETh
LREEANRY POWT NI EZE LSS, TOLV—LD
THEN #12 & - TR SN %@ % EERK OB & L
THmT 5. LPLZEITRNEBEARY FE2ZELTWY
Bz, HERFEROMENS L SIHMEL 2 b, £ 2 TR
N=NVIZEINLEEANY MNED S B, EBRICZRELL
BES NS DOEEE, TORERRNOMSE LS LTHEH
5. WMEEOREMR, BEISEEITIZEES 2L —
VDI L, ROEBEOEHVDD (T4bb, HllE
L7zBERENY — D) b, BERERIICROES L
TWbbD) DHIHIC, £ DTV — IV OIRT FEEFRSA &
iz, BERKE LTIRRT S, 728 21EX 2 19RT &
IIHEEANRY FPBEL TR LIE, V- (1) B
KU (2) 12& o T Strl 2 EEF K TH 2 iEFRA 100% 12 7%
D, =) (3)I2L-oT, Str2 2EEEFIKTH 2 R
0% b, ZLTENSDEERRNZ, MEZOE
B 2 s o (R el & L RSB ISR B

F7, Ay M- UREBROBED L)1, BERERC
DRIZHHTFERLBHTES b TBY, EEAS XY b
AP TER WAL DD, ZD L) RIS 572
O, ANV NEHIETERWT &% “Unreachable” 7z [E3E
AR FELTRHENY — VIR TEL LHIIL TV A,

B, WIOREITTHEAE L EEOFZEIC L > THEHNIC
FEERRDPFEA LR, BERRNE 305 EERSAET
2, BIOBTIV— VO IFICEINL DD, 2D
LA, ANV — VR T EER AR L, TNE
IF EBIC & T B DFEHT IV — b % A pk L C s )5 KR AT % S5
Lok b, BEERRGEHICEO TRRT 5.

3.2 KIRHE - HELRBICEAY 5 2 HOMER

WIS AT L ORBEALIZE b v, EEHE D
RS B A EUREER IS 5. 2O L) BRI TR
FEFERFIZER O ) 7501) 2 MR IZEET 5 LED D L
B2, ZLoEH, S EERERKNZ HEMICRETE %5 RCA

1111



BIEF=EmEE Vol.54 No.3 1109-1119 (Mar. 2013)

Heale 2 sh AR T & 5.,

UL, KHEUBEBRE % 0 52\ B S 5 R AT % FEft 3 2 s
\Z, Yemini & O F: [1] % Gupta 5 DFHE 2] O L I 12,
BHZOIT VAT LOE NRO VI LT, o220
ERREFER OIS EMEL TH 2 L, HHHEIC
Lo THEETH L. £ CTLHESOFH[13] #, Wang 5
DF[3], Holub bOFE[4] DL H 12, FEEA RV L
JER & DIMGAL S N7z ie & FIH L C RS 5 R g AT % St
T5ZENMYITH L, 7272 L Wang b DF [3], Holub
SOFHE[A] 1, BEANY P ERESCMBERO K
0V %FR L TWaw., — NIRRT, FRE
BB OBEEDSRET 2T REEDS, I BB AT
KEL D, ZOL) A, NROUIDOFIEL o\ ik
B CREDHENWENT S L %, o 2Mrrirbh
B KBRS 2 0 RACEER R & i $ 5 72012
&, THESOFEN3 DL HIT, BEEANRL FEFERED
AL ENTFIBICEDNT, PRIV OEET 2B
DOEEEIIKT L TR E/RTE S HEFZEE L., Ll
FO—FT, WHNV—=IVD LX) LGt hizxtivgy, 3
o bR JICEbETEMMET 2 0LE PS5, KB Y
AT L R ERERN 2 T 256138, ZOBICE
TEL MNRUIVDPIEFIIEL R D, TROLIUST 5 HH
me, WHY = 2T RZMEEEEN T 57200
FHEEHAHEZ B VW) T ETHED, ZOFTEL KM
PEBRIE C O R E FU R AT 128 S 22 WITREMEAS D 5 .

ZFIT, SORMEFERT A 7200FHATERE LT, Lk
5 OF: [13] BRI, PV — Vb S IBHTL — )L % B
B & e L7z, SOFETIE, 302 MDULHY —
L BIRIT LV — IV ZRESE LT A, ORI CMDB (Con-
figuration Management Database: i EH 7 — & X — Z)
POEMEHNGR Y AT L OEIERZ G L TWD. £
ZT, CMDB I S T W 2 B A2 (L 22 THlE L
7z, R BHIEIE, CPU 27 Intel Core2 Duo E6850 3.00 GHz
T, AEVE2CB#EWMLZPCTEBmLA. /2, 20
AT LE Java TEIET . 22T, Java 1.5.0 FIH
L7z, EfERz, X4 10587,

HRTEBRORER, HEHAT10,000 BHIEICR S &, 1TH
BT VLERE R 2 355 Z L o7z, COFETIR

N
o

N
o

-
«

=
o

o}

FRHTIL— )L SRS M (hour)

o

T T T T T
0 2,000 4,000 6,000 8000 10,000 12,000

ZEH
4 FRETV — v DRESALER I ]

Fig. 4 Processing time for analyzing rule construction.
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(Physical) Server

B 5 KHEZIT ¥ A7 504
Fig. 5 Example of large-scale I'T system.
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Table 1 Number of effected nodes and related general rules.

# | BEESEAEARESE ) | B R SR A et | V-Vl
1 VM VM 1 6
2 Server VM, Server 6 30
3 | FC-SW(Level 1) | VM, Server, FC-SW(Level 1) 97 28
4 | FC-SW(Level 2) | VM, Server, FC-SW(Level 1,2) 1,553 28
5 | IP-SW(Level 1) | VM, Server, IP-SW(Level 1) 97 28
6 | IP-SW(Level 2) | VM, Server, IP-SW(Level 1,2) 1,553 28
7 | IP-SW (ki) VM, Server, IP-SW (Level 1,2, i) 12,425 28
8 FPELEE Storage VM, Server, FC-SW (Level 1), H#l# Storage 1,553 28
9 KHE Storage VM, Server, FC-SW (Level 1,2), KHE Storage | 12,425 28
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Fig. 6 System overview and execution flow.
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