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Abstract: Today, user authentication methods have become increasingly advanced. In access control for
networks, there is a need to use user authentication information which is managed in a distributed manner
such as Shibboleth and OAuth. Its purpose is to give different access rights for each group was divided based
on user authentication information. In this paper, we describe an implementation of flexible access control
for networks with advanced and trusted user authentication. A characteristic of this implementation is to
make a network switch to mark the QoS value which is associated to an access right on an IP packet and
to make routers to enforce an access right using the QoS value on an IP packet. In this implementation,
there are no constraints on the network system configuration and setting to enforce an access right is static.
In this paper, we describe an example of using advanced user authentication on Facebook. This example is
a Facebook application, and divides people which into several groups based on Facebook user information.
Each group has its access right for the network. We clarify the effectiveness of this implementation by this
example.
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Fig. 1 Overview of an implementation of flexible access control for networks.
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FHiAAR PCOFIHBEB GV T2EET 572012,
MTRY v L7z, ZORFBARAPCOIP 7 FL
ABBEDIP 37y MIX LT, v—F v 7% @RT 54
TERATLFHRETH .

3.7 DSCP &% R=7 7 & XD REH

J— % TlX, DSCP HIZED W7 7 & Al AT
5. 72k 21X, DSCPEAS 11 TH Y, H#EHXIP T FLA
73192.0.2.1 &% 5 IP /87 v M ORI T 5 ) — LD
BlaELDFIORT. BRADOHAE T 21TL > TVRAHPAK
T 14T THB.
ip access-list filterl permit

src any dest 192.0.2.1 dscp 11

4. Facebook ZHHW/=% vy T =585 X
TLORE

COBETIEEELRFRERILOH & LT, Facebook ®
PR ERRAEE V2 7% R_ T,

Facebook TlX, 7 WV— 7 %Ml L7-FIHZEHS, £D7
N—=TOEREL T NV—TOWMKBZERT L L
WUEEL > TW A, FFHAR PC OFIHE L Z @ Face-
book ECHYIIZEHINTWES 7L — T DIEHRE W T
TIV—=THFICHAT A2 EI2ED, Ay b — 7 EEE
X, FIAEEHEOI A P2 T 52 L REE 2 5.

Facebook T35 =& %3kI%E L 72 Facebook O 7 7'V 7r —
> a v (LUF, Facebook AP &IER) [Zx) L T Facebook 7°
HHL T AR HEOFEHRZfME L T b [10]. Facebook

2B\ T Facebook FIHE OIEH = FIH L 72\Wia, Fl
AT 2HE IS L CORME, MESEIT ) MR 2R HE
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PG LT MR E 52 5 0B 0283 5. MR S
A 121% Facebook AP 2|94 2 LI TE 2\, AV NT—=T AL v FITATAE LI
Facebook AP 1 Facebook (210 2774 ¥ LW EFIHTE
W, FO7H, a7 A4 L TwZRWEE1T Facebook 2% ZOTAT T LTI, FIHEPFED T V—TD X INT
RRER R T A R—TICBE TS (E 4). Facebook TRE HIULDSCPE%E 11 IZFEEL, A v NNTEZ WAL
AFALEEZSSE T 9 % & Facebook AP OX—2) ¥4 L7 12h§%bt.:®7U77A”ib
FEnsd (B5)., EELLT S r—3 a3y TlE, R0 2ClE, Facebook THlAE%E L TW W5 )L — 7 Facebook
2, AR, M—2 v, FV—THOERE X WERREE N7z 7V — 7, % L T Facebook bDHF5ED
FREETND, EfTRHERLY, 77) 75— 3 v Tk Th—=TWHBLTWE T V—TD 32D T v—TFI255F
T, ZNENIT 72 AR G2 D2 LN TEDL I L %
Z O A EFA LT, Facebook AP O _— JIZFI & L7, Zo7urIa%nld 52 LT, Facebook 205
BT 7 AL EIL, ZOT 7 EATOIP 7 L A% Pt SN2 REREEHA 70V — T E W TE#R % 7V —

278 W

TEHRPL 7N — TERP IS TELZ R0 0 Db
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public class fbserv extends HttpServlet {

public void doGet (HttpServletRequest req,
HttpServletResponse res)
throws ServletException, IOException{

String auth =7..... ;

/xaccess token addressx/

req.getSession ().setAttribute (” code”,
req.getParameter (” code”));
String at = getAccesstoken (auth);
int GID
try
if (getAccesstoken (auth) = null){
if (inGroup (at ,LOGINSOFTLAB) == true )/*7 )V — 7ffEi&Facebookx/
GID = 11
else
GID = 12
if (NetworkSwitch (HOST) . allow (
req.getRemoteAddr () ,GID)== 0){
req.getSession ().setAttribute (
”access_token”, at);
res.sendRedirect (” /auth/fbcomplete.jsp”);
telse{
res.sendRedirect (7 /auth/error.jsp”);
}
telse{
res.sendRedirect (7 /auth/error.jsp”);
}
} catch (InterruptedException e) {
e.printStackTrace ();

3 FE |72 Facebook AP O 7177 4 (Hik)
Fig. 3 A part of implemented Facebook application program.
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@ ITEEIEER] oschwwn acebok. comioin v @l
[ Most Visited v (6] Getting Started [ Latest Headlines v
I 071> | Facebook o

facebook
ERPAM. BRE

T=54 R —hTAY DO LTI LA TERT,

Facebooka%/ 4>

4 Facebook |2 X % Fl & FLGE

Fig. 4 User authentication on Facebook.

complete

<« C  © 192.168.1.10/auth/fbcomplete.jsp#_=_

Log in process done via facebook

Hello Koichi Sakurail

You are member of Logingystem softlab

You are allowed to use network with 192.168.15

Your AccessToken

AAADDORaZCEERAJZ BOSE ) MTILFaEAThE rHy»AINOZIGIZKAQ2 jhmJa Ag 00 YK VEHDOOLs 2 BHWT 1 KZC

Press logout button to logout

5 9% L 7- Facebook AP OX—
Fig. 5 Page of implemented Facebook application.

TEHDUEEE 2 .
5. &Vl

3T, AL CEELLAY VT2 2R E LT
T 7 ARBOBEIZOVWTHRART, 3TEOE} (1) 25
(4) ITH L CTHEEELT .

T (1)1, RBEETS — b = A IS X D EH L2 KL
T, FBRE7 — M7 = A %, OAuth % ffl\v» %4 Facebook AP
& LCHE% L7, Facebook AP T3, Facebook MIZ%EFE
L7cZ V=T OEREAVEZ b TE 2.

ARF L TlE, Facebook # M FIZL/RGETr— M7 = A
DEREZRLT2DS, BREE7 — 7 = 1 % Shibboleth ® SP
ELTHEETLIEDLTES. 20 L %, Shibboleth IdP
PO I N L EEEREMASHLESLZ EIZL) FAFKD
TN— T RETH 5.

B (2) I20WT, SOHFEICLD, SSHH—/iA0
77 e AMERGIETE 5. FIHBERGE T V2 WGk 7%
SMTP = NEADT 7 L AMe %, F—NOHRELEHE§
HIlhl, EHTEAL, $, RETHNE, BB L
WT 7 EAREERWA Y TRy M= LTOT 7
LA B REL BB, S 512, KRFEOMEBED L ) 1248
OBV TO R Yy b7 — 7 FHIZB\T, Facebook
BT M BHIRGEDT o v e T 7 A
PHZALT7NV—TFIGENTAZ 2L, —FEICA Y b
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RL72E 91, DSCP EEZ HWVTT 7 & Al 0% % it
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v, F2, FHHIAAPCOIP 7 KL AL LRV,

RER, SCHE 1] 0L 3R ), FREEE 2T Tnk
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MHTEDH, WK (2], 3] DHFELIZRAR Y, RELTIIFIH

BAHFEZ 1 ETHEL. IS0, FIERIBTIP 7

N L ADWEALT 205, REZETIIELLEY. Ihb0k

FEAY VT =7 A4 v FOFEDOEFBIC Mac 7 FL AL

&% VLAN ~OHR ) 73 REIIRAF L T b, —F, K

FHETIE, QoS LWV I ER LERELZFIHAL TS
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ARE S CTIRARI NI BT A HIFFEEZ L TIORT.
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FRRIZ12 &% 5. KREETIE, HHIARPC LD
DSCP I L 2 i <2dil, £y FT—27 A
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72055 T, $FHHAKR PCH SO v b & EESEHIE§
572912 DSCPEZRE ) T LIETE v,

o IP 7 L ZADMBENIXF L TYHW., Ay hT—27 A
A v F EFEHAA PC ORI NAT (Network Address
Translation) HEfE* H T ARBELZRETAI ENTE
vy, NAT BEEEAR A T 22 EO T il S /- F
HiAA PCOT 7 AMERSED &, FOEED TS
B s N T AT _XTORFELIAR PC AT 7 A
MEzHRTLE). ZOHKIIIP T FLAZD &1L
Tw%@@&X%AM[]T%HET%%

° &*iﬁmpbpﬂi%~/\’a}1ﬁv & &I, RREEY =N %
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W& AT 7 AR TE 2V BHEL & N

1106



BIEF=EmEE Vol.54 No.3 1099-1108 (Mar. 2013)

FRARF-ERIME R v, T 72, SNEROFREEY — D IP
7 RUARELL2HEIE, ZOIP T FLAICH
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HbH. TOLOOMIFERPLEICR L, 2 2IF
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WTIR 72 F L= 3 r0xy57—% 05 BRI

DIAP DA T A M) A b x HEIISIEK T 5 2 & 12X

DRBHRETH B EEZLNS.

6. BhHYIC

KL T, WELRFHERAESFHTEZ Ay P T —
7RG LRk T 7 b AR O —FERE 120w Tk
~7z.

COFEHTIE, FBALEZT2EEBRAR PC O/XT v M
FLTT 72 AMEIHILT B QoS D~ —F » 7 &1\, I
MON—=FBEDO~—F 2 FEIZEN T 7 2 ZHI#H %2179
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WD RN AT LR E T2 ENFETH L. Lo
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