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IDS Signature Verification Using Patch Information

KIYOTO KAWAUCHI" SHOJI SAKURAI'

Organizations which use IDS concerns themselves to confirm the signatures of the IDS can detect all the variant of the attacks
which they are written for. However, the vendor of the IDS rarely provides the information about detectability of the signatures,
and so, the users of the IDS must verify the signatures on their own efforts. It is known as the way of verifying signatures to test
the IDS using exploit codes, but it is difficult to confirm the signature can detect all the variant of the attacks unless the exploit
codes generates all pattern of traffic.

We propose the technique to verify signatures without exploit codes. It extracts the pattern of attack data from the published
patch information for the vulnerable program, and compares the attack pattern and the pattern defined on the signature. It decides
the signature covers all the pattern of the attack or not.

Currently, our proposal is under design phase. We will solve the remaining challenges, such as dealing with incorrectly extracted
attack data pattern, and we will make a prototype and evaluate our proposal.
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