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A Data Preservation and Restoration System of Storage Devices
using Virtual Machine Monitor for Computer Forensics Investigation

HIROMU OGAWA'' MANABU HIRANO!

When companies and governmental organizations are involved in criminal or civil trials, they have to submit their digital data as
evidence. In conventional cases, organizations submit physical hard disk drives as evidence. However, many recent business
systems are constructed on cloud computing environments. In the cloud environment, virtual storage devices are not equivalent
to physical storage devices. Therefore, we need a novel system of computer forensic investigation for virtualized environments.
In this paper, we propose a data preservation and restoration system using virtual machine monitors. Our system preserves all of
input and output data for virtual storage devices with the time. The proposed system can restore states of the target storage device
of any specified time. We show some example usages of the proposed system like detection of the time of an incident that an
attacker tampers with a log file in a virtual machine. The proposed system continue to run the preservation function even if the
guest OS was compromised. In addition, the proposed system is implemented as tap software of virtual device drivers. Therefore,
we can mount multiple virtual drives at the same time and the mounted virtual drives can have the state of each specified time.
We can use conventional forensic software and Linux system tools for their analysis. This paper shows the result of performance
evaluation of the prototype system. Finally, we discuss the future work and open issues.
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TA VTV I —EREMNER RTATIZH LT T v
a BN TE2H0ET 5. CSPIXEHADRKAAL L 0
~NDOT 7/ AET Y MO T, wEry hU—7 1
WCHEIVEEL CERT 260 L5, 2, BRET—2D
BEROWHT ¢ A7 oY — R L IHEF LTV D5
WA ML=V ZRHA LN EE2RETDH. LT Tl CSP
TRT 77 ANOREEIT I HEOEMRFZTHTS.
71 274X

a7 77 A VOREE, REMO tapdisk K7 A 3% Hu
FARET A A7 &, FBELZRAAL L UNLT 7 EATE
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LHEIRETHIETEET L. AR TIFRAEMH O tapdisk
RZANE, OS WA VA N—NVENTET 4 AT A A=Y
WXL TR, 778 2n S 2T 572005 1
ARG A A=V EPBRIER L, TORBT 4 A7 iZxfLTD
HREEHEEE R AT 2 Z L 21T 5. RAAL L UnBIT,
FHLWN—Fo=T7RNBNsnzEoC/RA20T, K18
TAAI BN, 7TV r—vareua sy —
EYOENEE LTHRET .
72 DI 4 X
A LIRBT « 27 O5FTE, 1878 LicRAoREE
8t ¥ % tapdisk K7 A N&ZHWTIT 9. blktap 121, R A
A2 U ZFAES, FAA 2 0 Ttapdisk K74 SOFERE
EFHCE 2EMARHE SN TWS 72D, ST EIC R
AA 0 DBREETITH. Xen & blktap NMEA SN TWHER
BThiu, RERLITRRDE~ T ETHITEITY Z
ELAEETHS.
tapdisk K7 A NEHANWT~U Yy b LIIRT 1 2271
FIHT 2 0S MOIFHIZH LW A—RT A7 B~ b
SNTE IR A B0, BEFOMENTY —/L=° Linux O
AT B =) EIER L THHTTE 5. HED tapdisk K7 A
NERFFCFIAT 22 b TE 270, BBz ORE
ERIFFICEITL, TRUERMRERET 4 A7 LTy v
ML, BEfFOY —NEHAWTLHIKRTHZ LT, 7741y
AT MATONZWECHIROBRZ B ETE 5. UBT
WX, W REE LT, diff 2~y REFMATAHEL, %
RINATZ 7 A V& i 5 FIEIC DWW TR~ 5.
721 diff A RIZK 39
diff 2~ FE2FH L THorT 2614 K 10 12R7. #T
1% 2 DO OIRIEZ FFBLT D tapdisk K7 A &L,
ETNFENEHFARY HEAT~ Y b LT Linux ® diff 2+
VRIZE A TT 7 ANV AT LORIEE LB L T 5. diff
avy NIZRA T v a Va2 TCEITTHE, RESNL
2 O0F7 4 V7 FUNEREEL, FAHICLIFELRNT
FANRCHNEBENRRD 7 7 AN EHNTD.

disk_path=/path/to/disk

datel="date +%s —d ‘2013-01-01 00:00:00"
date2="date +%s —d ‘2013-01-02 00:00:00"
disk1="tap-ctl create —a analysis:Sdisk_path:Sdatel’
disk2="tap-ctl create —a analysis:Sdisk_path:Sdate2’
mount —t ext4 —o ro,noload $disk1 /mnt/disk1
mount —t ext4 —o ro,noload $disk2 /mnt/disk2

diff =R /mnt/disk1 /mnt/disk2

[ 10 diff =~ > F%FIf 5 6
722 BRIIETDHEIZ & 554
RERFINETT 7 A NV E LIRS 5 2 LT, SEHIBRO I
HeT 52 LB TES. ZokniclE, —~EHETH
BogTcon 777 A VOREEETLL, BYE 5 REX
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DIRRER T 5. RERFIETHET 2 HikEX 11 1ZmR
T BT 77 AN L TE, KBR~DEBFEOHZPTHI
B2, REUSNOERDSICE T SPFE LA T -
HIBR M TONTZ b DL BT ENTE D, AFETITE
RHETR 7 7 A VOWERZ 2T 5 Ruby 27 Y
7N ERFEELERRE AT

FEFRT R 3t

OFwZ2EL OuERil  OHIBR®RE  @OREZRL
1 1 1 1

| ——— 1 1 e e | - e e 1 1 ——— 1
000 000 000 000 (e]e]e]
(e]e]e} (e]e]e) AAA AAA AAA
(e]e]e] 000 000 00O (e]e]e]
ooo oo ooo (e]e]e) [e]e]e)
""" 000 (e]e]e] 000 (e]e]e]
""" 000 000 (e]e]e]
T,/ 000

B 11 BERFINET o g

8. VAT LB

RRVAT L THBRUREEICHAEE SNEARNT
—H ERAELTE, LB LR MEREEEOREOHEN
EFAIL7Z. W T, RAER O tapdisk K7 A S&2FIH LT
RAA 2 UDF AN OS BHiBIFLIEERE ~Gt A E X LB
DEEAPE LTz, THMBRELZR 1 IR T. ok, 7.1 #i
TIRAR7Z L 91T, WEIT 0S BA v A b—L ENTRAET
A RTEFROT 4 A7 TR U THALTE/mLEZ. AE
UEIY Y CTIE, RKAA 2 012 3.5GiB, KA A > UliZ 512MiB
L L7
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STWAENERLIZELEDTHS.
x 140.0%
~ 120.0% -
£ 100.0% -
N
N 80.0% -
“\ 0,
N 60.0% -
W 40.0% -
B 20.0% -
Y 0.0% - . . ; ;
100KiB 1MiB 10MiB 100MiB 1GiB
ERRLTI=7 7 A VYA X

K 12 77 A0 A XL HBhRREEE O A&

82 HABEDEE

W EEEEDO AR F~—r VT 2T THD
bonnie++ 1.03e[8] & FIIH L, frAEHEEE A A A TUVVRWE
¥ED tapdisk K71\ (aio) #FAT 225G L, Raetee
ZALAIA AT tapdisk KT A NZFHTLHBEOAH IO
HWEA R L. AHEEOREEREZK 13 [RT.
Char 133CTHAZ, Block 137 1 v 7 AL TOFEAEE 23
MiL7=FRTHD.

# 1 MRS
eI DELL Inspiron 570
CPU AMD Athlon II X2 Dual-Core

245 2900MHz

AEY DDR3 SDRAM 4GiB

N—=RTF 4R Serial ATA 500GB  (7200rpm)

ARG T =4 | Xen4.1.2 (blktap2)

0S (KAA20) CentOS 6.2 (64bit)

0S (KA1 U) CentOS 5.8 (32bit)

T AN AT A ext4

8.1 REICLELHBTEREBEORE
MEVATLEFHAL T AN OS TH—D7 7 1 V%
ERR L2356, FEBRICER S 2 MiEEEOFED
EMERELEZ. 77 A4 MEKRIE, 74—~y NEHZOT
4 AT A A=V EREHO tapdisk KT A4 RNEHNT~D
VML, U NLTET 4 L7 MUZHIOT 4 L7 R U
577 ANEAE—LTITol. TD%, TA4ARTET v
<YL, Z7ANVOREEZRNE L. vk, &3l7 7
ANDY A RFELRNTEZD, T—E T 7 A LDH A X
OHEREL TWDE.AEKRT D7 74 10D A X% 100KiB,
IMiB, 10MiB, 100MiB, 1GiB & Z{b&¥ CHIEEIT-7=
FERAEX 12177 K120, ERLEZT 7 A v A4 X
LT, RVARATLDOT—5 7 7 A VORFEDPFIZ72
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200.0
i |
A 160.0
2 1200 —
% 80.0 —
Rl = W w8
0.0
Char Block Char Block
(putc) (write) (getc) (read)
Write Read
Haio 65.0 129.3 53.2 138.0
REVAT L 64.4 109.1 51.5 188.6
B4 13 A 738 BE oo I G AR
9. BE

X 12 £V, 100KiB ® 7 7 A VEAER LI GE8I1E7 7
ANYA XD 125 EORELXHEH L TWD—J, IMiB ®
AT 103 fFI2 > TV AD. ZhiE, 77 AV AT LR
BT L7 7 A NVDIERIZ, 77 ANY A TR —
EORBEZVNELETHEHEEZLND. FEE U A ME
EERTT D0, (BT 27 7 A YA XIIG Uil
MENAELCTWDE LD, ZoMEE, M5 Lotk
Tyl 1 DITDE 263, DT, extd &5 7 /L
FOBETHRATIEAICIZ L 7 ey s (4096 34 b)) H
7208 0.63%DHMTHD. WH 77 AN A XA I
LEIIE 7 7 AV AT AOIEHRIZ L HMES MEIC 7
L0, AR TREVATANIGZ L LTI 77 AL
%, B—=7— FEITDLRVIRY 1 2D 7 7 A VB L
FONBTD, HINRT7 7 ANANSEERSNS Z L3R
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W, koT, vl U7 ANE R ETIIARS AT LD T 7
ANY A RO EIIB MO Z2MEIIT b2 neEEZ S
na.

B 13 kv, BECVATLAEENTHZ LIZL->TT

0y 7 B OEX AL TR 20%E T T2 2 L3R T 7.

W FEAIA R TITHI S0%HR SR EN M ELTWD Z L % hf
BLZ. EBXRABRFT A7 7ANVKRBERF 77 A LD
B LRI AT D 12, RUAT AO@EMAIZ L 5
EIETAR/DRICHAZ SN TS, FAARITSLT L
fe L= Ik IC R L CIThn b bl CldR Wi T —2 7 7
AT D= BRAET D, ZOTeDitAHrABEE S
BT 23T CThHoE0, AEIOERTIEMERENWIZM EL
TWa., ZOHBRLELTELALNDIDIEIRAL L 0D T 7
ANTVATLDF Y v 2B THD. FEHED tapdisk K7
AN (aio) 17 7 A VEBAERIZ O_DIRECT A7V = v~
BT TIEITENDTED T 7 ANV AT LDF ¥ v a2l
mafbshTnd. LaL, BEVAT LAOEETIT
O DIRECT A7 v a v &EFITTEITTHZ ENTE RN
W, ¥Fr v rallld@EEbOBEREN TN EEZDL
N3, BEVATLAPEET 2077 7 A V1L, HEITH
FIAFBHEAT D Z LTI EAERL, EBXALRDPHEEIITD
5. 5 109.IMB 128 LA CFHAL TOEX AL TH
ST, 24 B E XALRLT 72 S AE LA IS 9.4TB
DT —HEEXALIENTED.

ERVAT AL, 0S T 7 AV AT BTEIF L e
o Z Ty s BALTONEAERT LN, REL-T
— X DRI, MRERDT—EZDT 7 A VAT A
ERCTELY 7 b= T RRLETHDH. b O
V7 b= TIZIEPEM O EnCase =° Linux TH{lFx 2 The
Sleuth Kit 23281 F b 5. i, KElkEhiz7 7 AL R
TLEEDEEDRETHNTHZ LI TERNZD, 77
MT 570382 ANTTD0, Y 7 hU =T OffkH
HEREZ WD MERH 5 .

AEEZIHIREEEL 2 Ea— 20 bRV 4 LT
B CITON A LEICIIRIE TE RV, Zo=vilfdk%E 7
FAT v haryrva—FTiEe< CSP 2NERT L —
VAT AELTVD. RERE L TIEHES OWFFE[2] TITH
NTNB LI, REFETAHAT—FIIRLTTUVENEL %
1TV, WEEMRETELLOITH2 LB x615.

ARG CIRARTRE T AT SR HEHEET =4 D Xen 1T
FoTHEIELTWS. Xen OYERALITIERE H CTEALMED
BB CSP THRHESNTWAEFRTHD. ZnkHi
ARG T =4 btk X2 VT e ERETI 2 L %
ME LD, (EFHERT=ARISEIhTLE- T
LEiex 2 VT o RN ER L S LD fERRMEITHER T &
R, R BT =X OWREA~D—oDORELE LT T
ATy R7—=bERRT2HERHD. NTAT v KT —
MEY 7 b T = TIATRARIC Y 7 b U = T OSE 2R
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THHEMATHY, RAT LA~OEHNE X HILDH[9].
X o U T o BEEEAGAA ARG RET =2 BiRDK
HERBEDLEEENNTCHE M IATy R7—hEHHALT
BAAHERE =X 2B DREVATLA2E (KA 00D
N—RNEEL) OEEEEFAIICHRET 52 LTI TE 5.
L LR OAEHREKT =7 LIREV AT ARETHIC
WESNEZHEAICIE N T AT v K7 — F Tl s TE 20N
728, FATH ORI EMT =& 2T 5720 DRIkt
RNVETHD. T OB O LEVEIZIERD OS ITxt
THLOLEETHS.
10. BHYI<
AKFRTIZZ I Rarva—T 0 V7 BRETHHAINT
WAHRAEF T =2 2R L2 A L —Y DR L
DT D Y AT KERE Uiz, BEEFZE TR RS
FoTT77ANEREEND Z & EBF DD & FZ
L7z, AR TIEHBEHEEE =2 DT A A RT A NEF|
FALT, (BT 4 A7 ~DEX AL Z 2 TRRINARIET
HYAT LOFHFHEFEIEEAR L. AR TIEFEELZVX
T LEANTT 7 A0 S OSENL 2R+ 5 HEico
WTHRLE, SIWTERELEVATAIBITLT—27
7 A NVOFHE DN & GR35 T DUV THERERE N 21T -
TRERER L. BBICIRES AT AOMRRTNEFREIC
C AN

B AWFRIZISPS BHFE 23700095 OBk AT T2 b
DT,
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