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Experiments and considerations of data restoration of HDD focused
on the passage of time

KEN HAYASHI™
RYOICHI SASAKI'

Concerning deletion and the reconstruction of data, there are two issues: (1) The reconstruction of the data is performed by
others, though user of the data thought that the data was deleted. (2) The user of the data tries to reconstruct the data deleted by
mistake. The study to prevent the issue (1) has been already performed. However the study on the issue (2) is not enough. The
report with regard to the reconstruction probability depending on the time after deletion cannot be found. Therefore, we made the
experiment to find the reconstruction probability depending on the time after deletion by using the two type of recover software.
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This paper reports the result of the experiments with the consideration to the result.
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Tablel. OS environment of the experiment

0S Memory | CPU HDD # &
A Windows7 | 16.00G | Intel Core | 160G
i7
B Windows7 | 4.00G Intel Core | 500G
i7
C Windows7 | 2.00G Intel Core | 200G
i7
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@ Microsoft Office Word
7 7 A W40 [desktop.docx| [documents.docx |, H A Ri
100KB, 1MB, 10MB THh 5.
® Microsoft Power Point
7 7 A V41 [desktop.pptx] [documents.pptx|, A ik
100KB, IMB, 10MB CT®# 5.
® Microsoft Excel
7 7 A4 V41 [desktop.docx | [desktop.docx |, ¥ A X%
100KB, 1MB, 10MB TH 5.
F7z, #HxY 7 hE LTOER O 7 N Recuva, @F
B D1ET Y 7 |k Forensic tool kit & fV 7z,
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#2. DOCXDHFHEDERMER (HLR)
Table2. Experimental results in the case of DOCX

(restoration rate)

R HIBRE Q4R 30MERH
PA R ) ORI . )
#% % 3

100KB 8/10 4/10 0/10 <
Recuva IMB 8/10 5/10 0/10
10MB 8/10 4/10 0/10

100KB 8/10 6/10 0/10
FTK IMB 8/10 6/10 0/10
10MB 8/10 5/10 0/10
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K3. PPTOHADOERMER (HxX)
Table3. Experimental results in the case of the PPT

(restoration rate)

HIlBRIE 241 301
T B B
# # %

100KB 7/10 5/10 0/10 <

Recuva IMB 7/10 5/10 0/10

10MB 7/10 4/10 0/10

100KB 9/10 6/10 0/10

FTK 1IMB 9/10 5/10 0/10

Vol.2013-DPS-154 No.14
Vol.2013-CSEC-60 No.14
2013/3/14

=
o

= 100KB

= iMB

“10Me

e
= = [ 4] [F8 = w o - oz =]

FRRRiE o asHE  oFRHE

10MB 8/10 4/10 0/10

4. IPGOFEDOERER (HTH)
Table4. Experimental results in the case of the JPG

(restoration rate)

HIBRE 241 301
A% PR ensma Nﬁ Nﬂ
% % %

100KB 8/10 5/10 0/10 <

Recuva 1IMB 8/10 5/10 0/10

10MB 7/10 4/10 0/10

100KB 9/10 5/10 0/10

FTK 1MB 9/10 5/10 0/10

10MB 9/10 5/10 0/10
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1. RecuvaZ F\7zDocxDEBRHER (Hx®R)
Figrel. Docx experimental results using Recuva

(restoration rate)
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2. FTKZMAV7zDoexDEBRFER (HTR)
Figre2. Docx experimental results using FTK

(restoration rate)
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#5. DOCXDEFEEDERER (HTXR)

Table5. Experimental results in the case of DOCX
(restoration rate
| HUBR | 6ME | 24FF | 30MF | 48FF | S54FF
V‘j—/]) X s A A 2 s A
E& | W | R | Hg | W | ER
C 100KB | 8/10 | 4/10 - - - -
e
7 IMB | 8/10 | 5/10 - - - -
1
7 | 10MB | 8/10 | 4/10 | - - - -
D 100KB | 10/10 | 10/10 | 10/10 | 10/10 | 10/10 | 10/10
N
/:7]: IMB 10/10 | 10/10 | 10/10 | 10/10 | 10/10 | 10/10
K 10MB | 10/10 | 10/10 | 10/10 | 10/10 | 10/10 | 10/10
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3. CRIATEDRIA T AW
DocxDEERFER (HxR)

Figre3. Docx experimental results using the C drive and D

drive (restoration rate)
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http://www.cybernetic-survival.net/w_s.htm
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http://home jeita.or.jp/page file/20110511155520 8vAEy2Fi5d.
pdf

HT7 7 ANV AT N INTFS) & [FAT32) DiEL:
http://tennensui.sakura.ne.jp/hddrecover/category8

5) 5 — X [EFETH FTFS & FAT O\ :
http://jisaku-pc.net/hddhukyuu/archives/741

6) AccessData:
http://www.accessdata.com/products/digital-forensics/ftk
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