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Security Risk Assessment for Reviewers based on Context Similarity
composed of Workflow States and Form Templates
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In workflow management, clients request their application form to their reviewers along predefined routes in order to prevent
information leakage or achieve IT-governance. However, there exists a security risk that reviewers mistake the decision in case
where they must confirm a lot of kinds of similar forms. We propose an evaluation method for the risk of reviewers’ mistakes
using context-based similarity composed of workflow states and form templates. Our method aims at relieving security risks
when clients send when clients send files made by themselves to their reviewers without workflow engines. An information
security manager enables to control reviewers more efficiently according to the result of our proposed method. For example he
can alert reviewers only if they must confirm forms that have high risk of mistakes. As a result of comparison of our method with
the method using content similarity, we confirmed that we could exclude non-application forms that have several words same as
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application forms.
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Figure 1 Workflow process model defined in this paper

32 ARRT0EXICBITEZT7AIL

AFETIEV—r 70—z DN L AE ANVl
TaHBEE LTS, HHRexa VT FHEIL, £TO
KHEEDLTTRT 22 TO7 7 A VONKEMD Z ENTE,
77 ANDOERLER, HMEONBREZER LB
EHLTES., KEHEIHHEET 7 ALV E AT OARE D0
— I NERBECIERLT 5. ARBEILREE L RGEEY 7 A
NWERFHEET 7 ANEZET D.



TE LB 2 T
IPSJ SIG Technical Report

4. RBaAVTHFR MELEZAVLEEERY
1) R I FEDRE

ARETIE, BFOa 7 EUMEEZ R W7 7 A L5y
HRIRCB T 23R~ %, 27 V&R
L7cAR a7 X2 MRALEE HWe 7 7 A VB TIE%
BEL, ZOREFEEZHOIKREY U A7 3HETFIEC
DNTIRRB.

41 AT UVELNEZERWESEFRICE T HEE

EIEICTERLEAR R CBNT, 7otz
FATRFIIIRGBE IR O L DO BFEE 7 7 A V& L4
LT 2 nWGEAEAET S, 20X 2 RGH T
ITERE TS BON DI LY, Ak &
BHEET D, HOWIKEST REHF LT T 5 FEILR
BT HEROKBERV Y R 7)) b RELS 2D EEZLNS.

Lo [FAEOLEOREE] BFEET DL L2 HET 5
FEELT, 77 ANVHOHEESLIE L~V TOHELMEH
W LD OFIARB X bND. 2 DDT 7 A B E
DIBOHGBELRIUNZ VNI EZNL 2207 7 A VO
LS B & B4 5 5 EE AW CEOHELEIC LY 7 7
ANEZET D, L OEFZEROESRICHBEINTZT 7
A NEARREDLIRT B GEITTAREY U A7 R KREL
D, LHWT S, ZoFikEy Tarr oI K D
P LT 5.

LosL, SREEET &G FicBWwWTZoaryr Y
UM X Al Ak A 3 258120, RO 1~3 1R T
HENRTFET S (K 2).

1. FHEHBFEZ 7 A NVESDHHN
HEET & L TRRFICEE SN W7 v 40 (BLT,
IEHFEET 7 AV) bED THPMEN B SN D, f
RITEFEE DM BITER LT 7 7 A VICHEEEICE
EFNDLOBBEENELEENTWESS, DT 7
ANBEDT HEULET 7 A V3% Lt s
5.

2. HEOEEZERLRVHET
RELBBEORBEORFEEY 7 A VBIFE LSS
2, HAEOREEZE LR TE v, & X8
P+ 2HEENEGENTWHELE LTYH, B 5MEOH
WMETOBEET 7ANEG0RLE, HEELEZY
TANBEZN] ZEE DEKEBEYD VAR REW] T
LIS T LBRETIIRNEZEZ NI NS TH S.

3. RETRECEVRFEY 7 A L EFOH NN
VBRI 2 DO W FEE T 7 A /L b & o CTHEEE AW &
o, BIZITAEGREICEGE SN, FFABRE S Lz
HEDNNAEOERR LICHOERREICEEFE S NS
BIIEFITD V. ZH Vo BRI A& S - faEE
TrANBEDT HEEI L7 7 A VR0 &Rk
.

(©2013 Information Processing Society of Japan

Vol.2013-DPS-154 No.36
Vol.2013-CSEC-60 No.36

2013/3/15
BEEAD
[IR82] ; b 27
P HHET7A) fid
FE LGB
d BIHAD
HEBAD BRED7AILI
g = RHEET7AIL2 ‘
E °
[c
HEEBD ;
REETFAL2 2714 [i2mE1]
JFERERDFIL
j Gﬂmﬁw EEHT-HIN
d RTINS or s
BIEBO s
BERET7 AL

[ERE3]
EETHEME O EL
HEE T E SRR

M 2 =7 YBEVES XS

Figure 2 Evaluation using contents based similarity

42 RParvTXRX FMEUHORE
TIT, AT RICEITBREEL 7 7 A VERGE

LR END 2T XA MEMEBIE LTKRFIZE o T

D7 7 ANERETH D, KB TFA MEMMEEZRE

T 5. ZORRaT XA MNEALWEIC X D IR TR

D2 mERHET S (X 3).

B HRSTICL Y RFOREEERE. 7 7 LVOEB T
BHL, TOT7 7 AANRME T 7y A DL ERI T
MERETDHZ LT, TOT 7 AN EDTREDHFH
ThHLINEHHTS.

B AEOFEEZHN. ARERT XA T A
ERIWEDED LT, TOT 7 A IPNERBEICL -
THEHE ENTZPEPEHET 5. 77 A VBT —F X
—AWICHFET DR 5IE, ARE ~EE S D TEENE
MEW &5
INLOHEFZEEBEMTHZ ET, a7 VEBME

L CIROD 3 A THARED Y X7 % X0 IEICHET5 2

LINTED.

& FEHFHETANEHWMENLBRINT D ENRT

&5

& HEOMBEI L ICHELMEZH T2 N TED

& JKIBEHEA~EEINDATRMEOKN T 7 A L& X
GNLERINT DN TED



T ML T2
IPSJ SIG Technical Report

NBOARE
- BEAD

| mmETrAL
|
\

G HERAD ‘

HERAD

*ﬁljr»ﬂbz\';‘ j
Papllaia;
I G® G® ‘

HEEBD

HHETT A2 IrAIA | e
4B
: | HIRBO —-— 2
4% BT

27AI4
(]

HIRBO i ¢ aﬁm
*%ﬁlzr-fM / BRTFAIL
i FERTIZLY
k| HEEOEEEHE
HERBOD
#RoFAIL

B 3 AR =T %A MEBIMEIC L DA

Figure 3 Evaluation using workflow-context based similarity
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Figure 4 Architecture using workflow-context similarity
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