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Study of Evaluating Security Level of IT System
Based on Security Guidelines

YOICHIRO MORITAT'  JUN KOIZUMI '™
TOSHIHIKO OKAMURA !

YUKI ASHINO'!

As IT systems have become large and complicated, their security design has been also getting difficult. To build a secure system,
a system engineer must have an extensive knowledge on security, and it is difficult for them to evaluate what security level the
designed system achieves. We consider that security standards can be also used to assess security levels on a design stage.
However, because they are written in very general descriptions from the view of audit criteria, it is difficult for an engineer to
design a system according to a security standard. In this paper, to realize security-standard based system design, we propose
the methods of security standard knowledge base, system model description with security functions and security level assessment

by combining them. We show a prototype design and how the proposed methods work.
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Figure 3 Outline of Security Level Evaluation
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Figure 8 Sub-requirement parameters
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