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Proposal of detection method based on HTTP headers
against Drive By Download Attack

HIROAKI SAKAI™
RYOICHI SASAKI'

Recently, Drive By Download Attacks to infect the user program which is used for browsing the Website have been more
sophisticated by introducing complex techniques. Among them, script code obfuscation enables the attack undetectable.
Therefore, conventional detection methods based on the script code becomes useless. Thus we have focused on the HTTP header
which is not affected by the script code obfuscation. We conducted a survey of the characteristics of the HTTP header of Drive
By Download Attack. In addition, we made a proposal the detection method based o the characteristics. Moreover,
experimentation of the detection method using D3M data obtained from NTT Secure Platform Laboratory made appear that the
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detection rate is more than 88%.
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1 Drive By Download %%
Figure 1 Drive By Download Attack
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Table 1 Percentage of the number of Drive By Download

Attack that occupy the site tampering

2011 4% | 2011 4% | 2011 4% | 2011 4F | 2012 4% | 2012
8 J 9 10 A 11 A 12 A 1A

22.8% 31.7% 40.7% 28.9% 31.5% 94.2%
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Figure 2 Defaced Sites Automatic Detection System DICE
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Table 2 Result on survey of parameter setting experiment and

verification experiment
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Figure 3 Code Obfuscation
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Table 4 Comparison with the general web sites
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Table 5 Percentage containing the version of PHP in
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Figure 4 Relationship between The present study and

preceding studies
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Table 6 List of Response headers to be used
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Figure 5 Subsystem performing the determination for HTTP

headers
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Figure 6 Time interval tendency of Date header
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Table 7 Result of verification experiment
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Va UiEREET
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