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An implementation and evaluation of verification method for
appropriateness of encrypting processes in Android Applications

TAKUMI YAMAMOTO! KIYOTO KAWAUCHI'
SHOJI SAKURAI'

A SDK of Android applications is freely available on the Internet. Although this greatly helps us to develop Android applications,
security of an Android application is serious problem. And a user wants to confirm if an application manages important
information properly before installs it. So far several techniques for checking security of android applications have been
proposed. But they may falsely judge a good application created in a secure manner (e.g., encrypts important information
appropriately before the information is outputted from the application, and manages the key for the encryption/decryption
safely), as an application may have risk of information leakage, since they just check the types of permissions the application
uses or whether important information flows out of the application. Therefore, we have proposed a concept of verification
method that checks whether important information is outputted with appropriate encryption process, using static program

analysis. In this paper, we implement a prototype system of proposed method and evaluate the performance of the system.
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N
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10 SATH OREE kK ORAIFH

17 | Ao

4 K=rxorh

3 h = md5(p)

2 | p = inputPassword()
1 r=12345
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D, BMBEORVENMAINAEE T FEER b,
41T T, TSR oS & TIEEE) D&% h % XOR
L7ofERDEH K ITRA SN D20, BHkix FEEH
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4. FF{
REHFROT 0 54 7 o R LT - 72
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4.1 FR{HHRiE
# 11 FOR RICRTRIET, #2250 78m h2 47
BET LI AT o 72,

F11 N—Fy=THERK
CPU A > Core(TM) i3
CPU 540 @ 3.07 GHz
AEY 3.24 GB
HDD 149 GB

#F12 V7 U =THERR

FRV—T 4 VT VAT A Windows XP SP3
B |\ vn AT AT T log4j 1.2.16

7 A4 7 | Java §HIENT 7 A4 7 Z U | soot 2.4.0

77 XML 7477V xerces2 2.10.0
dJava 7 U H A A jre 1.7.0_11

4.2 FHEFIR
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4.3 FHEFER
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Chaotic Iteration [12] & FEEN D7 L TY R AZHWTEY,
ZhERANHN, L0 BhRAG R T LT Y X E LTI Reps H 8
RTHT LIV XA BIT BN, T D

— & 7 o —|ZRER 72 HI#) (distributive M) 2 0B L 975,
#2225 UT Reps b DFFFT T VT Y X LA B AFRENNZ D
WTAHBRFTTL TV FETHD.

* Intent &1, Android I3V \C, Activity 7 7 U B OfEHOZ I LIC
FSh247Y=7 M Cho.



Ef VAR R Sy
IPSJ SIG Technical Report
£ 13 CHERR
77U | W | WEe | g ) E
Ei
A wAE | %%ﬁ
2.3 O(a)
K&%
B EREIE | A Ny VoA & %%%%%i
N EH 2.3 O(b)
K&%
C waE | A Ny Vo X | BEE
iz sk A | 3.2.3 D (b)
7 IZR% Y
D EREE | A Ny v X |
b AN
K14 77 VOV A X LfEHTRERH
7Y FAT v TH (Step) | FENTRERI(I VD)
A 154 4687
B 170 5375
C 180 5062
D 181 4969

String b64_cipher =

byte[] b_key = key.getBytes();

byte[] b_plain = plain.getBytes();

byte[] md_key = md.digest(b_key);

MessageDigest md = MessageDigest.getInstance("MD5");

Cipher cipher = Cipher.getinstance("AES");
cipher.init(Cipher.ENCRYPT_MODE, keySpec);

byte[] b_cipher = cipher.doFinal(b_plain);

SecretKeySpec keySpec = new SecretKeySpec(md_key, "AES");

Base64.encodeToString(b_cipher, Base64.DEFAULT);

X 8

S AL SCF51254K plain, key & UY b64_cipher

ik, 3 #ERURSIXABMS D

.setView(editView)

editView.setinputType(

new AlertDialog.Builder(TelephoneList.this)

.setlcon(android.R.drawable.ic_dialog_info)

InputType TYPE_TEXT_VARIATION_PASSWORD);

pass = editView.getText().toString(); }}).show();

.setPositiveButton("OK", new DialogInterface.OnClickListener() {

public void onClick(DialogInterface dialog, int whichButton) {

9 AT ENTAARAT— ROES

SCFFNEEL pass

IZ/XA T —
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