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Abstract Today’s embedded systems require multiple functions such as real-time control and information technology and
integrating these functions on a multi-core processor is one effective solution. However, this increases overhead as it is necessary
to partition resources in this approach to protect them. We developed hardware support called ExVisor/XVS to reduce the
overhead of partitioning resources to achieve real-time characteristics. This features a physical address management module
(PAM) that uses direct address translation by using a single level page table based on an embedded system’s memory usage. We
evaluated the overhead in a virtual machine’s (VM) resource access through register transfer level (RTL) simulation and
implementation on a field-programmable gate array (FPGA), and it was only less than 5.6% compared with the resource access

time by a single core processor.
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1  AMP’s example

DMAC: Direct Memory Access Controller
DU: Display Unit

NIC: Network Interface Controller

INTC: Interrupt Controller
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3 1 Functions of physical partitioning

No. | Case Functions

1 Resource access
from VM

Physical address management

+address translation
from VM’s physical address
to real physical address

+ VM’s access privilege check
for this real physical address

2 Interrupt request
from I/O

Partitioning of 1/O’s interruptions
to correspondent VM which includes
this I/O or to VMM
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VMM CT2iJ7ed b, Y7 b o= 7 THED W OE D AL
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ATEIOREIZR LT, PAM X, MUAR T AT LD AEY
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DRAM
Da bus
L] VMa
L Local DRAM
21 bus bus
VMb
VMa Virtual ~ Real
- phys. add. phys.add.
Da [
DRAM VMa Db [
Db | bus Local :
: VMb bus  La [
Local Lb [
Lb
bus Realphys. Page table
VMb add. space
Virtual phys.
add. space
Address space

[X] 4 Large page size
R=T P A X RKRELTDHZEIE, 7 RV REHRNEN
B AT L CTHRELRD. AR AT A TIIEEEE
AEVICHET D720, AUy I DMK TN A
A=V H A RERELLDZENTED., WAIIRT L
I, NAFEE A WM Z LBl T, —o0 WM HEEE —
DONR—=VNWIZT DRI BRKRER—=TH A XNTT 5. 16MB
D= YA XTiE, 46B OT KL AFEIC® L TH—
CT=TNDxT F U256 HLULT ERY, BEEDORNR
— VT =T NELVIVAATEITES.
P bEo#EzFHIZESE, PAM BREORNWSR—VF—7
IR BIR VA T AL INREEDO L VA X TEBT 5.
3.2.3 %
(1) prE-3
PAM %, [ 5127R3 & 912, CPUcore, 1/0, DMAC 235D Y
VAT VR AEMSIRED 22— LT—HELTEZITS.
T XV BET AN AOBGEITRKR /S, VY —R
AN SN B T2, PAM 1T N RBALICHE R T 5.
CPUcore 26D 7 7 AKEX, K63 L91C, W E
D MMU & CPU core #M D PAMIZ X 5 2 BRFED T KL 2 & HE
2%, TIBIZ W EHAOT RLAEHIT v v 2Ry,
VWM bR T D= N —2Z 2L KB 5.
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2 ] ]
‘DRAM‘ ‘ I/Ob ‘ ‘SRAM‘

PAM

5 PAM'’s position

Linear address
CPU core MMU
Virtual physical address
. PAM
outside Real physical address ————
CPU core

MMU: Memory Management Unit
TLB: Translation Look-aside Buffer|
PAM: Physical Address manager

6 CPU’s Physical address management
(2) FEHFHK
PAM DB & T ITRT.

‘ VMa ‘ ‘ VP page a ‘ offselt ‘

PAM v v
VMO || VP page0 || RP page0

VM1 || VPpagel || RP pagel

* VM check:
VM exist?

= Add. check:
VP page exist?

VMn || VP pagen || RP pagen

Page table Privilege check

RP pagea | offset
Bus -
7 PAM’s specification

7 R RAEHIE, (RIBMEE EYPEOR— T EXTITT
LT =T N VI AZTREAT L., HEARTHT LT 7
Y AMEREFEFS W %, 77 v AMREZFFOX—T T VP
page & RP page &2, HOENLOEEEL THBL.

TR ARITO WA, ZOID Wa & {RAEHEDR—
VP page a # ANJ1T 5 &, N—=UT—TNANEDEDR—
Y RP page a (CZ#i3%. RP page a & offset TEYHET
RLARELEROFBAREN LTI Y —RAZT 7 8AT 5.

PLEDS, PAMD AFNTIZ VM D ID 8 SBE L 72 V), CPU core
L DMAC 1Z, PAM ~{Z VM @ ID b 543 5.

VM DT 7 & AHEMRIZ, VM @ ID & FPR~— RP page
Wk DIAE L — 0 VP page WEEFEI N TNV DHNE
AMTF v 795, WO ID BNRTHE, 82 x
LTT 7B AMERM» 2L, $eT 2RI — 3722107
FUX RP page ~D7 7 & ZMERD 2. Wi
X, =T =L LT VM A~EID AL ERAETS.

(3) mr 7377V
PAM ZF 4 A =Z>0FIERLEL R D,

£9, PAM ORRANR T LIZEYHET R L 2ADOEIN 21T

D, B3 2. 2 i Tk~ o AE VR GIEIC Lo THI

Address trans.
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BN RS,
T R LA LFIH LRV, =D A X
BN LTCEMCARELZR-ELZ N TED. VY
— AT LR ER AR e W ICEIT S B E
MR HEEE 72D,
JWWT R LRIk EZ R D RFICIE, ~—U% A A& K
< LD MAWRT LI, W I EICHEgERE LD 2
NEDVEON—IZHET 5.0 Y — Xﬁﬁivmaﬁmf
DET D F U Y — AR D VI D REIIROERIC
nHZEbLHB.
WIZ, BIFER, =T =T NOX—=VHPf Xz
FUBMRIRELDOT, LIYRZTEET S, R, EY
PER—VIZXI LT WM OB — T 52D M TS,
KB, VWM ECEET S, X—=UF =7 L ORIHIRE
ET IR AR T —HEIV AL DT T T AERBTD.
(4) /~— REEHIBHOYLIE PAM
ZAVE T2 PAM D/ ~— REEHITRITT F L2 DFIS
DLRIZE D, HABOEIBRIHEL 72 5.
HEHE O TRISMZ T, PAM Z4#d 5 32 ORI
b LT, N=U7—T)LDOEHE L HIT D LR PAM 4 BH%E
L72. (2) Tik~7z PAM (full-PAM) & PFETFK 2 1ZRT.

F2OVUAXEIL, FHI24HTHBTD.
% 2 PAM’s variation

No. | PAM | Suitable | Check access Address | Number of
type | bustype | privilege trans- 32 bit
VM/VM | Address lation registers
Mcheck | check
1 full- Common | yes yes yes S/page
PAM | -use
2 fa*1- | Special- | yes yes no 4/page
PAM | purpose
3 vs*2- | Exclusive | yes no no 2/PAM
PAM | -use

*] fixed address , *2 VM specific

No. 1 @ Common-use /NA X VM [ CH@izflivy, 7 KL &
HLUAT AREICL VAL, full-PAM BMEE 2D,
DRAM D AR AN Z iz H =5

No. 2 @ Special purpose /N A 35D VMK 95 73,
FEARRE PR R RE DY = — L 2 BT 572, T R L
ZIXEEOFHRIERE L CRETED. 7 RUAEBAR
P72 fa-PAM Z R T X, FEMEA— RP page (TR L 72
5. INTC T 2 RANZhICH =5

22T, faPAMITY V—RIZEEDT RLAZE D -9

ICHBIZEDERY RUAEREZHI D Y THZ LILTE
P, W ZEICHEB A RS T R L REIHZEERATE 2D

No. 3 @ Exclusive use XA IXEFED W L2 L2
72, YL M DEPOWHERT =y 7 OATEL, WID Z
DHEERT D vs-PAM ZFIHTE D, FERAT HH W
DIHNT 7 AT 25 PCL Express NAWNZNIZHT-5
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3. 2. 3 BiDOHAEICHE » CEE LB ZHR RS

K8IZRT LA, H2. 28io~wAFar s AT AT,
PAM iZ, Internal System Bus [ZH5#5i 9~ 5 &N R ITHLE T 5.

Intemal System Bus

N N

G I B vt ﬂﬁlmmmm
\/ \/

[DBsc] [supB] [HPB] [DMAC][PCl] [despri ]

DBSC: DRAM Bus State Controller
SHPB/HPB: Peripheral Bus bridge:
TMU: TiMer Unit

‘WDT: Watch Dog Timer

SCIF: Serial Communication Interface

) 9

[DrRAM | [INTC |

with Fifo
DU: Display Unit
GPIO: General Purpose /O ports

Keyboard || Display

| ™U " WDT ” SCIF | | GPIO | de-pr: Dedicated processor
NIC: Network Interface Controller

INTC: Interrupt Controller

8 Example of PAM’s placement
PAM > NEIHE R D R4 2 [ 9 12", VM o 1D, {RAEM
LD~ —0 Page V & EMFLD~N— Page R X7 TEER
T5. W O~ A7 IEHO W IZHE@O T (2%t LCHIA
T4, X=UAZE, HlZE, FIALRWT RLAEy
FNOREEEIETHDICFIATS.

Access request

ID of VMa

page VA l offset

Interrupt request Does (VMa, page
for access privilege VA) exists in Page
error to VMM table?

Address translation

Transfer to resources

9 PAM'’s structure
VWa 75 Page VA TT7 7B AT HEE, =I5 —7
LYRZDE Wa & Page VA & &Te > b ) 2R T 5.
T R U BRBHIESR T D Page RA & of fset & HLlz /X2 |C
HRELTCY Y —=ZA~T 7 BAT 5. T2 MY 2R
WET 7B AMERT T — L LT VM ~EI DAL ENT S,
BBIC, 553.2.3 TR/ 3FED PAMD LY R 2 %
N, 5 PAM &K 8 D/NAIZYTIEH D, full-PAM XX 9
WCRTE =BT L2 Z #0355 T, DRAM A
A DBS 4T 1/0 2NEEN B HPB (4 5. fa—PAM | Page
RBPARECLURALEITAME /2D, INTC R CPC & i §
% SHPBX°Video 77 &7 L— X &84 2 ICBIZRIHT 5.
vs—PAM (%, PAM —{E 729 WIZBET AL VA 2 HOHRT
£ <, DMAC X PCI HHO AN RIZFIHT 5.
33 BIYAHSEHE
TNV IAZIE 1/0 28 W ER T 2 RS0 48 5E Tl 1CPU
core [IZ1VM DA EEEH T D720, Z D CPU core BN oiv
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XFN DAL W IZET 6D, L, #IDiAZIL PAM

23 VMM~ BER 5 7260 W/VMM D X5y b bBE L 722 5.

_znw)l: YA N— REGIZATVY, VM/VMM L E BRI Bl 0

BT 5. INTC WIZHEIV JAZRBER Z &2 CPU core

L VM/VMM DOID EHML TRE, ZNLOMINERZ2RIT
9% & CPU core THRILT DHIV ALY ZITHEBTD.

4. 515 R

PAM & HI 0 IABSIELD A — 3~y REFAH L, PAM 1355
3.2.2 HiCilk 7= 2 FEFEDT KL REIfFE R—TH 1 KT
XLT, 7 FLAEBRIKGFE T 2 — RU =7/ ELE LT
LA EFG L=, A — 3~ FiX, ExVisor/XVS %
W ZFERL SHA-A D~ )V F 27 & RIL i CRIEL RIL
L3 2 L—3 3 >k FPGA F2EEDFE B0 b3 L 7=, s BLS
BCTITR K 648MHz D I TOEEZ R L T\ 5.

41 PAM DA—/3~w K

ARV T 7 RRAZHT DA ="~y RE _ODFET
A L7z

M 1L, Y I alb—Yar TRIELIZEART v 7D
F—"~y R A 7V EHETRLAEDYE, EL 7o
TTOAEYT 7 RAPA 7 MIHTDEEERH L.
FERIFIR IR THED THD.

CPU core NSHDT 7 ATiE, TLBTDO WM IDDZ 75
TOFEITE PAMICA— 3~y RRFET HAREMER B 5.
BEDEAL YA T NVDE ="~y R T, AV T 7R
ERIZRE LT 5. 6% LA F DA — 3~y Reieoiz, 1/0025
DT JEATH PAN TAH—N~> K2H 5. DMAC FIFF D=
— A — 2%, HE AT AT Imsec FEEOFH TR
VTS IO ACIZ LD IAREBEL, H#RY
AT LTIEAVT —Z 10f8L LD/ — R Mk afHE LTz,

T 33U T DA — "~y RThotz. BEETIT, Lk
OWET KL 2EHEIFETIE, TLB 2 2t v MERZ, /b2

B DT —T N TRAR2[EAEV T 7B ANRELD. IR
Y YR 728 L T CPUcore 77 £ AT 70%
PLEDF =~y R D,

7 3 Evaluation of overhead 1

No. | Typeof access Overhead
Process Number of Percentage to
cycles total cycles
1 CPU core | TLB execution with ID | 0 0-5.6% *1
tag of VM/VMM
2 Physical address 0-1 bus cycle
Resource management by PAM
| A
3| pe 1o Transfer ID of 0 0-33%%2
VM VM/VMM
4 Physical address Same with
management by PAM No.2
0-1 bus cycle
5 | Interrupt request from | Select target VM/VMM | 0 0
/0 and transfer relevant
signal

*1 assume original total access consists of a few CPU cycles plus resource access

cycles with more than 15 bus cycles, *2 original cycles are 2 X n data transfer with
more than 15 bus cycles plus 1 cycle of DMAC execution, n=1 for control system

and n=10 for information system
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SEAM 2 1% PAM 92470 ON/OFF @ 47— A 2%t LT, CPU D5
DAEY DR/NEMENMTOIE L., T—FF¥ v a
F T DEMET, AEY T &A% Loop ®DHIZ AN TERL
7oA 7 e Loop ODAHTEMULIZY A I NVEDOEEZT
7R AEHCEI ST BRI DT 7 A A 7V EEH LT
100 BEfEDT /B ATEAZRALTF LI g R EDdE
XCTH— N~y KRR A TR DTEHH DM, 10000
B CHIR% S A — 3~ RIIEIE 01272 - 72. PAM @ ON/OFF
iz, V—=RT10, 4 FT23H A 7L THoTZ.

WIZ, FIVABDZEDOA =8~y REEERAT v 7 DE
ITTEMM L. 323 D NoS ITRTIEY F— 3~y R4 7
WE 0 ThoT.

42 PAMDN—FKYz78E

E3 22 TR 27y —AD LY A K AT LT,

r—2A 11X, 7 KUAEEA PGS T—T % 1 X
E464KB TH L. EIXZDr—ATirotz. R 5ITRT
X912, £ 1. 0GB DFEIICH LT, L& &% 1400 18535
Tho7-. FUPMMBRTA M) —3 7 ORERHEDOT
ERR AT R [9].

3 5 PAM’ usage for small address space

No. | Bustype | Bus PAM- | Address Page No. of
type space size registers
1 Common- | DBSC full- 4MB | 64KB 320
use LBSC PAM 32KB 4 KB 40
HPB 4MB 4KB 320
2 Special- SHPB fa- 4KB 64 B 288
purpose ICB PAM 4MB | 64KB 16
Local 6MB 4KB 384
Mem
3 Exclusive- | DMAC | vs- 1.02GB - 22
use PCI, etc. | PAM
Total 1.024GB - 1390
TF—2A210%, 32 By M7 RURAEBAERMRIZ, ~—Y

YA X RESLTHEIALE. £6lrTEIIC, ~—F
A SO oL TV R W IR S O 28I, K 3. 66B %
PAM THEFR L7, KN 2 OMEIEIL 8 HLL ED WM 2 FH TX
HEDNTRN=T A XEFRE LT, fEIRAY AV DBSC & LBSC
X 16MB & D= P RERE L. LY A ZHUE 1500
g5 Thd D EMMELHER LT,

# 6 PAM’s usage for large address space

No. | Bustype Bus PAM- | Address Page No. of
type | space (nearly | size registers
32bittotal
space)
1 Common- | DBSC 22GB| 16MB 710
use LBSC 194MB | 16MB 65
HPB full 4MB | 256KB 80
ull-
2 | Special- SHPB | paM 4MB | 256KB 80
purpose ICB 6MB | 256KB 120
Local 146MB 4MB 380
Mem
3 Exclusive- | DMAC | vs- 1.02GB - 22
use PCI, etc. | PAM
Total 3.57GB - 1477
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5. hYIC

BalZV T NE A AERERENGMARY LT aT
MTIZ, VY —Z—=F g = 7 OF—~"~y Rl
ZHIGE LT, n— v =7 XEEHF BExVisor/XVS % B
L7z, FEENL, W7 L REHET Y 2 —/L PAN & E
DIABSEHE TH D.

R CdH D PAMIZ, FIABRT AT LD A E Y OF|H
TEDFEATEN LT, BER W= T —T L E Ly
AHCEBL, AV "7 RLAEBTH v v a/p
KO A K- 7.

ExVisor/XVS Z~ /)L F a7 & LT H K 648MHz D & 45 ¢
RIL #PFRAZF/EL, RIL & 3 = L—3 3 & FPGA SR8 TFE
fliL7=. BIVAHDOA— "~y FiZ0IZMA b, VY—
AT I AREOPAM DA — 3~y KI5 6% FThHdH I &
THER LTz,

PAM D/n— R = THREI, PENT FLAHEROEA &,
32 By NEMETERATLINKERSS=U VA4 e
AT 2550 T L, PAM O LY 22 EiTE % 1500
CERMICmZ 252 & biER L.
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