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Intrusion Detection for In-vehicle Networks
without Modifying Legacy ECUs

SATOSHI OTSUKA™'  TASUKU ISHIGOOKA™!

The in-vehicle networks in today’s automobiles are generally used for computerized control of and connecting information
technology devices to the automobile. On the other hand, increasing the connectivity creates greater security risks. “Spoofing
attacks”, in which an adversary infiltrates malicious data into the in-vehicle network and makes the automobile behave
abnormally, have been proved in research papers. Therefore, automobile countermeasures to these malicious infiltrations are
needed. The problem is that changing legacy ECUs will affect the development costs and dependability of the system because
in-vehicle network systems have already been developed for most automobiles. We focused on developing an intrusion detection
system in this study that can detect and prevent spoofing attacks without modifying the legacy ECUs. We propose in this report a
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detection method that can detect intrusions at a high degree of accuracy and prevent them using a cyclic period of data.
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