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void sample_code (){
read(shared_data)

void sample_handler(){
read(shared_data);

write(shared_data) write(shared_data);

} }
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if (sk->sk_state == DCCP_LISTEN) {
if (dh->dccph_type == DCCP_PKT_REQUEST) {
returnl;

}
if (sk->sk_state |= DCCP_REQUESTING && sk->sk_state !=
DCCP_RESPOND) {

returnl;

}

if (dh->dccph_type == DCCP_PKT_RESET) {
dccp_rev_reset(sk, skb);

return 0;

}
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dccp: fix oops on Reset after close

is fixes a bug in the order of dccp_rcv_state process() that still pemx:ted\
reception even after closing the socket. A Reset after close thus causes a NULL
pointer dereference by not preventing operations on an already torn-down socket.

decp_vé_do_rcv()
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deccp_rcv_state_process ()
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v
decp_rcv_reset()
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[<c0055398>] (warn slowpath null+0xlc/0x24) from [<c02b72d0>] (_ inet twsk_hashd)
[<c02b72d0>) (__inet twsk_hashdance+0x48/0x128) from [<c03lcaal>] (dccp_time wai)
[<c031caal>) (dccp_time wait+0x40/0xc8) from [<c03lcl5c>] (dccp_rcv_state proces)
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5.2.1 DCCP [cEd%/I\Y

2.2.4 i TN L7z, DCCP 1T 2 N7 2T 5.
CONTEHET 012, NTPHREIN T3 Linux
2.6.38 % domU & L CHHT 3.

¥, BIRIANZTLEAR—FICkD, 6 DX
H—3%% CLOSE /37 v b %% T Hl> 7:4%, RESET /37 v
FEZITIS &, NTDBHEINDLZ L5, a—F
ZIMET S EITLD, deep.ipvd.dorev T CLOSE /¥
7y M EZIFE - 724%, RESET /37 v k23427 2 B
ZIEOHHTIC RESET 287 v F 28> 7o #liAA % 54 X
WEIETNTRHETE I 80D 5,
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tep: Fix kernel panic when calling tcp_v(4/6)_md5_do_lookup

ﬂthe following packet flow happen, kernel will panic. \

MathineA MathineB
SYN
.................. >
SYN+ACK \A' b+
—_ NTBEOTN
ACK(bad seq)

When a bad seq ACK is received, tcp_v4_md5_do_lookup(skb->sk, ip_hdr(skb)->daddr))
is finally called by tcp_v4_reqsk_send_ack(), but the first parameter(skb->sk) is
NULL at that moment, so kernel panic happens.

This patch fixes this bug. /
PS output is as following:

[ 302.812793] IP: [<c05cfaa6>] tep_v4_md5_do_lookup+0x12/0x42

[ 302.817075) Oops: 0000 [#1] SMP

[ 302.819815] Modules linked in: ipv6 loop dm_multipath rtc_cmos rtc_core rtc_lib pespkr penet32 mii i2c_piix4
[ 302.849946]

[ 302.851198] Pid: 0, comm: swapper Not tainted (2.6.27-rc1-guijf #5)

[ 302.855184] EIP: 0060:[<c05cfaa6>] EFLAGS: 00010296 CPU: 0

[ 302.858296] EIP is at tcp_v4_md5_do_lookup+0x12/0x42

[ 302.861027] EAX: 0000001e EBX: 00000000 ECX: 00000046 EDX: 00000046
[ 302.864867] ESI: ceb69e00 EDI: 1467a8¢0 EBP: cf75f180 ESP: c0792e54

[ 302.868333] DS: 007b ES: 007b FS: 00d8 GS: 0000 SS: 0068

[ 302.871287] Process swapper (pid: 0, ti=c0792000 task=c0712340 task.ti=c0746000)

[ 302.875592] Stack: c06f413a 00000000 cf75f180 ceb69e00 00000000 c05d0d86 000016d0 ceac5400
[ 302.883275]  c05d28f8 0000160 ceb69e00 ceb69e20 681bf6e3 00001000 00000000 0a67a8c0

[ 302.890971]  ceac5400 c04250a3 c06f413a c0792eb0 c0792edc cf59a620 cf592620 cf59a634

[ 302.900140] Call Trace:

[ 302.902392] [<c05d0d86>] tep_v4_reqsk_send_ack+0x17/0x35

[ 302.907060] [<c05d28f8>] tcp_check_req+0x156/0x372

[ 302.910082] [<c04250a3>] printk+0x14/0x18
[ 302.912868] [<c05d0aal>] tcp_va4_do_rcv+0x1d3/0x2bf
[ 302.917423] [<c05d26be>] tcp_vA4_rcv+0x563/0x5b9

B 7 TCP DAL AR—1

A—=JL oops
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5.2.2 TCP [cB93%/\Y
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= I VABEDBIEL S B EA—F Ny FAT
L2 EDb 5, Riz, a—FzHET % &, iplocalout
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