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Proposal of a Secure Profile Setting Method
in the Network Camera System
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Abstract: In this paper, the profile setting method where secure setting by way of the network of various
profiles necessary for the operation of the network camera are achieved by using the identity-based encryp-
tion is described. When the proposal, the profile setting function was divided into initialization and a usual
setting in consideration of the processing performance and the operation frequency of the identity-based en-
cryption. In this method, the identity-based encryption processing with a high processing load executes once
only when initializing it, and uses the common-key encryption when usually setting it. When the evaluation
system was developed, and the basic performance of the system was evaluated, the effectiveness was able to
be confirmed.
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Table 1 Performance requirement analysis result of network camera control API.
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Fig. 1 Outline of secure profile setting function.
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Fig. 2 Flow of profile initialization function.
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=Y M'Z#%E L, NONCE1 % v CR%% HMAC()
I2& ) HMAC [20] 29447 L, MAC i MAC,,. & 5
T 5.

NONCE2 = rand(), (15)
M’ — [NONCE2, RES,],
MAG,, = HMAC(NONCE1, M’)

(S2-7) BASE64 T > 11— K, #*{E
MAC 1 MAC,, £ * vt —3 M &G LAY £ —
U M"IZHEL, BASE64 Ty a— L, #OfER%
HTTP #%H T PMS IZIBE®%ET 5.

M" — [MACpe, M) (16)

4.5.3 STEP3
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[MACype, M'] — M", (17)
[NONCE2, RES,,.] — M,

MAC!, = HMAC(NONCE1, M),

MAC,,, == MAC!., = OK/NG

5. Ml X T LD

5.1 2T L&

MA4lltFaT7hra7 74 ViREREErFERE LAY
KT =2 HASOTAT 7 A NVEHY AT 2D AT
LREB A O WTRT.
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2N 2Ry b T =7 AT AR ¥ —
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PMS 8=/
ST ,‘
11:774}1: 1 HTTP/ROST ¥

Lﬂﬂtﬁlf TO774 )L EERECl

ODBC
|jD774)bJE%EQiCG]|

V\ PostgreSQL | l BRIER V
.
Windows XP Professional Debian GNU/Linux 40\ |

~ Legacy
Ti5EREPC Protocol

IDR—2ZER
fEt3

FIRT—=ONA5

Windows XP Professional

X 4 FFlis AT L0

Fig. 4 Evaluation system configuration.

®2 ¥—7v /= FOMAE
Table 2 Specification of target node.

AR Cirrus Logic EP9315 (ARM9)
VAT ATy 200 MHz

SDRAM 64 MB

oS Debian GNU/Linux 4.0

K3 IDXR—REFIATTNVDINT A=
Table 3 Parameters of identity based encryption library.

NAGNT 7 - PK,, | 104 /31 b

YAY =Ly bE¥— | SK, | 28 34 b

v—=27Lv b¥— (NC) | SK,. | 31231
Professional 2SE){E$ % PC ZH#Efi L, TN b DEEZ

100BASE-TX # v b7 — 27 CTEHTAHR E L7,

5.2 IDN—XBEE - BZRI1T7VDEE

FEA > A T A OREEDORSIZFERE LT L7 ID X— A
W - BHTA 770 OHFKICOWTUTIORYT. HD
BECHIY, T TR I 5 5 o EE L
FEFLIFHET, AL, PCOMMHEEE
LTz 53, /X9 X =¥ 5 @gE L7,

5.2.1 IDN—ZXBEES147T51

K?%T?Ui 707 7 A VAR EORIZ, ID X—

FALBAEL IBope() (S1-2), ID N— A4H5-FI%K IByec()

(&B)TﬁﬁTb]D« AWEF R E LT, B - &)
B [21] ZRH L7z, 72, W5 - H B ULEL OB @“
LEINTA—F TR IDEBYEFRL.
5.2.2 IDN—XEZS514T51

KA 7501, 7077 4 VR EDOEIZ, ID N—
A B IBsign () (S1-2), ID N — AMRAEFAEL 1B, ()
(S2-3) THifT 5. 4L, Certificate-based H3\ [22] %
R L7z, $72, B8 - BABGELE OB 2 &%
FA=FIZONVTERADEBYEFL .
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K4 IDXR-ABEXNTATT)VONTX=¥
Table 4 Parameters of identity based signature library.

NAYINT) w7 F— PK,, 48 /3 A b
YA Y=Ly b¥F— SKm 24 /54 b
=7 Ly bF*— (PMS) | SKpms 120 /A b
F SIG pms | 144 734 b

£ 5 PMS Oflfk

Table 5 Specification of PMS.
ASER Intel Pentium M
VATAZU T 1400 MHz
RAM 1024 MB
oS Windows XP Professional SP3

®6 7077 1NVH
Table 6 Example of profiles.

TUT AN | TaT 7 AR AR | R
(bytes)

ipaddress HATDIP T KL A 16 W E

control_port 71 A T DA — b 4 W E

compress._rate | M%7 — ¥ DEAFEER 4 JHE R

frame_rate g7 —45 D7 L —4LL—1b |4 W FEE

5.3 LiHE PC

ThyaxsE PC TlX, PKG RREEZ $5D ID N— AGHAEL ~
yxgiEL, ID N— ARG LB # R T PMS,
y =7y b — FICEAT A2 EH L 72,

5.4 PMS

KEHNATDTHT 7 AV%E PostgreSQL [23] THELL,
VBEIG U TIRE L2707 7 4 VikE i E H v T g
ET AN AT LTTOT 7 4 IVOMERE, BERE
AT E o270 7 7 4 VEEY — N PMS % JE%E
L7z, & 512 PMS DA%, 3| 6 (24 Nx% s L7 0
77 A NWBFINZDWTIRT.

55 X—/y b/—FK

¥ ="y b/ — RFTIX, Web # —/v& L T apache [24]
L, BELZT9 7 7 4 VOIS, @ ERS
He% apache & #IET A CGl 7u /7 4 & L THEEL.
HTTP #HTZE LT =7 2B L C7O 7 7 4 V&2l
WL, LY =70 baVEHTA Y NI =20 XA F125%
ECTELLHICL i ATLTEY—7 v b/ —F
ERy NI = AATOMEEE 4y MEfFLT.

6. =¥

FIZE L2t A7 2 2 W, 7u 7 7 4 VIiiEEE,
B E R O PR RERT A & 4T o 72
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KT 7077 AV ERRE O RFAGRF

Table 7 Evaluation result of profile initialization function.

STEP1 | STEP2 | STEP3 | &%f

(sec) (sec) (sec) (sec)
H AT 1| 0.832 19.708 | 0.240 20.780
HAT 2| 0711 19.839 | 0.260 20.810
B XF 3| 0451 20.069 | 0.280 20.800
B AT 4| 0.852 19.688 | 0.270 20.810
S5 0.712 19.826 | 0.263 20.801
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R 8 717 7 A IVl E R O RFATA R

Table 8 Evaluation result of usual profile setting function.

STEP1 | STEP2 | STEP3 | &t
(sec) (sec) (sec) (sec)
71 A7 1 | 0.020 0.070 0.020 0.110
71 A7 2 | 0.180 0.220 0.010 0.410
71 A7 3 | 0.020 0.110 0.010 0.140
71 A7 4 | 0.020 0.090 0.020 0.130
S 0.060 0.123 0.015 0.198
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