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Most of e対stingnetwork worms have used address scanning to find vulnerable hosts. Recently， 
however， worms with more effective propagation strategies have emerged. Among the worms， we 
focus on the worms that exploit address lists obtained仕om'infected hosts to find other vulnerable 
hosts effectively. In this paper， we propose a method to detect and contain such worms that try to 
infect all hosts in a且 enterprisenetwork. ln our method， a detection system inserts some dummy 
addresses into the address lists of hosts in the network. Then， the system detects the existence 
of worms when a hωt triωto open a connection to a dummy address， and then tracωback the 
connection logs to find potential infected hosts and removes them from the network. Computer 
simulation results showed our method contained worms with less than 1% infected hosts and less 
than 5% removed hosts. 

1 Introduction 
Rβ.esen凶l民色 y戸e紅 s民"ma組且yworms such 鎚 Cod仇eRe吋da釦nd
Slam 
networks [1] [2]. Most of these worms have used ad-
dress scanning to find vulnerable hosts. ln address 
scans， an infected host generates a list of random 
addresses叩 dtries to infect hosts in the list. 80 
scanning worms open connections at very high speed 
and may connec七tononexistent hosts. Therefore， 
the strategy is inefficient and makes network con-
ditions anomaly. Thus， by exploiting such features， 
many methods can contain scanning worms [4] [5]. 

Rβcently， however， worms with more， effective 
propagation strategies have emerged [7] [8]. Among 
the worms， we focus on the worms that exploit ad・
dress lists obtained仕ominfected hosts to find vic-
tims [7]. By using thωe lists， worms surely can 
connectもoeポstinghosts. Therefore， infected hosts 
can s色eadilyincrease a且dthe speed of infection can 
be slower. lt is diffic叫tto detect and contain 
such worms by anomaly b錨 edmethods because the 
worms don't make network conditions anomaly. 

In this paper， we propose a method that contains 
吐leseworms by using dummy addresses and connec-
tion trace back. ln ourme七hod，Address Monitoring 
Server (AMS) monitors a whole enterprise network 
and adds some dummy addresses to hosts in the net-
work. If a host tries to connect to a dummy address， 
AMS can detect the existence of a worm and judges 
the host is infected. Then AMS remov'邸 thehost 
仕omthe network to prevent further propagation. 
Moreover， AMS has connection logs of the network 
and traces back the logs from the infected host to 
find and remove potential infected hosts. Each time 
ahos色connectsto dummy addresses， AMS conducts 
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the process to remove all infected hosts仕omthenet-
work. To the best of our knowledge， this paper is 
the first work that presents a network based con-
tainment method of such worms. 
The rest of this paper is organized as follows. Sec-
tion 2 introduces the worm propagation strategies 
and related works. 8ection 3 proposes a worm con-
taining method with dum~y addresses and connec-
tion trace back. 8ection 4 evaluates our me出.odby 
computer simulation based experiments. We con-
clude this paper in section 5. 

2 Background 
2.1 Scanning Worms 
Existing worms such as CodeRed find vulnera-
ble hosts by address scan凶ng山 [2][3]. 8canning 
worms try to open so many connections that the 
worms make the network condition anomaly. 80 by 
focusing on this anomaly condition， scanning worms 
can be detected and contained [5] [6]. 
Matthew M. Williamson proposed Throttling 
Viruses七orestrict sca且ningworms [4]. This method 
limits the rate of connections to hosts， with which 
the source hosts have no七communicated，もorestrict 
worms' propagation. Although normal traffic can 
be affected by this method， in reality， mos七of.be-
nign hosts tend to open connections to peers they 
have contacted with recently， and therefore on1y a 
few of connections wiU be used for the first contacts 
with new peers. Therefore， this method can restrict 
worms without the significant detrimental effect on 
normal tra血c.

2.2 Worms Exploiting Internal Ad-
dress Lists 
If worms exploit intemal address lists obtained 
from already infected hosts [7] [8]， they can connect 
to surely existing， hosts叩 dcan propagate slowly. 
Methods against scannin民wormcannot detect such 
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slow worms. Therefore， new methods against worms 
exploiting internal address lis旬町erequired. 
Chin-Tser Huang et al. proposed a method us-
ing a dummy address to detect E-mail worms [9]. 
In this method， a detection server inserts a dummy 
address into users' address lists of their E-mail soft-
ware. If a host sends an E-mail to the dummy ad-
dr邸，色hesender host and the signature of the mail 
contents are added to a black list. After that， the 
detection server us回 theblack list to r，笛trictE-mail 
worms that have an identical signature. Since the 
method relies on sign叫uresof worms for contain-
ment， however， it is ineffective against polymorphic 
worms and encrypted worms since they can change 
their signatures仕eely.

3 Proposal 
3.1 . Target 
The targets.of our method are worms which get 
address邸 ofvulnerable hosts仕omin色ernaladdress 
lis旬 obtained仕ominfected hosts. In this paper， 
internal address lists mean all address lists stored 
in each host machine， such as address books of E-
m剖1，ARP caches， or connection histories to other 
hosts. 

3.2 Contain Process 
3.2.1 Overview 
Figure 1 is an overview of our method. 
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Figure 1: overview of our method 

Address Monitoring Server (AMS) is a server that 
monitors a whole enterprise network. AMS adds 
some dummy addrωses to each host 's address lists. 
If a host connects to a dummy address， AMS detects 
出econnection and regards that the source host is 
infected. Then AMS traces back connection logs of 
the network to identify potential infected hosts， and 
removes them from the network to prevent further 
propagaもion.
Figure 2. shows an overview of the connection 
位aωback. In th包 figure，host H connects to a 
dummy address at t3・Then，AMS removes the host 
at fir前.And AMS tracωback from the host H to 
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Figure 2: overview of connection trace back 

find potenti叫 infectedhosts and removes色hem.In 
the figure， host D， F， G， A and E are potential in-
fected hosts and removed. This process is applied 
each time a new connection to a dummy address is 
detected in order to completely contain the worm. 
Since our' method. detects and contains worms based 
on only connection information， our method is also 
effective against polymOi'phic worms different仕om
existing ~ethod [9]. 
The rol田 ofAMS are as follows: 

1. Monitoring all ho凶sin an enterprise network. 

2. Adding dummy addresses to internal hosts in 
the ne主work.

3. Maintaining all connection logs in the network. 

4. Removing a.rbitrary hosts at will仕omthe net-
work. 

In our method， all of deもectionand containment 
are done byAMS. 

3.2.2 Detection 
In our method， AMS detects the existence of a 
worm when a connection to a dummy address' is 
opened. Because benign hosts wiU never connect 
to dummies in normal behavior， if a connection to 
a dummy is detected， AMS judges that the host is 
infected by a worm. 

3.2.3 Containment by removing hosts 
If a connection to a dummy address is detected， 
AMS removes the source hosιIn this section， we 
discuss the performance of a system that contains 
worms by removing the source hosts. 
Now， assume a host is infected by a worm that 
exploits internal address lists. The infected hosts 
attempt色oconnect 8且dinfect other hosts in every 
ムt.When every host in the network has n valid 
addresses and d dummy addresses，七heprobability 
色hatthe first infection connection is to a dummy 
address (乃)is expressed邸

P'/ = -.!!. --
d+n 

(1) 
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Figure 4: Nt = 1， Tt = 2ut 

Therefore， the sy錦町nca.n removeもheinfected 
ho抗 withthe probability 乃. However， with the 
probability 凡(=トん)the worm ca且notbe cap-
tured a.nd infects new one host. Then， at next At， 
two hosts attempt to connecもotherhosts. The prob-
ability that both of the infected hosts connect to 
dummy addresses is 

d?- _ t) 
2 = I J • __¥? -花道 (2)
(d + n)2 

ん2is smaller七hanPd. Thus， as the number of 
infected hosts increas鎚，訪becom邸 moredifficult for 
ぬesys色emto iden討をyand contain allぬeinfected 
hosts. Therefore， it is rather impossible色ocontain 
worms by removingon1y the source hosts. 

3.2.4 Containment by trace back 

As discussed above， removing only the source 
hosts of connectio~' to dummy is not enough to 
contain worms. To solve this problem， we introduce 
a . connection trace back approach. Since AMS h部
logs of connections， AMS ca.n trace back the logs 
企omthe source hosts. By doing this， AMS can find 
potential infected hosts a.nd removes them from the 
network. 
Wedωcribe the approach of the trace back. First， 
weclω討をypotential infected hosts into the following 
3 groups. 

・'IriggerHost (TH) 

• Potential Source of Infection (PS) 

• Potential Infected Host (PI) 

Figure 5: Nt = 2， Tt = 2ut 

to a dummy address at t6・In七hiscase，. host G is a 
TH a.nd AMS trac邸 backconnection logs仕omG.

The trace back method has two parameters， Nt 
('frace Number) a.nd Tt ('Irace Time). Nt specifiω 
the number of steps the system traces back to find 
PSs， and Tt speci自白thelength of time AMS traces 
back on 1 step. 

Figure 4 shows trace back with Nt = 1 and 
Tt = 2ut. First， since G connects to a dummy ad-
drωs， G is regarded as TH a.nd removed仕omthe 
ne七work. Second， the hosts to which G has con-
nected earlier are also suspicious because G is s凶・
pectedぉ aninfected host. As Tt = 2ut， the hosts 
G has connected to at t4 or later are regarded aS 
PIs and removed. In Figure 4， F is a PI. Fu凶her-
more，回Nt= 1， the systemもracesback 1 step from 
the TH. In Figure 4， host E， which has connec七ed
to G at t4， is regardedωPS and removed仕omthe 
network. And since the hosts to which host E con-
nected are also suspicious， they are regarded as PIs 
and removed. In Figure 4， host E connects host D 
at ts and D is a PI. 

Figure 5 shows another c部 ewith Nt = 2 and 
Tt = 2ut. In this cぉe，AMS finds PIs and PSs by 
tracing back仕omPSs at Nt = 1ぉ wellas a TH. In 
Figure 5， in addition to the case of Figure 4， AMS 
traces back仕omhost E which is a PS with Nt = 1. 
Then， AMS removes host C as a PS and hos色A邸
a PI. If Nt is increased more， the same step will be 
recursively conduc七ed.

In our proPosal' AMS c出motdistinguish normal 
connections from infection connections since weω-
sume there is no worms signatures available. There-
fore， AMS may remove po色entialinfected hos旬
which are noむinfectedin fact. Although it is diι 
ficult to prevent false detections， the numher of 
falsely removed hosts must be minimized. We eval-
uate and discuss how our method minirnize removed 
hosts in section 4. 

Here， TH is a hostもhatopens a connection to 
a dummy address. Therefore， TH is definitely in-
fected. PS is a host that have connected to TH or 
PS. Thus， PS is suspected as a source of a worm. 
PI is a host which have been connected from THs， 
PSs， or PIs and may be infected. 
Figure 3 shows connection logs of hosts. Each al-
phabet a.nd horizontalline indicate a host， and Dum 
is a dummy address. The horizontal axis indicates A 
time line. For the simplicity of analysis， we assume """% 
inもervalbetween tn and tn+l is lut. Here， ut de・
notes an unit of time. In Figure 3， host G connects 

Evaluation 
We evaluated our method with some computer 
simulations written in C language. 
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Figure6: infected hosts 

4.1 Conditions 

We assume there are 10，000 hos旬 inぬene色:work.
AMS can monitor all hosts and get connection logs 
in real time. A七七hesむartof t.his simulation， all the 
hos旬 ofthe net:work ate no色infectedand connecも
to other hosts normally. At 100ut later， a :worm 
appears and 5 hosts are infected. Then they begin 
to infect 0七herhosts， and AMS finds and. removes 
potential infected hosts each time a connection七oa
dummy address is opened. By processing this prか
cedure repeatedly， :we evaluated the number of in-
fected hosts and removed hosts when AMS removes 
all active infected hosts. 

20 

Table 1: Simulation parameter 

simul前iontimes: R 30 
七henumber of hosts: N 10000 
initial infected hos旬:10 5 
vulnerable host rate: R 1.0 
initial hosts at BA model: Mo 6 
initial links at BA model: M 5 
average addresses: A 15 
dummy addresses: d 5 
仕actionof hosts 
having dummy addresses: F 1.0 
trace number: Ni 2 
trace time: Tt 8ut 
normal connection interval: Bn 5ut 
infection connection interval: Bi 5ut 
delay of removing hosts: Q 2ut I 

We set the default simulation parameters邸 Ta-
ble 1 and the network topology as a scale仕eenet-
work [10J， which follows BA model [llJ. In our sim-
ulation， we set the number of initial hos臼 (Mo)to 
6 and the number of initiallinks (M) to 5. As a r争
sult， the average addresses (A) become 15. Since we 
邸 sumerelatively slow worms，七heinterval of contin-
uous infection connections (Bi) and th瓜 ofnormal 
connections (Bn) have the same value， which is 5ut. 
And for Nt and Tt， we set values that minimize the 
removed hos句 whenworms infection speed is equals 
to the speed of normal connections. 
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Figure 7: removed hosts 

20 

4.2 Comparison to an Existing 
Method 

We compared our method to an existing method 
which us回 onlydummy addresses for detection and 
containment. ・ We varied the number of dummy 
addresses， and evaluated the performance of both 
methods. Figure6 and Figure 7 show the number 
of infected hosts and色hatof removed hos旬 respec-
tively. Each figure's vertical axis is written in loga-
rithmic scale. Since the optimized Nt and Tt， which 
minimize色henumber of removed hosts， depend on 
the number of dummy addresses (d)， however， we 
experimented beforehand and determined the be討
Nt and Tt for each d in advance. 

Figure 6 indicates that our method is much more 
effective th釦 theexisting method in theもermsof 
the number 6f infected hosts. With d = 5， only 
about 30 hosts (0.3% of whole network) is infected 
with our method， while about 6000 hosts (60%) are 
infec旬dwith七heexisting method， when all worms 
are removed. The existing method can reduce in-
fected hosts to less七han100 using about 20 dummy 
addresses， but ours achieves the same result wiぬ
only 5 dummy addresses. Since the number of 
dummy addresses is preferred to be minimized， our 
proposed method is much better than the existing 
method on this point. 

Figure 7 shows the number of removed hosts. 
With the existing method， the number of infected 
hosts and removed hosts are same. This is because 
the existing method only removes the hosts which 
try to connect to dummy addresses. On the other 
hand， with our method， the number of removed 
hosts is larger than that of infected hosts since AMS 
may falsely remove hosts that are not infected in 
fact by connection七raceb飢:k. Nevertheless， the 
number of removed hosts with our method is still 
less than that with the existing method. In the case 
of d = 5， ~ur method removed only 200 hosts while 
the existing method removed 6000 hosts before the 
containments are completed. Thus，仕omthe view 
point of minimizing removed hosts， our method is 
better than the existing one. 
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Figure 8: infected hosts: at various speed 

4.3 Performance against Worms with 
Various Speed 

To confirm that our method can deal with worms 
wi色hvarious infection speed， we varied the inter-
val.of infection connection (Bi) from lut to 30ut 
and evaluatedぬenumber of infected hosts and re-
moved hosts. Figure 8 and 9 show the results. Here 
Q means the delay to remove each host from the 
network. 
As a r偲ult，with each Q，もhenumber of infected 
hosts was less than 100 (1%) and that of removed 
hosts w鎚 lessthan 500 (5%) agains色everyinfec-
tious connection speed excep色thecase of Bi = 1 ut 
and Q = 2ut. Against high speed worms， such as 
Bi = 1ut or 2ut， the di宜erencebetween Q = 2ut 
and Q = Out is large， but against slower worms， the 
difference is small. This is because infection connec-
tion interval is much longer than Q. Therefore， if 
AMS can keep Q much shorter than infection con-
nection interval， our system can contain worms with 
various speed. 
Now， we discuss the relation between speed of 
worms and performances of our method. In the fig-
ures， the performances are best at about Bi = 5ut. 
This is because we set the parameters that minimize 
removed hosts at Bi = 5ut. Against faster worms 
with smaller Bi， the performances are degraded. 
On the other hand， however， against slower worms 
with Bi > 15ut， the performance are relatively con-
stant. The result is due to the features of worms 
that exploit intemal address lists. Hit List Worms， 
which include worms that exploit internal address 
1ists， can only infect hosts that are included in the 
address 1ist of already infected hosts. 
If the interval of infection connections is longer 
than Tt， AMS cannot trace back most of causal 
connections， which are actually used to infect other 
hosts. Nevertheless， AMS can trace back some nor-
mal connections. In our simulation， we assume ev-
ery host opens normal connections to the hosts in 
its address list at random. Here， assume every host 
have A normal addresses. If Tt is twice as large 
鎚 thenormal connection interval (Bn)， there are 
2 normal connections from 1 host on an average. 
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Figure 9: removed host: at various speed 

And to remove the ca田 alhost， AMS can uti1ize 
not only a connection仕omthe causal host to a TH 
but also a connection with opposite direction. Thus， 
when a infected host opens a connection to a dummy 
address， the probability that the causal ho叫 isre-
moved (九)is

8
喧

、1E
E
，ノ

山一

A

/
F
S
E
1
¥
 

一一九
(3) 

Nc 

x 

Dummy 
COMection 

Causal 
Conn即tion

Normal 
COMection 

Y 

Dum 

b b b 14 

Figure 10: connections 

Inもhisfigure， the host X infects the host Y 叫 tl
組 dY connects to a dummy address at t4. Since 
Tt is shorter than t4 -tl' AMS cannot trace back 
the causal connection tl. However， if a normal con-
nection between X and Y is opened within 混合om
ね， AMS can trace back this connection and remove 
the host X as wellωY. Like this， even the case 
where a causaI connection cannot be traced back， it 
is possible to remove the source host by tracing back 
normal connections if A is enough small. As a result 
ofth恒process，AMS伺且stopworms tha色propagate
叫 slowspeed when each host h鎚 relativelya few 
addresses. 

4.4 Performance against Fraction of 
Hosts Having Dummy Addresses 

In this paper， we assume alI hosts cooperate to 
AMS and add dummy addr邸sesto their address 
1ists. In this section， we assume another case where 
some hosts do not add dummy addresses due to 
the various reasons. Here， we evaluate the perfor-
mance of our method with the case where only 80% 
hosts insert dummy addrωses with the parameters 
of 1ist.l. Figure 11組 d12 show the result com-
pared to the case where 100% hosts have dummy 
addresses. 
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Figure 11: infected hosts: 80% hosts have dummy 

In these results， the performance with 80% de-
grades compared to 100%. Wiむhd = 5， infected 
hosts and removed hosts with 80% are about 4 times 
鎚 many関 thosewith 100%. To get a similar perfor-
mance to the case with 100% and d = 5， each hos七
must have 9 dummy addresses when the仕action
of hosts having dummy addresses is 80%. There-
fore， the fraction of hosts having dummy addresses 
hωsignificant impact on our performance that it is 
important for AMS to insert dummy address回 to
all of monitored hosts surely. If AMS cannot in-
se比 dummyaddresses to all the hosts， the number 
of dummy addresses per each host need to be in-
creased. 

5 Conclusion 

These years， worms which do not use address 
scans to find victim hosts have emerged， and it be-
comes necessary to establish a method that c組 con-
tain such worms. Among these worms， we focus on 
the worms which exploit address lists at叫r伺dyin-
fected hosts田ldproposed a method that contain 
worms by combing dummy addresses and connec-
tion trace back. In our method， if a host connects to 
a dummy address， the system removes no色onlythe 
trigger host but also potential. infecteq hosts which 
紅 eidentified by色raceback仕omthe host. Using 
this method， worms could be conもainedwhen less 
than 1% hosts were infected and less than 5% hosts 

were removed. 

In the future work， we wiU conduct.more detailed 
simula七ionsfor pra瓜icaluse， and implement a prcト
totype and try it in the real network environments. 
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