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A Stream Authentication Scheme at the NAL for H.264/AVC
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Abstract: We propose a stream authentication scheme which carries out authentication procedures at the NAL. H.264/AVC
offers high compression and flexible mapping to transport layers. However it does not offer security features, such as data
integrity and sender authentication. Existing stream authentication schemes carry out authentication at the packet level
and take away the flexibility of H.264/AVC. We implemented a prototype of our authentication scheme and carried out

comparative evaluations.
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