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Prevention of Information Leakage and Virus Infection
with use of Secure OS and Virtual Machine
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Abstract

The authors present an integrated system of multiple Windows environments; one
Windows environment is used to process classified information, and the other is used
to access Internet and may be infected by computer virus. The authors make use of
secure OS and virtual machine, and the two Windows environments are virtually
separated at the physical level. As a result, the first Windows environment is not
infected by virus, nor classified information will be leaked out to Internet, even if the
second Windows environment is infected by unknown virus. The authors describe the
system architecture, the separation of the two environments with use of the secure OS,

performance and security considerations.
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