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Abstract
attackers. Various IP traceback systems have been proposed. When a new system is developed,

IP traceback is the technology to specify DDoS (Distributed Denial of Service)

performance comparison with the conventional system is necessary. In this paper, the
mathematical models of ICMP, IP marking, and hash system are proposed. The mathematical
models to propose can be applied to arbitrary network topology, and can be used for a
performance evaluation of a new system The mathematical models is verified by comparing
them with the actual measurement value on the verification network of about 600 nodes.
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