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For achieving secure communication against snooping, encryption is applied in the TCP/IP Internet. It is based
on that too much computation is required for snooper to get an original data from an encrypted data. Hence, the
higher performing computers are developed, the more complex encryption algorithms have to be designed and
implemented. This paper proposes a novel methodology that IP datagrams are transmitted through multiple
routes determined dynamically. Since no additional function is introduced in routers, it is highly applicable.
Finally, we evaluate overhead on the router in which ICMP encapsulated packets are processed and the result

shows the proposed method is reasonably implemented in the Internet.
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BLETNIRLRW, ZOTFULAEHIT, LAN &
A8 =3y b 2ERTIN—F TITDR 50—
#TH Y, VPN 2 AT 2RETi: VPN E&iIzHB0
TEHREND, EZHIZX, IPTRF LV AEROBELTS
NAT(Network Address Traslator) [2] & IP 7 F L X¢&
R—FBEOEBREFTOIIP<RAL—F 13|85V,
Linux Tid iptable L WO H—RNET 2 — NV ELTE
EENTWS, RFEETIL, iptable Z{EMAT S,

Ut lbsr e, VPNIZBT S LAN Bk 5@
B/IBOEER TS Y r—v a it k> TEEL, LAN
LAy E—Fy b EDOMOEEIL, I —RNVDOBEEZ
KoTEBTE, LiedoT, LANICERKE T M4
Tx2—ANLRELEIPTF—F7 7 L2V TH, £
DFEBEERAVF—Ry P EOY—Rara—4Th
A3 VPNIZEEh 3t LAN EoarEa2—FTh
BNZE-T, FOMRBE H—RXNVTITINTS Y r—
Yarv T OIDNRRERB, Rk, 1% —Fy MCEE
BT BA I T x—ANLZELIZIPT—¥7 5 A
DNT Y, EDOEETHRA L F—Xy h EOY—s3a
Pa—#Thdh, VPNIZEEN o LAN Loz
VEa—FTHEIMIE- T, TDONEY H—RNVTET
IMT LY = aryTITHIMNRRSD, 418 TRL
&5, #HBRfET v 03 hbDIPF—47
F % Packet Y7 v b b LLKIX Raw Y7y h CRAE
T3, TOBRE, RELEIPTF—FS T LD’ —it
TV r—ravilkoTREB, LBINh B EELIZ,
A—RND TCP/IP Y a—NVTHLRHE, UBINh 3,
T, JEBaB{ET v Y 5 L L iptable DAEDIXL
ICREEHDVILEETDOT RV A2 HERL . BB F
BCHAE S a—NVTIXIDIPF—427 5 0408 %
HItTHZEETH,

[LAN 2638 L 7237 v bk D4LHE]
LAN®»ORELEZIPF—¥7 7 5%, Raw V7 v b
EFRLIEREBREoTar—&h3, ZOIPF—57
7 L0 VPNICEEND LAN 2 BERLTHHE. 7
TVr—varulFACL>TICMP za—47
kL T —F BOBEE{ER T, XESh 3, 0S
H—FXNV T, iptable iC X > TIPF—4% 2 7 ANREHE
Ehd, ELEPTF 2775084 8—Xv b E
DY —ReEERLTIEE. TV r—vavrFuy
FALATCIRIPT—¥7 7 LIWRIND, I—FNVTHL,
iptable IZ L > TIP =AW L — K DOAERKESHh T P
F—87 7 LNEEINB,

(A& —Fy bhORELIAT y b OLH)

AV =Ry bDORELEIPTF—47 F A, Raw
Yy hEBELEZEICL-Tavt—-—sh3, ZOIP
TF—47 750 VPNIZEEN D LAN 2%{EZ5x L5
BE. TSV r—varZul I Ao THRLESh
7 — 2 MOBEEMITbh, XEEN D, 0S H—X
NTi, iptableiZ &> TIPF—4 7 5 ARHFESN B,
ZELEIPT—27 5B A 2 F—Fy b LY —s1
BRETLETEIHE. TV r—var7uf 5 ATk
IPF =475 AIREHEEN D, H—FRNVTIL, iptable



DT RVAEBRT—TNVZPESTIP =R AL =R DL
BRBEINIPTF—¥ Y 5 M00EEEN S,

5 5

IPBEIEBFELE TN EFAL /- VPN EEB Tk,
BEROIHIZAW S PEADL—F 2B\ T, ICMP =
a—DMENLEE 25, BEMICIE, ZELELIPT—
877 hOT —FHIIBRAEINT ICMP = a—8ER Ay
T—JIzw T 5 ICMP < a— 5% X v 2 — U2 B
SN, INET—FEHICBHALILIPT—4 7 7 L0 %
Hansd, ZntE, ICMPxa—&RAyE—20
F =B AT ENMEENTZIP F— % 7 5 158 ICMP
Ta—REAyE—VOTF—FHicar—Ens i
T, FREREZBALEZIPT—47 7 ADOBEBIVC
NEFIAL - LAN B> VPN @EZEBRLTWS, L
TeBoT, BEDIPTF—4 75 L2 0BTHHEEGLHE
L T, ICMP =2 —00B%E LEL T3R5, i
N—FDAFNRMZBZ Lizird, FZ T, K4DXy
PO —HRIZBNT, BEDIPTF—% 7 7 L% EFE
THRHAL IPBEEBEICL - TRETIHEGLENR
V=T b OBNEREL . BIEICHW A —F R
X, LTo@EYCH B,

e Cisco 2621: MPC860 50MHz, 32MB Memory,
10S 12.2(2)T

o Cisco 2651XM: MPC860P 80MHz, 96MB Mem-
ory, I0S 12.2(12a)

e Cisco 7206VR: MPE300 262MHz, 128MB Mem-
ory, 10S 12.0(7)T )

¢ PC v —#%: Celeron 700MHz, 256MB Memory,
LINUX(Kernel 2.4.17-14k)

netperf [3] # AVTHEL RRER1ICTT,

# 1: netperf % AV = IERSFE (Mbps)

—F CERFE | 1P AR
PC(Celeron 700MHz) 94.10 95.83
15CO 729 262MHz 38.52 95.98
15CO 2651 F 12.66 57.95
Cisco 2621 (NPC860 50MHz) 9.10 67.24

ICMP ma—a7EAMELiery hOAL—F
ME.IPF—¥Y 5 ADAN~T v MHERTIEL 2o
TWBRZENRPEERNSND, 2L, ZOER
X, v—#0 CPU e, AV BOYMEBIZLY, &
FLHBELBIERTHA LIV AW, —&RIZ, F
BL—& L LTRWLN 20X, ISP E0FET 5 &tk
RN —FThHEANEL, LAN 2x&E L CPU
HRENMEL . ATV LDRBTHAILDEITIRLRS, UE
DEBIZEY, VPN L LTOBARBEICBWTIX, #
AL, o lER VW ERfhTbh 3,

6 FTLHLSHRORE

AR TIE, WS EELHREL . BEEOERTS
ayEa—FOMEEHDON BICEFEFIC, Kkl
ERL RT3 IP BERBFHRLRE L, T2 T,
BIEERORBAEIZHL T, BACHERKRERE,. E
T3, /REFHEIT, AV F—Xy bOAV—Z 85708

EEBATILBERR2WEATCEAKICENLTWS, T
7o, ZFED VPN Ef~DOREFHEIZ VTR,
HREFRMERICL Y, PREV—Z 21X, BWROIPF—
YT AIHRTRERS—NRAYFEFETBEZE, /-
2L, #9072 CPUERE, AEVBEZFEHOLDOTIT, &
A ERER 2N 2HLMMNCLT, VPNERZDL
DIZBIT HABA —RAy FERET D &, HEEL
et GERIE L OBFRICOWT EZRICHAL MY
BLENSBHOBEBTHS,
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