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To achieve a fault-tolerant distributed systems, checkpoint recovery has been researched and many pro-
tocols have been designed. A global checkpoint taken by the protocols have to be consistent. For
conventional data communication network, a global checkpoint is defined consistent if there is neither or-
phan nor lost message. For multimedia communication network, there are different requirements such as
time-constrained failure free execution, large-size massages and allowance of certain amount of messages.
This paper proposes a new criteria of consistency for snpporting multimedia communication network. In
addition, a checkpeoint protocol with QoS based consistency is designed and applied to MPEG-2 data

transmission.

1 Introduction

The advanced computer and network technolo-
gies have lead to the development of distributed
systems. Here. an application is realized by multi-
ple processes located on multiple computers con-
nected to a communication network such as the
Internet.  Each process compntes and commu-
nicates with other processes by exchanging mes-
sages through a communication channel. Some
mission-critical applications are required to be ex-
ecuted fault-tolerantly. That is. even if some pro-
cesses fail, execution of an application is required
to be continued. One important method to realize
fault-tolerant distributed systems is a checkpoint-
recovery [6, 17, During failure-free exeeution, cach
process takes local checkpoints by storing state in-
formation into a stable storage [15]. If a certain
process fails, the processes restart execution from
the checkpoints by restoring the state information
from the stable storage. For restarting execution of
an application corrcetly, a sct of local checkpoints
taken by all the processes and from which the pro-
cesses restart should form a consistent global check-
point |3]. A consistent global checkpoint is defined
as that there is neither orphan message nor lost
message. However, the definition is too strict in a
multimedia network system where messages carry-
ing a large multimedia data are exchanged among
processes. In this paper, we propose a novel consis-
tent global checkpoint for multimedia network sys-
tems and design a checkpoint protocol.

The rest of this paper is organized as follows:
In section 2, we review the conventional consistent
global checkpoint in a conventional data communi-
cation network. In section 3, we discuss properties
of a multimedia network system and requirements
for a consistent global checkpoint. Scetion 4 pro-
poscs a novel consistent global checkpoint support-
ing a multimedia network system. According to this
proposal, we design a checkpoint protocol which is
based on QoS (Quality of Service) for consistency.
Finally in section 6, for an evalunation, the consis-
tency and the checkpoint protocol are applied to
MPEG-2 data transmission[10]. - The resuit shows
they wark well in multimedia network systems.

2 Conventional Consistency

A distributed system § is modeled by a tuple
(V, L) where V = {p1,... ,pn} is a sct of proccsses
pi and £ € V? is a set of communication chan-
nels {p;,p;) from a process p; to another process
pj. Execution of an application in p; is modeled by
a sequence of events. A state of p; changes at each
event. There are two kinds of events: local events
and communication events. At a local event, p;
changes a state by local computation without ex-
changing a message. At a communication event,
pi communicates with another process by exchang-
ing a message and changes a state. There are two
kinds of communication events: a message sending
event s(m) and a message receipt cvent r(m) for a
message 7.,

In order to realize a fault-tolerant distributed
system, there are two main kinds of mcth-
ods: checkpoint-recovery and replication. In the
replication|l, 8. 9, 14, 18], each process is replicated
and placed on multiple computers, Even if a certain
process fails, other replicated processes can con-
tinue to execute an application. On the other hand,
in the checkpoint-recovery|(2, 4, 6, 11. 13. 17. 21. 22].
each process p; sometimes takes a local checkpoint
¢; by storing state information into a stable stor-
age[15]. If a certain process p; fails, p; restarts ex-
ecution from ¢; by restoring the state information
from the stable storage. If a process restarts inde-
pendently of the other processes, there may he two
kinds of inconsistent messages: lost messages and
orphan messages [3]. Let processes p; and p; take
local checkpoints ¢; and ¢;, respectively. Suppose a
message m s transmitted from p; to p; throngh a
communication channel (p;, p;).

[Inconsistent message] m is inconsistent iff m
is a lost message or an orphan message for a set
Cipins) = {ei, ¢;} of local checkpoints. m is a lost
message iff s(m) occurs before taking ¢; in p; and
r(m) occurs after taking ¢; in p;. m is an orphan
message iff s(m) occurs after taking ¢; in p; and
r(m) occurs before taking ¢; in p;. C

In order to achieve correct recovery from a fail-
ure, there should be neither lost nor orphan mes-
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sagc in any communication channcl in £. Thus, if
a process p; fails, not only p; but also other pro-
cesses p; are required to restart execution from
local checkpoints ¢;. Hence, a global checkpoint
Cv = {c1.....cn) which is a set of local check-
points of all the processes in V should be consistent,
i.e. satisfy the following condition [3]:

[Consistent global checkpoint] A global check-
point Cy in 8 is consistent iff there is no inconsis-
tent message, i.c. neither lost nor orphan message,
in any communication channel in £. O

3 Multimedia Networks

Recently, distributed applications such as dis-
tance learning, tele-conference, tele-medicine and
video on demand are developed on communication
networks [16]. e.g. the Internet. That is, messages
carrying multimedia data including text, voice,
sound, picture and video are exchanged among pro-
cesses to execute an application. These messages
are so large that it takes time to transmit and re-
ceive the messages as shown in Figure 1. Here, the
following four events are defined for a multimedia
message m transmitted from a process p; to another
process p; [19]:

. .sb(m): p; starty transmitting m.,

e se{(m): p; ends transmitting m.

o rh(m): p; starts recciving m.

o 7e(m): p; ends receiving m.

A message sending cvent s(m) for m starts at sb(m)
and cnds at se(m) in p;. A moessage receipt event
r(m) starts at rb(m) and ends at re(m) in p;.

Figure 1: Multimedia message transmission.

In the conventional distributed systems with a
message carrying conveutional data, $(m) and r(m)
are assumed to be atomic. Here, in the defini-
tion of a consistent global checkpoint [3], each local
checkpoint is assumed to be taken only between
two successive events. However, for achieving a
fault-tolerant multimedia network system, each lo-
cal checkpoint ¢; is required to he taken even while
a process p; is transmitting and/or receiving a mul-
timecia message m. That is, as in Figure 1. check-
points ¢; and/or ¢; may be taken between sb(rn)

and se(m) and/or between rb(m) and re(m), re-
speetively.

In addition, in a multimedia application. a cer-
tain amount of data in a multimedia message can be
lost in a communication channel. Such an applica-
tion requires not to retransmit lost messages but to
transmit messages with shorter transmission delay
and smaller jitter. Hence. an overhead for taking
a checkpoint during a failure-free execution is re-
quired to be reduced.

In a computer communication network, proto-
cols are hierarchically composed. For example, an
IP datagram may be decomposed into multiple Eth-
ernet frames in a sender process since the maxi-
mum size of an IP datagram is G4d[kbyte] and that
of an Ethernet framc is 1.5[kbytc]. Thesc frames are
gathered in a receiver process. Thus, a multimedia
maessage m s assumed to be decomposed into a sc-
quence {pay, ..., pw) of multiple packets for trans-
mission in an underlying protocal as in Figure 2.
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Figure 2: Packets for a multimedia message.

4 Novel Consistency

As discussed in the previous scction, since a mul-
timedia message is much larger than a conventional
data message. it takes longer time to transmit and
receive the message. In a conventional data com-
munication network, a commumication event, j.e. n
message sending event and a message receipt one,
is assumed to be atomic and completed instan-
taneously. Hence, in a conventional checkpoint-
recovery protocol, a process takes a local check-
point only between two successive events, not dur-
ing an event, However in a multimedia commu-
nication network, since larger messages are trans-
mitted among processes, local checkpoints are re-
quired to be taken even during a communication
event in a process. By allowing taking a local check-
point during a communication event. synchroniza-
tion and communication overhead is reduced. If
the conventional protocol is applied. a process is
required to take a local checkpoint before starting
or after finishing transmission and/or reception of
a message. Hence, whole message is required to be
retransmitted after recovery. However, by taking
a local checkpoint during a comrmunication event.
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cach proccss takes it immediatcly and only a part of
a message. is required to be retransmitted after re-
covery. Since consistency of a global checkpoint has
been defined for conventional data communication
networks (3], it is required to define different con-
sistency for multimedia communication networks.

Now, we introduce a global consistency func-
tion Consistency(Cy) where a global checkpoint
Cyv = {e1.... .cn} is a set of local checkpoints of
all the processes in V. Consistency(Cy) denotes a
degree of consistency of Cy in 8. In a conventional
data communication network, Consistency({Cy) is
defined as follows:

Consistency{Cy) =

(1)

1 o inconsistent message for Cy.
0 otherwise.

In a multimedia communication network, a local
checkpoint can be taken during a communication
cvent, In addition, it is acceptable for an applica-
tion to lose a part of a multimedia message. Hence,
the domain of Consistency(Cy) is required to be a
closed interval [0, 1] instead of a discrete set {0, 1}.

4.1

First, we define a message consistency function
Meonsistency(m, ¢;. c;) as a degree of consistency
for a set {ci,¢;} of local checkpoints and a multi-
media message m where e is transmitted from a
process p; to another process p;. Here, ¢; and ¢;
arc taken by p; and p;, respectively. For compat-
ibility with the conventional definition in (1), the
following should be satisfied:

Message Consistency

Meconsistency(m, c;, ¢;) =1

if ¢; = sb(m) and ¢; — rb(m). )
Mceonsistency{m, ¢;, cj) =0 (3)

if ¢; — sh(m) and re(m) — c;.
Mconsistency(m.ci, ¢;) =0 ()

if se(m) — ¢; and ¢; — rb(m).
Mconsistency(m, ci, ¢;) = 1 (5)

if se(m) — ¢; and re(m) — ¢;.

Suppose a process p; takes a local checkpoint
¢; while p; is transmitting a multimedia message
m and/or another process p; takes a local checls-
point ¢; while p; is receiving m as in Figure 1.
As discnssed in the previous scction, a multime-
dia message m is decomposed into a sequence of
multiple packets (pa,.... .pa)). s(pa,) (1 <k <)
is a packet sending event and r(pay) is a pucket
receipt event.  s(m) is composed of a sequence
{s(pay),....s(pa;)) and r(m) is composed of a se-
quence (r(pa,).....r{p;)). Local checkpoints ¢;
and ¢; arc taken between s(pa,) and s(pag,)(1 <
s < I) and between r(pa,.) and r{pa,,)(1 < r <),
respectively. A lost packet and an orphan packet
are also defined same as the definition of a lost mes-
sage and an orphan message.

[Lost and orphan packets] puy is a lost packet
iff s(pay) occurs before taking ¢; in p; and r(pay)

occurs after taking ¢; in p;. pay is an orphan packet
iff s(pax) occurs after taking ¢; in p; and r(pay)
occurs before taking ¢; in p;.0

Suppose that p; takes ¢; between s(pa,) and
s(pa,yq) and p; takes ¢; between r(pa,) and
T(pa,4;) where 1 < 5.7 < I. Clearly, if s = 7,
Mconsistency(m, ¢, c;) = 1.

Ifs>7r, {pay,y,....pa,}is aset of lost packets.
These packets are not retransmitted after p; and p;
restart from ¢; and c¢;, respectively. In some con-
ventional checkpoint protocols applied in data com-
munication networks, lost messages are stored in a
stable storage with the state information at a local
checkpoint and restored in recovery [12]. However,
a checkpoint protocol in a multimedia communica-
tion network is required to be achieved with less
overhead in failure-free execution since many ap-
plications require time-constrained execution. For
cxample, storing a mcssage log in a stable stor-
age makes transmission delay and jitter larger in
MPEG-2 data transmission. On the other hand,
less than a certain threshold, a certain number of
packets can be lost in recovery to execute an ap-
plication. Here, we define lost consistency for a set
{ci.cj} of local checkpoints as a ratio of value of
the lost packets {pa,4y,...,pa,} in a message m
to valuc of m. Hcence, the message consistency for
m is dcfined as follows:

[Message consistency function)

Meconsistency(m. ci. ¢;)

Sl value(pay)

=1
value(m)

(6)

Here, the domain of Mconsistency(m,¢;,c;) is an
open interval (0, 1).

Ifs <7 {pa,.y,....pa,} is a sct of orphan
packets. In a conventional data communication
network, an orphan message might not be re-
transmitted after recovery due to non-deterministic
property of a process. However, these packets are
surely retransmitted after recovery since ¢; and ¢;
are taken during transmission and receipt of m
and the content of m being carried by a scquence

ery. Hence, a set {¢;, ¢;} of local checkpoints ¢; and
c;j is consistent, i.e. Mconsistency(m.c;.c;) = 1.

Figure 3 shows a message consistency function
Mconsistency(s,r) for s and r. Let ! be a number
of packets consisting of a message m. ie. m =
(pay---pa). Here, s £ 0 (r £ 0) means that p;
(p;) takes a local checkpoint ¢; (¢;) before sb(m)
(rb(m)) and s > I (r > l) means that p; (p;) takes
a local checkpoint ¢; (¢;) after se(m) (re(m)).

e According to (2), Mconsistency(s,r) = 1ifs <

Qand » < 0.
* Mconsistency(s,r) =0if s < 0and r > 0 since
m is an orphan message. This case shows (3).
o Mconsistency(s,r) = g1(s) where dgi1(s)/ds <
0, limgggi1(s) =1 and lim,—; g1{s) = 0 if
O<s<landr <. ‘
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Figure 3: Message consistency.

o Mconsistency(s.r) = gz2(s.r) where ga(u, u) =
10 < u < 1), dga(s.r)/ds < 0 and
dga(s.r)/dr > 0, lims—y ga(s.7) = ga(r) and
lime—pgo(s.7) =q(s) if0<s<,0<r<!
and s > r.

o Mconsistency(s,r)=1if0<s<lands<r.

e According to (4), Mconsistency(s,r) =0ifl <
sand r < (. ‘

e Mconsistency(s, v) = ga(r) where dga(r)/dr >
0, lim,—~q g93(r) = 0 and lim,_; ga(r) = 1 if
l<sandO0<r<li.

o According to (5), Mconsistency(s,r) =1ifl <
sand I <.

4.2 Channel] and Global Consistency

Based on the message consistency function
Mconsistency(m. ¢;. ¢;) for a multimedia message
m and local checkpoints ¢; and ¢j in processes p;
and p; respectively, a channel consistency function
Ceonsistency({pi. p;), ¢i. ¢;) is defined as a degree of
consistency of a set {¢;, ¢;} of local checkpoints for
a communication channel (p;. p;) € £ where M;; is
a set of messages transmitted through (p;, p;).
[Channel consistency function)

Ceonsistency({p;. p;). ¢i.¢;) =

1 if My = ¢.
IT Mconsistency(m. ¢;, ¢;) otherwise.
meM,;;
(7)

In a distributed system S = (V, £), a global con-
sistency for a global checkpoint Cy = {1, ..
where each local checkpoint ¢; is taken by a process
pi € V is defined base on the channel consistency
function defined in (7).

., Cn

In a conventional data communication network,
each local checkpoint is taken between two suc-
cessive lacal events or communication events, In
addition. at a communication event, i.e. a mes-
sage sending event or a message receipt event, each
process exchanges a message with other processes.
In the multimedia data communication network,
each local checkpoint may be taken during the oc-
currence of a communication event. In addition,
a process may exchange multiple messages with
multiple processes simultaneously. A global con-
sisteney is caleulated according to relations of all
the sets of two checkpoints ¢; and ¢; where there
is a communication channel (p;,p;). That is. a
global consistency is calculated by using channel

consistencies. Therefore, a global consistency func-

tion Consistency(Cy) is induced by a mmltiplica-

tion of Ceonsistency((pi, p;). i, ¢;) for all the chan-

nels (pi.p;) € £. 1/|L is a normalization factor

where |£] is the aumber of channcels in S,

[Global consistency function]
Consistency(Cy) =

H Ceonsistency({pi, p;). ci.¢;)* ' (8)
{ps :Pj) €L

The above definition is compatible with the con-
ventional  consisteney  definition. If there is
at least one completely lost or orphan mes-
sage in a communication channcl (p;.p;} € L.
Consisiency(Cy) = 0.where ¢;,¢; € Cy. This is
because Ceconsistency((pi.p;). ci.c;) = 0.

5 Checkpoint Protocol

Here, we show a checkpoint protocol for a mul-
timedia comrnunication network according to the
consistency defined in (8). The proposed protacol
is based on a three-phase coordinated checkpoint
protocol in [13]. However, our protocol does not
require processes to block execution of an applica-
tion during the checkpoint protocol. That is, it is
a non-blocking protocol (7, 20°. In this protocol,
there is a coordinator process p.. Here, we make
the following assumptions;

e A sequence number seg(m) is assigned ta each
message m when m is transmitted. seg(m) is
piggied back to each packet pay of m.

o Each packet pay carries value(pag)/value(m).

The checkpoint protocal is as follows [Figure 4):

\Done.

'

time
Figure 4: Multimedia checkpoint protocol.

{Checkpoint protocol]

1) A coordinator process p. sends checkpoint re-
quest messages Regs to all the processes p, € V.
Here, p. determines a required consistency RC
(0<RC<L).

2) Each process p; takes a tentative local check-
point tc; and scends back an acknowledgement
message Ack; to p.. For every communication
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channel (pi, p5) ({pj.ps)). sea(mi) (seq(msq)),
tvalue(my;) = value(pai ) /value(m;;)
(tvalue(my;) = Y value(par)/value(m;;)) for
all the packets par of the lost message my;;
(mji) send (received) before taking ¢;: where
sb(my;) — ¢; (rb(my;) — ¢;) are piggied back
to Ack;. That is, Acki.seqi; = seq(mij),
Ack;.tvalue;; = tvalue(my;), Acki.seq; =
seq(my;) and Ack;tvalue;; = tvalue(mj;) are
piggicd back to Ack;.

3) Ou receipt of all the Ack; messages from p; €
V. pe calculates channel consistency Ce;; =
Ceonsistency({p;, p;}. ¢i. ¢;) for every commu-
nication channcl {p;, p;} € L.

3-1) If Ack;.seqi; < Ackj.segi;, Ceij = 0.

3-2) If Acki.seqi; = Ackj.seqj. Cey = 1 —
(Ack; tvalue;; — Ack;.tvalue;;).

3-3) If Ack;.seq; = Ackj.seqij +1, C-’C,'j =
Ack;.tvalue;; (1 — Ack;.tvalue;;).

3—3) If Acki.seqéj > Ackj.seq,-,,- + 1, CC,‘J' = (),

4) p. calculates global consistency Ge =
Consistency(Cv) = [, psrec Cc:j/ .

5) I Ge > RC, p. sends Done messages top; € V.
Otherwise, p. sends Cancel messages top; € V.

6) On receipt of Done, each p; changes tc; to
a stable local checkpoint ¢;. On receipt of
Cancel, each p; discards ic¢;. C

6 Evaluation

In order to evaluate the proposed consistency
and the checkpoint protocol, we apply them to
MPEG-2 data transmission. MPEG-2 is a specifi-
cation of vidco data compression [11). The amount.
of an original video data is 720 x 480 [dots/framc;],
29.97 [frames/sec] !. Each frame is encoded to
three kinds of pictures; I-picture, P-picture and B-
picture. An I-picture is achieved by encoding an
original frame with DCT (Discrete Cosine Trans-
form). An original frame is achieved by decoding
an l-picturc alonc. A P-picturc and a B-picture arc
achieved by using the motion compensation. The
sizes of a P-picture and a B-picture arc about 1/3
and 1/6 of an I-picture, respectively. An original
frame encoded to a P-picture is achieved by the
P-picture and the previous frame encoded to an
I-picture or a P-picture. If the previons l-picture
or P-picture is lost, the original frame cannot be
achieved. An original picture encoded to a B-
picturc is achicved by using the bidircctional predic-
tion. Here, the previous and the following I-picture
or P-picture is used. Thus, if one of the pictures
is lost. the original frame cannot be achieved, A
GOP is a unit of coding and decoding. A widely
used GOP includes 15 pictures for 0.5[sec] video.

Suppose there are two processes p; and p; con-
nected by a communication channcl <pi,pj$ and
a multimedia message m is transmitted through
(pi.p;), as in Figure 5. In the proposed check-
point protocol, Req messages are transmitted from
P to p; and p;. On receipt of the Req messages,

V1 This encoding is called MP@ML (Main Drofile, Main
Level).

o
o~
Ny

‘ time
4  J  J

Figure 5. Evaluation parameters.

MC

05 1t 1.5 2

0.5 0
AT[sec]

Figure 6: Consistency in MPEG-2 (1.0 [sec]).

pi and p; take lacal checkpoints ¢; and ¢;. respec-
tively. Let T; be a tine duration from -sb(m) to
r(Rey), L. taking ¢; in p;, and Tj be a time du-
ration from rb(m) to r(Req), i.e. taking c; in p;.
Here, message transmission delay of communication
channels (p., p;) and {p.,p;) are not the same. Let
AT =T; - Tj.

Figure 6 and Figure 7 show relationship be-
tween AT and message consistency MC =
Mconsistency(m, ¢;, ¢;) for a message m which in-
cludes 1.0 [sec] and G0 [sec] MPEG-2 data. In
MPEG-2, if a B-picture is lost, only one frame can-
not be decoded. However, if an I-picturc is lost, all
the frames in the GOP cannot he decoded. That.
is, walne(pay) is different for cach pa,. Thus, the
mapping from AT to MC is not onc-to-onc but
one-to-N as shown in Figure 6. According to Fig-

1 . L 3 1 ]
60 40 20 0 20 40 60 80
AT[see]

Figure 7: Consistency in MPEG-2 (60 [sec]).
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ure7, MC(5.52) = [0.900, 0.807] and M C(5.90) =
[0.894. 0.900]. Hence, if a required consistency is
0.9 and AT < 5.52, a global checkpoint {¢;, c;
is consistent. In addition, it AT < 5.90, {ci,¢;
might be consistent. This depends on which pic-
tures are lost due to difference of transmission delay
for Reg messages. Therefore, even if p; and p; are
not completely synchronized, we can achieve QoS
based consistent global checkpoint.

7 Concluding Remarks

This paper proposes novel consistency of global
checkpoints in multimedia network systems. Un-
like the conventional consistency, it allows for pro-
cesses to take local cheekpoints during communica-
tion events and to lose a part of a message in the
recovery. In addition, we show a checkpoint proto-
col based on the proposed cousistency. The evalu-
ation shows that the consistency and the protocol
works well in the system transmitting an MPEG-2
data. In our futurc work, by introducing a trade-
off between consistency and recovery time, we will
design a QoS based checkpoint protacol in a multi-
media communication network.
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