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An XML-Based Security Information Web-Service

Akihito Nakamura Satoru Tomura
National Institute of Advanced Industrial Science and Technology (AIST)

For incresing the security of information systems, an intelligence gathering, an a priori determination of
the system’s current status, and keeping the system in a hardened state should be required. However, it is
extremely difficult to complete these tasks and accurate solutions because of the huge amount of information
to be published and great variety of the system components. It is expected to develop and deploy management
systems that helps intelligence gathering and analysis, and maintenance of the information systems security.

To meet the need of security management, we provide a Web-service in which security-related infomation is
published in computer-comprehensive XML format and exchanged by using SOAP. That enables us to realize an
automatic intelligence gathering, advanced search and statistical analysis, and cooperation among applications
and the security management process can be supported.

In this paper, we firstly discuss the requirements of a Web-service to provide security-related information.
Then, we present an implementation of the Web-service using a vulnerability database. Also, message authen-
tication and sender authentication methods, which are based on the XML digital signature specification, are

discussed.
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<SOAP-ENV:Envelope xmlns:SOAP-ENV="...">
<SOAP-ENV :Body>
<nsl:getEntry xmlns:nsi="urn:icat">
<cvelD xsi:type="xsd:string">
CVE-2002-0005</cveID>
</nsi:getEntry>
</SOAP-ENV:Body>
</S0AP-ENV:Envelope>
(1) AY 2 N getEntry OER.

<SOAP-ENV:Envelope xmlns:SOAP-ENV="...">
<SOAP-ENV:Body>
<ns1:getEntryResponse xmlns:nsl="urn:icat">
<return xsi:type="ns1:ICATEntry">
<cvelD xsi:type="xsd:string">
CVE-2002-0005</cvelD>
<publishDate xsi:type="xsd:dateTime">
2002-01-30T15:00:00.000Z</publishDate>
<attackerRequirements
xsi:type="nsl:AttackerRequirements">
<remoteLaunch xsi:type="xsd:boolean">
true</remoteLaunch>
<localLaunch xsi:type="xsd:boolean">
false</localLaunch>
<resourceAccess xsi:type="xsd:boolean">
false</resourceAccess>
</attackerRequirements>
</return>
</ns1:getEntryResponse>
</SOAP-ENV:Body>
</SOAP-ENV :Envelope>

<Signature
xmlns="http://www.v3.0org/2000/09/xmldsig#">
<SignedInfo>

<SignatureMethod Algorithm=
“http://vwww.w3.org/2000/09/xmldsigi#tdsa-shal">

</SignatureMethod>
<Reference URI="#Res0">...</Reference>

</SignedInfo>
<SignatureValue>Mha. . .xYw==</SignatureValue>
<KeyInfo> ... </KeyInfo>
<dsig:0bject xmlns=""
xmlns:dsig="..." Id="Res0">

<ICATEntry>

<cveID>CVE-2002-0005</cveID>
<publishDate>2002-01-30</publishDate>

</ICATEntry>
</dsig:0bject>
</Signature>

(2) *Y v K getEntry DLE
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