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A group including a larger number of processes implies larger computation and communication overheads 
to manipulate and transmit messages. 1n this pa.per) we discuss a group which is composed of subgroups of 
processes to reduce the overheads. Each subgroup h紛 agateway process which communicates with the other 
gateway processes. We propose a protocol to causally deliver messages to processes in a group by using a 
vector of message sequence nllmbers whose size is the number of subgroups， smaller than number of process白.
We evaluat目ethe protocol. 

2階層グループのためのグループ通信プロトコル

田口幸次郎榎戸智也滝沢誠
東京電機大学理工学部

分散システムでは複数のプロセスがグループを構成し、メッセージの送受信により協調動作を行う。このよう
なグループ内のフロセス開通信を実現するグループ通信プロトコルの多くは、ベクタ時刻という論理時間を用
いて因果順序に基づいてメッセージの順序付けを行っている。しかし、ベクタ時刻はグループ内のプロセス数
の要素を持つベクトルを、メッセージに付加する。そのため、多くのフロセスから構成されているグループで
は、計算と通信の負荷が問題となる。そこで本論文では、グループを 2階層のグループとし、グループ内のプ
ロセスに因果順序に基づいてメッセージの配送を行うための方式の提案および、評価を行っている。

1 Introd uction 

A group of multiple processes is coopel'ating to 
achieve some objecもivesin distributed applications 
like teleconferences. In these applicatiolls， huge 
number of processes are cooperaもing，w hich are dis-
tributed in not only local area but also wide area. A 
lαrge-scαle group is a group which includes hundreds 
of processes. Each commullication channel between 
processes may noもsupportssame Quality of Service 
(QoS). A wide-αrea group is a group where processes 
elre distributed in wide-area networks like the Inter-
I附.Tacl地awaand Takizawa [9，10] disCl附 protocols
fol' wide-area gl'OUpS which adopt fully distributed 
control and destination retransmission. 

A group communIcation protocol supports a group 
of η(> 1) processes with causally / totally ordered 
delivery of messages [1，6]. ln order to support the 
ordered delivel'Y of messages， a 附 torclock [1， 6] 
includingηelements is used assuming t.hat under-
lying networks are reliable. Here， a heacler length 
of messages is O( n) for numbern of processes in 
the group. O(η2) computation and communICation 
overheads are imp1ied. Even if a group of tens pro-
cesses can be realized bγtraditional group protocols， 
it is difficult， maybe impossible to support a group of 
hundreds of processes due to large computation and 
communication overheads. 1n order t.o reduce the 
overheads! hier，αrchicαl groups are disc附 ed[3，11]. 

Papers [2，3] discuss how to multicast messages in tree 
routings but do not discuss ordered delivery of mes-
sages. T;北amuraand Takizawa [11] discuss how t.o 
support the causally ordered delivery in a hierarchi-
cal group by using the vector clock but the the vector 
size is the total number of processes. In this paper， 
a group is composed of subgroups each of which in-
cludes processes in a local area. Subgroups are inter-
connected by the Intel'uet. We discuss a two-lαyered 
gro叩 (TG)protocol for a large-scale and wide-area 
group of processes. :rvlessages are ordered by using a 
type of vector clock whose size is the number of sub-
groups， smaller than the total number of processes. 
Furthermore， we assume underlying networks are less 
reliable， i.e. message may be lost and delivered out 
of order. The TG protocol supports the causally 01'-
dered delivery of messages while detecting and recov-
el'ing from mes8age l08s. 

In section 2， we present a system model. In sec-
tion 3， we discuss the causally ordered delivery in a 
two-layered group. 1n section 4， we discuss the TG 
protocol. In section 5， we evaluate the TG protocol 
in terms of delay time. 

2 System Model 
2.1 Groups 

A gro'lLp of multiple processes is cooperating in 01'-
der to achieve some objectives in a distributed sys-

-81-



tem. In the one-to・onecommullication and multicast 
communication [2]， each message is T'eliαbly deli vered 
to one or more than one process. On the other hand， 
multiple processes日rstestablish a group in the group 
communication. Then， a proc回ssends a message 
to multiple processes while receiving messag田 from
multiple processes in the group. Here， a message ml 
ca'!lsally precedes another message m2 (rnl→ m2) iff 
a sending event of ml hαppens befo陀 [5]a sending 
eventof m2 [11. A process is required to deliver a 

message ml before 'm2 if ml→ m2・

Due to the computation and communication over-
heads O(n2) for number 11. of processes in a group， it 
is difficult to support a larger group withもhegroup 
communication service. In order to reduce the over-
heads， a group G is composed of disjoillted subgroups 
Gi， .• .， Gk. Each subgroup G1 is composed of pro-
c.esses and a 9αtewαy proce鉛 PiO・Ifa process Pi in a 
subgroup Gi sends a message m to destination pro-
cesses in another subgroup Gj (j =1 i)， Pi first sends 
.m to a gateway process PiO in G j • Then， pw for-
wards m to a gateway process PjO of the destination 
subgroup GJ・Thegateway process PjO delivers m to 
the destination proce部esin Gj・Sucha group as G 
is referred to as two・layered[Figure 1]. A group is 
βαt i町everypair of proce部esin the group directly 
exchange messages. For example， processes in a sub-
group are interconnected in a. local area network. A 
pair of gateway processes are interconnected in the 
Internet. 

It is signific:ant to discuss which process coordi-
nates communication among proce問問 ma group. 
In a centralized way [3，41， there is one controller in 
a group. Every process fil'st sends a message to the 
controller and then the controller delivers the mes-
sage to all the destination processes in the group. 
The delivery order of messages is decided by the COIl-
troller. Thus， t.he messages easily can be totally or-
dered. In a distributed way， there is no centralized 
controller. Every process directly sends messages to 
the dest.ination processes and directly receives mes-
sages from processes in a. group. Each proc邸smakes 
a decision on delivery order and at.omic receipt of 
messages by itself， e.g. by using the vector clock [6]. 
181S [1) takes a decentralized way where every des-
tination process sends a receipt confirmation to the 
sender of a message in a reliable underlying network. 
Takizawa et αl. [7，8， 10)もakea fully dist7'ibuted ap-

Figure 1: Two-Iayered group. 

proach where every destination proc回ssends a re-
ceipt confirmation to not only the sender but also all 
the other destinations in less-reliable networks. 

2.2 Confirmation vector 

For a group G 01' n (> 1) processes Pl，. ..， Pn: a 
vector V is in a form (V1， • • • ，九)[6). Every proce鎚
Pi has a vector V = (Vl， • • .， Vn) where each element 
巧 isinitially 0 (j = 1ト..，n). Each time a pro-
cess Pi sends a message m， vi is incremented by cme. 
Then， the message 'm c~rries the vector V (m.V) 
of the sender process Pt. On receipt 01' a message 
1n from anothel' process，九:=max(九，m.凡)(k = 
1， • • .， n， k i= i) in a process. Here， for a pair of 
vectors A = (A1，..・，Aη)and B (Bl，...，Bn)， 
A ~ B iff Aj三Bj(j = 1，...， n). A message ml 
causally precedes another message m2 (ml→ mz) iff 
1111.V ~ m2.V. ml is causally concurrent with 'Tn2 
(ml 11 m2) iff neither m}→ m2 nor 'm2→ ml. 

The c∞on白rn川mationvector RSQ of m陀es路sagesequence 
m川umbersis llsed to detect message loss in proto-
C∞ols [7，8司lト.A sequence n川 mberseq i泊sin舵ncr陀reI剖I問I
by one in a proc伐es邸sp仇ieach time Pi sends a messa.ge. 
The process P'i has a variable rsqj which sho¥Vs a 
sequence number seq of message which Pl expects 
to receive next from a process Pj (j 1， . . . ， n). 
Each message m carries the confirmation m.RSQ( = 
(-m.rsq} ，・・・，m.rsqn)). On receipt 01' a message m 
frorn a process 71)， a process Piαccepts m if rsqj = 
m.seq and then 7'Sqj := rsqj + 1. The confirmations 
m.rsql， ・・・，1n.T'sqn are stored in a matrix ACK as 
ACI<jk := m.rsqk(k = 1，...， n). A message m re-
ceived from a proce邸内 ispre-αcknowledged in a pro-

ce回 Piif m .. seq < min(ACI<lj，・・・，ACI<nJ)'i.e. Pi 
knows that evel'y other process has accepted m. If ev-
ery message is destined t.o all the proce邸es，ml → m2 
i仔'm}.RSQく m2.RSQ[81. 

A process Pt call deliver a PI・e-acknowledgedmes-
sage m if every message causally precedingm is 
delivered and Pi receives from every proce鉛 a
pr・e-acknowledgedmessage causally preceded by m. 
Here， the message m is acknowledged in a proce部
[Ji・ Theprocess Pi is sure that the message m is 
PI・e-acknowledgedin every process， i.e. every pro-
cess knows that every other process accepts 'm. 

On receipt of a message m from a process Pj 1 if 
rS(jj < m.seq， the process Pi finds a message gap， i.e. 
Pi loses a message 'm' from Pj where rsqj三m'.seq< 
m..seq. Next， suppose a proce路 Pksends a message 
m 1 to a pair of proce邸esPi and Pj but Pi fails to 
receive ml. After receiving m}， Pj sends a message 
'm2 to Pi where m2・rsqk= ml.seq + 1. The process 
Pi receiv回 m2where rsqkく m2・rsqk and finds that 
Pi has not received ml from Pk. Thus， Pi finds loss 
of a message m from another process Pk on receip 
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Figure 2:・Two-layeredgroup (TG). 

3 Causally Ordered Delivery in Two-
layered Group 
A も帥、m附、
ple subgro刀OllpSGl，...， Gk (伏k>lり).Each subgroup Gi 
inc1udes processes Pil，・・・lPil.(Li > 1) and one gate-
way process PiO. Processes and messages transmitted 
in a subgroup are referred to as local. A mαin s1l，b-
group is composed of gat.eway processes PI0，. . . ，PkO 
where globαl messαges are exchanged. If a local mes-
sage rn is destined to a proce路 inanother subgroup， 
'm is an outgoing local message. An outgoing 10-
cal message 'm sent in a subgroup Gz is changed 

to a global message 1¥1. Then， t.he global message 
1¥11 is transmitted in a main subgroup and then is 
changed to a local massage mj in a destination sub-

group Gj. Here， m and 'mj are source and destinα-
tion local messages of a glo bal message 1¥1， sl (1¥11) 
and dlj{1'v1)， respectively. A capital character like 
lvl shows a global message for a local me部age'm. 
Let dlj (-m) denote a destination local messag伊 ofa 
source local message rn in Gj. Let sl(rn) be a source 
local message of a destination local message m. Let 
g( m) denote a global message of a loca.l message m. 
A notation“!Vft→G Jvh" shows that a global mes-
sage 1'vft causally precedes 1¥Ih in a main subgroup 
of G， i.e. among t.he gateway processes. A nota-
tion “ml→im・2"indicates that a local message ml 
cal1sally precedes m2 in Gi・
[Definition] A local message m L Cαωαlly precedes 
another local message m2 (rrt1→ m2) iff sl(mt)→t 
Sl(rn2)， dli(mt)→i Sl(rn2)， or m}→ m3→ m2 for 
some local message m3・口

[Theorem 1] g(mI)→G g(m2) if ml→'m2・ロ
Suppose a group G illcludes a pair of subgroups 
Gi and Gj whose gateway proce回esa.re PiO and PjO， 
respectively. A process Pis in Gi sends a local mes-
sage ml to Pjt in Gj. The process Pjt sends a local 
message m2 before receiving a destination local mes-
sage m~ (= dl j (m 1 )) and a local message m3 after 
receiving 叫 asshown in Figure 2. Since PjO sends 
1¥ih to PiO after receiving M1， Nh→G 1v12・How-
ever， rnl 11 m2・“1vh→GM2" if“m}→ m2" from 
Theorem 1. Hmvever，“ml→ m2" does not neces-
sarily hold even if l¥t1}→G lVf2・Wehave to discuss a 
mechanism for not ordering a pair of global messages 
lVh(= g(md) and A12(= g(1n2)) un)ess“m}→ m2" 

holds. 

4 TG Protocol 
We discuss a broαdcαst two-layercd group (B-TG) G 
where proce関essend messages to all the processes. 
We assume that networks are less reliable， i.e. mes-
sages may be lost due to communication fault like 
congestion and unexpected delay. ¥Ve discuss a basic 
data transmission procedure to causally order mes-
sages in a two-layered group (TG) G. Each local 
message m includes tollowing fields: 

m.seq = local sequence number. 

m.sg = source subgroup Gi・
m.sp = source process m m.sg・

m.rsq = vector {rsqo， rsq}， •• .， rsqlJ. 
m.RSQ = vector [RSQl， ...， RSQk}. 
m.d.αtα= data. 

Each global message A1 includesゐllowingfields: 

M.GSQ = globaJ sequence number. 

M.SG = sender subgl'oup. 

Al.SP = source process in lVl.SG. 

N1.RSQ = vector [RSQl，・・・，RSQk}.
Al.D AT A = data. 

Each local process Pij in Gi has tollowing variables: 

seq = local sequence number. 

rsq = (rsqO， rsq}， • • .， rsql;). 
RSQ = [RSQl， ...， RSQk]. 
αck = li x li matrix. 

Each gateway process ]JiO has fol1owing variables: 

GSQ = global sequence number. 

ACK = k x k matrix. 

GSQ， seq， and each element in vectors RSQ and 
rsq are initially 1 in every process. 

First， a local process Pis in Gi sends a source local 
message m as follows: 

m.sp := Pis' rn.sg := Gi. 

m.seq := seq. seq:= seq + 1. m.Tsqs:= seq. 
m.rsqu := rsqu. (u = 0， 1， •• .， li， 'U =1= .~). 
RSQi := RSQi + 1. m.RSQ:= RSQ. 

Then， the gateway process PiO receives the outgoing 
local message m from Pis in G i. Here， variables are 
maniplllated in PiO槌 follows:

rsqs := TSqs + 1. 
αcksu := m.rsqu (u = 0， 1， • ..， li)' 

Then， PiO sends all the gateway processes a global 
message l¥tl(= g(m)) which is created from m as削.
lows: 

N1.SG := m.sg・ 1v1.SP:= m.sp. 

lY1.GSQ := GSQ. GSQ:= GSQ + 1. 
iλ1¥11 

J¥;J.RSQiじ:=GSQ. 1¥I1.DAT A := 'm.d，αtα. 

Next， a. gateway process PjO in a sllbgroup Gj re-
ceives a global message 1V1 from Gz. Here， va.riables 
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Figure 3: Communication among subgroups G 1 and G2・

a.re ma.nipulat.ed in the gateway process PjO as fol-
lows: 

RSQi := RSQi + 1. 
AC Kih := lvI.RSQh (h = 1ぃ・.1 k). 

PjO sellds all the processes in G j a destination local 
message rnj(= dl(J¥1)) created from A1 as follows: 

mj・sp:= AI.SP. 1nj・8g:= IvI.SG. 

mj.seq := seq. seq:= seq十1. mj・rsqo:= seq. 

mJ・7'sqa:=γsqu (u = 1ぃ・けら).

mj .RSQ := AI.RSQ. mj・datα.-九1.DATA.

A local pl'Ocess Pjt. receives m.j frorn Pjo: 

rsqo := rsqo + 1. 
αckOtt := mj.rsqu (-u = 0， 1， ・・・，ら).

RSQh := max(RSQh， m-j.RSQh) (h 
1， ...， k). 

If Pit receives a local message m from Pis in a same 
subgroup Gi， variables are manipulated in Pit as fol-
lows: 

7・sqs:= rsqs + 1. 
αcksu := m.rsqu (u= 0， 1， • . . 1 li)' 
RSQh := max(RSQh， m.RSQh) (h 
1，・・・，k). 

[Ordering rule 1] A local message ml precedes an-
other local message m'2 in a subgroup Gi (ml =>i m2) 
if ml ・7・sq< m2・rsqand ml.RSQ < mφRSQ.ロ
[Theorem 2] If a local mellsage ml ca凶 allyprecedes 
another local message m2 (ml→ m2)， ml preced回

間 2in a subgroup Gi (ml =>i m2) by the ordering 
rule 1.ロ
Global messages are causally ordered in a gateway 
pl'ocess according to a followIng orderillg rule: 

[Ordering rule 2] A global message JVh p7'ecedes 
another global message lVf2 in a main subgroup 
(Jt，11キ GlvJ2) if Al1.RSQく 1¥12.RSQ.口
[Theorem 3] If a global message !vh cal悶，llyp陀
cede邸sanother global message 1¥ら i泊na main subgroup 
(付A11→GA12ρ)， !1，I!t =キ〉切G1¥1:げfら2b句ytl山heordering n叩'ule2.口
Even if a global message Aft causally precedes 
another global message JVJ2 in a main subgroup 
(A11→G AI2)，“1n1→ m2:1 does not necessarily hold 
for local messages ml and rn2 of 1vh and 1112， re-
spectively. Suppose a gateway process PiO receives 
outgoing local messages ml and m2 from local pro-

cesses Pil and pn in a subgroup Gゎrespecもively.The 
gateway proce回 PiOcreates global messages jvft and 
1Vh fl'om ml and m2， respectively. pw sends M1 be-
fore 1112 if .m1 causally precedes m2・Here，suppose 
・mland m2 are causally concurrent (ml lIi m2). 1n 
the TG protocol， each time the gateway process PiO 
sends a global message 1¥1， l¥t/.RSQi := GSQ and 
GSQ := GSQ + 1. If PiO receives ml before m2， 
.~11.RSQ く JVI2 .RSQ， i.e. 1¥ti} precedes lvh・Thus，
for a pair of local messag回 mland m2 sen七inasame 
subgroup， g(m.) may precede g(m2) even if.ml 11 m2・
[Theorem 4] If'ml causally precedes 'm2 (ml→ m2) 
and ml・o5gi= m2.sg， a global message g(m，t) precedes 
another global message g( m2) by the ordering rules. 

。。
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Figure 4: Data transmission. 

口

[Example] Figure 3ぬowsa gro叩 G composed 
of two subgroups G1 and G2 where PlO and P20 
be gateway processes. First， a process Pll in G 1 
sends a source local messageαto all the processes 
in G1. Here，α.seq 1，α.rsq (1， 2， 1)， and 
α.RSQ = [2，1]. The local messageαis sent to the 
gateway process PlO. The gateway process PIO cre-
ates a global message A from α. Here， A.GSQ = 1 
and A.RSQ = [2， 1]. The gateway process PlO sends 
A with A.RSQ = [2， 1] to all the ga.teway processes 
in the main subgroup. 

RSQ in a gateway process P20 is changed to [2， 1]. 
P20 sends a destination loca.l messageα2 of A to all 
the processes in the subgroup G2・ Onreceipt of 
the destination local messageα2， RSQ is changed 
to [2， 2] in a pair of local processes P21 and P22 of 
G2・
The local process P21 sends a source local message b 
with b.seq = 1， b.rsq = (1， 2， 1): and b.RSQ = [1， 2] 
before receiving the destination local message α2・
The gateway process P20 sends a. global message B 
created from b after receiving A. According to the 
traditional definition， A → B since P20 sends B 
after receiving A. However， since the local mes-
sage b is sent beforeα2 is received by P21， a pa.ir 
of global messages A and B must be causally con-
current. A.RSQ [2， 1] while B.RSQ = [1，2]. 
α11 b1・α.TSq= (1， 2， 1) andα.RSQ = [2， 1] while 
b.rsq = (2， 2， 1) and b.RSQ = [1， 2]. According to 
the ordering rules， neither A and B norαand b1 are 
ordered. From Theorem 4， a global message C pre-
cedes D even if local messages c and d are causally 
concurrent in G2 because c and d are sent in a same 
subgroup.ロ
1n each subgroup Gi，七hevectors of message se-
quence numbers are used to causally order messages 
and detect message loss. First， a local process Pis 
sends a message m in Gi {Figure 4J. After receipt of 
'm， another local process sends a message with confir-

mation of rn. A gat.eway process pw forwards a global 
message ll:J (= g( m)) to other gateway processes. 011 
receipt of 1VI， a gateway process PjO sends a local 
messa.ge mj (= dl J (A-f) ). On receipt of mj， every 10-
cal process Pjt sends a message with confirmation of 
mj. lf mj is pre-acknowledged in PjO， PjO sends a. 
global message N with confirmation of 1¥11. If l¥!1 is 
pr・e-acknowledgeclin PkO， PkO sends a local message 
nk with confirmation of m. On receipt of the local 
message n恥 mis pre-ac~nowledged in eveη， process 
of Gk. In each local process， messages are ordered 
according to the ordering rule 1 by the vectors r'sq 
and RSQ as discussed in the preceding section. H a 
proce部 losesa message m in a subgroup， one process 
which accepts a message m forwards m to a process 
which fails to receive m. 

5 Evaluation 
There are following parameters to evaluate the pro-
tocols: 

n = number of processes in a group G. 

k = number of subgroups. 
li = number of local processes in each subgroup 
Gi. 

dF = delay time in a flat group. 

dT = delay time in a two-layered group. 
1n the TG protocol， the size 01" RSQ is k (< n) 
and t.he size of T sq is li (く n)in a subgroup Gi. 
The overhead of each local process in a subgroup Gi 
is O((li十 k)li). The overhead for communication 
among gateway proce回esis O(k2) for number k of 
subgroups. The overhead of a gateway process in a 
subgroup Gi is O((li + k)li + k2). 
It takes three rounds to deliver messages in the two-
layered group while it takes one round in the flat 
group. The delay time dr in the two-Iayered group 
is compared with dF in the flat group. In the evalua-
tion， the delay time means dur叫 ionfrom time when 
a. process creates a message until time when a11 the 
processes receive and process the message in a group. 

111 a flat group， we consider a pair of processes 
which are run on a sa.me processor [Figure 5]. In 
a t、;vo-layeredgroup (TG) composed of k subgroups 
G1 ぃ・・，Gk，we consider four processes which are run 

tlme 
~filiii : time to process a message. 

Figure 5: Delay time in 日atgroup. 
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!!ililii : time to process a message. 

Figure 6: Delay time in two-layered group. 
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Figure 7: Oelay time in one-to-one network. 

on a same processor IFigure6J. Here， we assume that 
every sllbgroup includes same numher 1 of locaI pro-
cesses a.nd k =ゾ石.The minimum overhead of a. 
gateway process is obtained for k =ゾ五.
First白~ su ppose a process sends a message to ea.ch 
destination process. That is， a process sends n mes-
sages in a ftat group. A local proc回ssends l local 
messages a.nd a. gateway process sends k globa.l mes-
sages in a two-layered group. Figure 7 shmvs the de-

lay time for llumber n of processes in a group. The 
two-Iayered group implies shorter delay time than 
the日atgroup. 
Next， suppose a process broadc樹脂 amessage in 
each subgroup. That is， each Iocal process de1ivers 
each message to all the local processes including a 
gateway by one transmission. Figure 8 shows the 
delay time for number n of processes in a group. If 
n三900，the two-layered group implies shorter delay 
time than the日atgroup. 

6 Concluding Remarks 
¥Ve discussed the twcトlayeredgroup (TG) protocol 
for large-scale group of processes. In the TG pro-
tocol， ea.ch message carries a vector whose size is 
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Figure 8: Delay time in broadcast network. 

smaller than the total number n of processes. We 
evaluated the TG protocol in terms of delay time 
compared wit.h traditionalftat group. We showed 
that t.he TG protocol implies shorter delay time than 
the flat group. 
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