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Many applications in a smart phone include information collectors that send global IDs, i.e., device ID and SIM serial number, to
service servers. In case of an advertisesment module, the global 1Ds are used for management keys of web-view history, which
track a user interests. The information collectors in the applications are difficult to share the third party cookies managed by the
web browser.

In this research, we propose the sharing mechanisms for a universally unique identifier (UUID) using a shred memory
implemented in the smart phone. It achieves both the right to be forgotten and removing the threats of ID aggregations. The
service servers generate UUID and encrypt it with a variable parameter, which is sent to the application. In addition, deletion and
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suspension mechanisms for the UUID managements are implemented in the information collector.
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Table 1 Investigation results of information sending by
application or information collector.
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Step-1-(required)—.

o
You-must-set-your-application to-allow the-following-permissions:~
"

<uses-permission-android: n ="ancroidd. permission. VIBRATE "/ =+
<uses-permission-android:n: "android. permission. INTERNET™/ =+
<uses-permission-android: names"android. psrmission. READ_PHONE STATE'- />4
<uses-permission-android: name="android. permission. RECEIVE BUOT COMPLETER": /¢
<uses-permission-android:names"android. permission. ACCESS NETWORK STATE ™/ »+
<uses-permission-android: nawe="android. pernission. ACCESS WIFL STATE™ />¢
<uses-permission:android:name="ardroid. permission. ACCESS COARSE LOCATION"/ >«

+

Step- 1a-(optional)---

o

Include-the-following - permission(s)-to-take-advantage of future planned-releases-
Notifier and/or increa se-potential- publisher revenue-sharele

sndroidiname="2 /1l v O I permission. READ CONTACTS e
"

<uses-permission-android: nawe="android, permission. ACCESS FINE LOCATION™/ x>+

"

o
Step-2-—-

o

Add-the-following-code to:Android XML~

M2 77 VICHERINETY = — L a2 aA T FIEDH]
Figure 2 Example of implementation procedure for
information collector in smart phone application.
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Figure 3 Targeting advertisement scheme for web browser
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Figure 4 Sharing mechanism of UUID and opt-out flag using
shared memory.
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Figure 5 Implementation of opt-out manager.
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Figure 7 Encrypted UUID sharing mechanism.
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Figure 8 Sharing mechanism of opt-out flag using encrypted
shared folder.
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