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SPIT Callers Detection
with Unsupervised Random Forests Classifier
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Abstract: As VoIP(Voice over IP) grows rapidly, it is expected to prevail tremendous unsolicited advertise-
ment calls, referred to SPIT(SPam over Internet Telephony). SPIT detection is more difficult to execute than
email SPAM detection since the callee or SPIT detection system does not tell whether it is SPIT or legitimate
call until he/she actually takes a call. Recently, many SPIT detection techniques are proposed by finding
outliers of call patterns. However, most of these techniques suffer from setting a threshold to distinguish that
the caller is legitimate or not and this could cause high false negative rate or low true positive rate. It is
because these techniques analyse call pattern by a single feature e.g. call frequency or average call duration.
In this paper, we propose a multi-feature call pattern analysis with unsupervised Random Forests classifier,
which is one of the excellent classification algorithms. By introducing unsupervised Random Forests, we cal-
culate the proximity among users to be classified and detect several types of SPIT callers without a training
data. We also propose two features that exploit the fact that a victim differs every call and few people call
back to its SPIT caller. We show the effectiveness of Random Forests based classification without supervised
training data and which features contribute to classification.
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AR, M2 RReERR TR T & 2 1P &6 (VoIP : Voice
over IP) KX LIROH T 5, L THEIER TR ST
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over Internet Telephony) ® HEADFIEHA I 11T 3 [1].
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Fig. 1 Each feature of legitimate callers and SPIT callers cal-
culated from 7 days call data.
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H5. K48 TEERHT L EFA—DBT7ry LT
W5 M4 kD, OTROIEHEICW L THA5FERTT-
TR VKEREFEFREHIE () AL - (F6)
ElEoED EXAIENT 0B, FEFEERAT ) RRETHRE
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ZRTHEETHE. Thbb, Gini REDBAEIKE W
B, BICEB L Cwb vz, BHEEL L TARSLIENT
5. M6 &b, NEHEDIEL 251227, ST property
DEBEFEIFEFTL TS, A IaL—va Vit
WTHE L7 5 ADOFEFERICL D, HRREFEREH & 1M
2 —H[D ST property DAEDMEE > TW572DTH 5,
ZD—H47T, WT property, BDR ¥ & ' IOR DEHLIX
WML TW3 I b s, ZIUIRRFEH IZEILEIC
R 2 HFRZERT 2 L IHIRED D, o DR
BOSRHIRREF L HET A I KRT 5. —J, 8T
biEfINTwaED, ERI—YI3dh 2 BEHE L~
YL OB EITHMEAICH B7:0, EHLI—FD ST
property, BDR & & T8 IOR DOl iZ KRR EFLFHAEH & L
LTCELZo2TwE I Ebh s, I, K7ITRT,
IAEHARTIZ N 3% BDR 8 L O IOR D& L5 1k-> & D &
b, LIORLIED, A T2l —yavitEwTl,
RREBEILOFAE /D S M & DI & Dd#EEE LR
Fx210%ELTw5, M7XD, BDRELUFIOR DV
L ThH, W fT-oBabiTba g b fEIcE
BHEVELT, WEHENELS BBIcoN0T, EHlL—
WERBEFHREEVEIN LT BB L2b2 5, K
2, Me»odbbh2dED, BDR LD b IOR OHHMMEN
TR ETH D Z DS, 21U BDR & IOR DHfiE
MX, 20— IMMEBEOREHKEEZITINTHD,
fF 26 DERFBORELEZE L1720 TH 5.

5. f&m

AR TlE, #filiZe L Random Forests # 225 Z & 1Z
IO EHROFRBELHBIE L L RXEHEREHEAI 21T 5
HRERREL 7. ZHi7: L Random Forests 2 AT, &%
Y—NZHAT 22— VOSSR EEY? S FELEZ AN L,
PAM 7 A8 ) vy TRFAWTZENGLE 2DD Y 7 AL
BT 2L CEAOL—Y ERKBHEAREEZ DT 3.
kD, fEEEERINTLRLS EBORSEEH
WELIZEWTE, BRETAHIV VY FBIUOEE T AV M2
Ao AREFEAEE TN T2 I LML k5. £/
R L L CHi7212 2 20 BDR B X U IOR Z_E L 72,
BDR & & U IOR 3 KEBFHEAEE I BEROUE L OB
iz T T 2 REHEMZEE L T D, Ldi>T, &*
REAREH VGG E L 2 RERICHREZITI LV
RETIE, EREBFREZED NS OREIZ 01250 < .
REEFAEEN NS DR EEZMT S 2101, HAHE
BOFHLT Ho v s 2 E2 08B H 20, TrUdBEMD
REL, BENTHRELZ %2R LT, %7 Reality Mining
F—Fty B IOAOWICAER L 72 RREEHEZ D@
T — 8 ZAWTARST DT EBE, SRBEORERE L
ST L7z, YEBRETICEWT, MW7 — 7 OIEM
236 HO®LAIZ TP F 90%% LK O FP 0%, 14 HOY;
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AT TP % 96%, FP 3 0%DMEREZR S, FBREL
72 2 D DOFHHE BDR & & ' IOR IZINEIARI A3 2 5 12,
SEICEERMEREZ 52BN, ERO0BICEL,
IOR 1& BDR & Wl L Tk W ENZLFETH S Z L &2m
L7.

BEE AWM, TRHIFE BHEITYE (C)23560465
HAEEX 277 Fhy 72y b7 =2 50% @
BIEIC & D iThbhi, BIRESILICHEHT 2.
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