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Fig. 4 Encryption & Decryption Modules

Algorithm 1 Encryption Procedure

1: Receive the name of stream from a client.

2: Send ack to the client.

3: Search schema of the stream from metadata DB. (regis-
tered in advance)

: for i = 0 to the number of attributes do

Make DET cipher.

if the type of attribute; is integer then
Make OPE & HOM ciphers.

end if

Insert cipher(s) to a buffer.

10: end for

11: Send ciphers in the buffer to SPE.

12: Receive ack from SPE.

Algorithm 2 Decryption Procedure

1: Receive the query name from SPE.

2: Send ack to SPE.

3: Search schema of the result tuple from metadata DB. (reg-
istered in advance)

: Receive result tuples from SPE.

: for i = 0 to the number of attributes do

if encryption type of attribute; is DET. then
Decrypt a cipher using DET algorithm.

else if encryption type of attribute; is OPE. then

© % > T &

Decrypt a cipher using OPE algorithm.

10:  else if encryption type of attribute; is HOM. then
11: Decrypt a cipher using HOM algorithm.

12:  end if

13:  Insert a plain value to a buffer.

14: end for

15: Send data in the buffer to client.

16: Receive ack from client.
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SELECT a.id

FROM (SELECT id, SUM(val) as s
FROM sensor[1 min]) as a

WHERE a.s > 500
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Fig. 6 An Example of Queries that are not able to Run on the

Proposal Technique
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Table 1 Required Ciphers for Operators

Operator Type DET | OPE | HOM

Equality-selection X

O-selection X

s Projection

Equality-join X

0-join X

Summation
Count
Minimum

Maximum

¥ Group by X
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Algorithm 3 Estimating Duration of Renewing
Encryption-key

1: Receive a continuous query from a client;

2: Translate the query to a plan tree;

3: Merge it to other plan trees when possible;

4: Create all of paths which show routes from root to leaves
in the plan tree;

5: Duration < 0;

6: for all path; € paths do

7. TotalSize <+ 0;

8 for p < root node of path;; p # leaf node; p < p’s child

node do
9: if p is a stateful operator then
10: TotalSize + TotalSize + Size of synopsis of the op-
erator;
11: end if

12: end for
13:  if TotalSize > Duration then

14: Duration < TotalSize;
15:  end if
16: end for
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(K1) EHLWE (Ko) @ 2 OB 5Lt % VTS
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UL, WEbEEOERICET S Encryption module DFf
HaAxAMRORSPEDAEVHEHEEZIMRA DI ENTED
EEZEZLND.

BATHIRORE I Z RS 57201008, st L& 72 503K
DOEFRNINLEL 25, WFLRTFOETDAT— K7L
IR =2 DY ) T AT A ARERIEIC L > THRES I
T e x, BITHHEORES (4 —t) OR/IMEZ AFED
57207 N3 Y X A% Algorithm 3 127”7

Algorithm 3 Ti¥, x5 & 72 DLBROETD/ SRR}
LTy YA A XOEFEFEAL, ZORKEEZRD
TV, ZOTNIY ZNZL>THRLN DI, LA
WA ENT B FAL S T VHPLERAR D B H D £ TIN5
BROKZRLIEbDTHY, TRDLATHICilh~7=5
Hamlzd 2 LD TE 25 NORFRE 2%,

LU G, BIRLZRBEL VIXLLTD 3 A5ZE L
TR,

o IBIERMBRITAE D & T IVEIAE DIRIE

e % Encryption module }2 " SPE O KfEf DR 7%=
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o V) TUAYA XN TN TIRIE SN HE
BRI OIFHERK £ Y 2 — L ORI OEEIC LY
R4l to LARMZAERR S TelF 5 b 2 7 A3 BATHIR %2 SPE
IZEBIZE L7234, SPEIZZI NGO Eb 7% iH 4
LIZOELWI Z UREREBL Z N TE RV, Fe, ¥
)TV AP A ZARRHIE T2 2 7NV BTRES N T
BAE, ZINANRY ) S APICEET D A RAED 5
TENTERWEOMURBITHMO RS 0 2175 2 &
DTERV. ZIDDORIZEET H729I121E, Algorithm
3L - THANC AL DN BATHIE A RE L 7= IRF iz,
SPE RNEITHDOUIARF DL L ) TV AEFEN TN DHE
TOX T NVEMEGRB L, WLl to LN AEK S i 5k 2 7
DTS TGS ITBATHIM O T2 — ST+ 5
KON LT L I D,

5.3 REFEDEA
AFaTHA PRET DS LEEHFIREZEAT 5720

1Z1%, Encryption module (2B W T S{L ¥ 7 V& ERLT

LN DDA R A BINT 2 NERSH D, Fz,

SPE IZH W\ T OB T O %@ & Yok 2 M ZAH

H5.

5.3.1 EEBIEZ TILADHFmiEHRDEM

Encryption module {Z8BW TR L& 7 V& AR T D B,

UTFIERT 30DBEREMINTHMNERHDL EEZEZDND.

EncTime
Encryption module {23\ THi 5L & 7 VDR S 11
TR 2R3, Rk 2 7R, BT E7-3%
DOHIED EDHBIAEL NI ZFHINT D T DIT e EE
L.

TupleID
Encryption module IZ A J) SN2 ELF TV EIZ
== REEAEKT D, BITHR I 1 SOV H
TNDD 2ODMEFLE T (RXT) BERINDT
B, FXETNURE—THoT=Z & &M 572012
TuplelD 2B L 72 5.

KeyID
B2 TN DOBEFLIZH W bV S g 23 5 7z
HOfE. SPE Th 2 = Y A & O Decryption module
THEZEITOBRCBE LS.

5.3.2 BIFEETFOYE

BIREEF
BPUERE 7 ClE— IS, St ofA I BRI e i
FTIRENTWS, BEBLA U —AF —F S X T
LZEWTE, FLICRE SN TV S EIEFRSETH
720, BOEFIA - TZOELBPICAEE TE 5
LT HERDHD.

WeEET
FEEEHE AT MRS, REROLEDIZH AL BF
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Algorithm 4 De-duplication Operator
1: OID « ¢; {OID denotes a set of TupleID that have been
outputted;}

2: while the query is running do

3 Receive an encrypted tuple from previous operator;
4:  if TupleID € OID then
5 OID < OID — Tuplel D;
6: Discarding the tuple;
7. else

8 OID <+ OID NTuplelD;
9 Outputting the tuple;

10:  end if
11: end while

7oz & E RN, BEEDKLEITRWEEZ X6
ns.

EWNEET
EREETIE, v/ TR 2BEOBETES
BAL Y ZIVHNRIE L TOWZBAICIE LWERZITH &
EMTERN., 22T, VvV TVARICEENDE L
2 7NV KeylD OB DT THEAZITAH L 51
TOHMENRD L. Fi, EEIZHW IR S{LY 7V
UTFD3OOHEARICL > THTERHERHS. (1) ¥
J T RNZWEA to AR A S LTz 5 b & 77 v i3
GENTOBEAE, HVRFS g (K) Z AV
FALENTZ TN DR L THAEZITS. (2) ¥/
TYRZEENDETOE TIVBEL tg IEIZ AR
INTVDIEEIE, Vg (K) ZHW TS
fbanic & 7 e LS b (Ky) 2 AW TS
LENTZZTNOENETIUCK L THAEEZITY. Lo
T, HWhans27 Vb8 K L8t Ko DFNZENT
WafbInizboL2sn. (3) BITHIM®%E (R4 ¢ LA
) 138 LKk (Ky) AW CHFB{bani=#
TNDIHIH L TEREEIT .

5.3.3 EfEEMEETOEA

IHE TR~ K 91T, BATHIMFIZ Encryption module

AN SN Z i gt (Ky) Sl (Ky)

DF S THERALEITV, 2 SO E{LZ A DT 3 SPE

~EFEEIND. FOD, 7)) OMBEFERE LT, X7

12725 TV 5 2 OO 5L 2 VBl & b H S bH]

BEMENREZOND. 2D 2 ODREELZ F DT AN

341 % Decryption module ~FE &5 Z & IEE RO

REIZENR D120, ALIEARD IR Tl E A

EITOMENRSD. F 2 CTHax OIRETFIE CILEE R

RYZ2ERTDHZEICLY, WEAOH N TEEZY 7LD

HIBRZ1T 5. EEERHEE 707 /L3 U X L% Algorithm

41T,
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REA
EncTime TuplelD KeyID id_DET val_HOM
1350871980 10 1 DETK1(1) HOMK1(300)
1350871980 10 2 DETK2(1) HOMK2(300)
RILB
EncTime TuplelD KeylD1 KeylD2 id_DET1 val_HOM1 id_DET2 val_HOM2
1350871980 10 1 2 DETK1(1) HOMk1(300) DETK2(1) HOMK2(300)

9 WE{by 7L ORH
Fig. 9 Two Types of Representation of an Encryption Tuple

5.4 BTHMTORSEs TILRESEICET &R

ATEN E ClOR LTcFox OFRRTIETIE, BATHR T
WL s T 1 DITR LTSk Z 7V 2 D& £ L SPE
~EE L7z, REICIE, Zhicftbh a2 BT8R ors =1k
ZTINRBEFEE LT, 0 (K) TSI hfie
LW (Ky) THE LS fE%E 1 SOrE Sk s 7 v
WCEEDTERBTHZILEEZS. HifiE TORETIET
RLTERBUGE (FRBLA LIRS EARHITE 2 2 KBUTIE
(BB LIES) Ol AER 91TR7.

#El B TI¥, Encryption module 73 SPE I[Z#FT 5 ¥
TNDOEEBITFHICKRE A O 25 L85, L BT
HIELIAMT 1 20O % AW T B b&21T 5 728, K
S DEHRITZEDRIET SPEICRIEENL 2 LD, F
T2EBBL A IZBWTART EIEATWZ 2 20X 7 /LV3ERH B
TIEFIZ 1 SOX T A TERIEEIND 720, TuplelD (FAE
LB, EEEREE IO EHRE T TEEH X
HIEMTEDEEZDLND.

T2 XM BB EOR] S & R EIZONT, 5% OIED
P CHBRHEZI T TVETZNEEZ TS,

6. FLHESERDERE

Toxid, BEMEEBEELEZA N — LT — X MEOEH
ZHIE LT, BE{bA bY — 27 — X0z >0
THIREIT> TN D, AFETIEHTIZ, BB A MY —A
T EROF T ) OFRITEEDDZ LR, @
RINHG L% T T DD ORI OV TIREE(T-
7o, o, R bF TN ORBIEELE LTRELA L RELB
O2HEEAREREL, TNENOFRE R KON TiERR
1T-o7-.

SHOMEE LT, B LEEHFEI OV TI LR
FrEt & RIS 21TV 2V, F 72, GPU X FPGA # AW
THEBAL R O 5 % &id b3 5 FIEIC O W TRFHEZ T
720,

BEE O AWFICRCRIE, RNZATBOE IS WOm1E D ST A
(NICT) OZFewse x>y bV —2 222 5% > b
U — 7 ARABAC IR AN ORFFEBR A |, B OB R R 2 A
7R (C) (#24500106) OBIFKIZ L Vo7 b DT,
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