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Abstract We propose an authentication method for personal identification using a smart-phone
utilizing a personal identification public key certificate issued to IC-card. Token-issuer issues and
manages a token for a smart-phone from a public key certificate in IC-card. Token is issued by
similar way as PKI based signature-chain mechanism. Self-signature by smart-phone is used for
challenge to IC-card to guarantee that a token is issued to an owner's smart-phone from an
owner's IC-card. This makes it possible to realize safe token-issue from an IC-card to a
smart-phone without installing a public key of CA for smart-phones to IC-card in advance. PKI
based challenge-response also avoids replay attack with used token. We made security
verification based on CC authentication defining threat and presumption for the system in the
case of adopting our method to smart-phones with Android OS.
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