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Abstract In this paper we investigate DNS traffic from long-term malware sandbox analysis to
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derive signatures to detect infected hosts from traffic at cache DNS server. In order to decide
what characteristics we should focus in order to detect malware infected hosts, we observed DNS
traffic of malware samples executed in the sandbox in various settings such as monitoring the
same sample for days and months, monitoring the same sample executed in several independent
sandboxes at the same time, and monitoring the same sample for tens of times for a short period.
As a result, we noticed many characteristic DNS traffic that can be used as a signature to detect
infected hosts such as: (1) a fixed set of domains that are resolved by the same sample every
several hours for months (2) a fixed set of domains that the same malware always resolves in
every instance of its execution (3) very frequent and constant queries to resolve domains of spam

mail targets (4) queries for open relay mail servers, and (5) very frequent and constant name

resolution failure.
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