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A Proposal for Repairing Anonymous Path with Preventing
Path Infomation Leakage by Colluding Nodes
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Abstract Anonymous communication systems use many relay nodes and multiple encryptions.
If a replay node leaves an anonymous path, a relaying anonymous message is lost. There are
related researches that a backup node repairs the broken path. However the predecessor node of
the leaving node on the anonymous path can choose the backup node in these researches. If the
predecessor node is malicious, it can choose a collusion node as the backup node. We propose a
node failure resilient method that the sender node only chooses the backup node. This method
can prevent the malicious node from choosing the collusion node as the backup node. We think
this method can improve anonymity of the anonymous communication system.
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for : =1 to 160 do

for j =2"1t02°—1 do

repeat
t = (random mod 2¢=1) + 2i~1

until ¢ is not already assigned
NodelD bit_order_reverse(t)//assign
ID

end for

end for
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2.2.3 Node ID Allocator
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