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Abstract Recently, a crafty cyber attack becomes common. The intruded malware has set
up communication path to the external C&C server. The number of the incident by such
a malware, Remote Access Trojan (RAT), has increased. However, it is difficult to
1dentify such a communication. Because, RAT speaks with crafty manner, so the proxy
would not record the information to specify such a communication. There is a problem to
misunderstand the business communication as the malware communication. In this
paper, we propose the detection technique for solving such a false negative. Our method
1dentifies the communicated application by analyzing network captured data at the edge
of network. By paying attention to the feature of the communication session, we can pick
a malicious message up where the business messages exist together.
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