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Abstract There are two main types of attacks which manipulate network communication by
using a compromised router: subverting the network control plane, and subverting the network
data plane. The attacker of the latter type can not only send any types of packets, but also
drop arbitrary packets. This malicious packet loss can selectively drop packets which may
lead to a severe threat compared to the amount of packet losses. Mizrak et al. proposed a
detection method of this attack in a network with congestive legitimate packet losses, but its
comprehensive evaluation has not been done yet. This paper examines the detection performance

of their methods against some of its parameters.
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