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Abstract The periodical electricity usage information measured by a smart meter is necessary
to be protected by encryption technology because it contains customer privacy. So it is thought
out a privacy protection scheme using additive homomorphic encryption. In the smart grid,
when the electricity consumption is too high, it is repressed by controlling customer appliances
in advance decided range. However, in case the electricity supply cannot catch up with the
consumption, additional reducing method is required. In this paper, we propose the electricity
reducing protocol, which is reduced by presenting the fixed reducing rate. And the supplier
serves for the customers if they achieve the rate. In order to realize the protocol, they need to
compare the encrypted data using homomorphic encryption property.
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