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Abstract Ordered multisignature scheme is a signature scheme to guarantee both validity of
an electronic document and its signing order. Although the security of most of such schemes
has been proven in the random oracle model, the difficulty of implementation of the random
oracle implies that the security should be proven without random oracles, i.e. in the standard
model. A straightforward way to construct such schemes in the standard model is to apply
an aggregate signature scheme by Ahn et al. and an aggregate signature scheme by Lu et al.,
both of which are based on CDH problem, but these schemes are inefficient in the sense that its
computational cost of pairing computation and the size of public keys depend upon the length
of (a hash value of) the message. Therefore, in this paper, we propose a CDH-based ordered
multisignature scheme whose computational cost for pairing computation and the size of public
key are independent of the length of (a hash value of) the message. We also point out a bug of
the scheme by Boldyreva et al., and analyze the security of our scheme under a moderate attack
model along with fixing the bug.

1 Introduction tures generated by all the associated signers.
A multisignature scheme is called ordered mul-
1.1 Background tisignature scheme [6] if each signer signs in

turn and a verifier verifies both validity of the
message and its signing order. According to [3]
one may imagine that an ordered multisigna-
ture scheme can be simply constructed from
aggregate signature scheme [4]. Particularly,

Multisignature is a digital signature gener-
ated by multiple signers on an electronic docu-
ment [8], and the data size of a multisignature
is designed to be smaller than that of a triv-
ial signature consisting of all individual signa-
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each signer sets concatenation of his/her docu-
ment and his/her position in the signing group
as a message and signs it. We call such an ap-
proach simple ordered multisignature scheme.
However, to the best of our knowledge, the se-
curity of simple ordered multisignature schemes
has never been proven while such a construc-
tion seems to be secure. Currently, many or-
dered multisignature schemes including simple
ordered multisignature schemes are proposed.

Although the security of the most ordered
multisignature schemes have been proven in
the random oracle model [2], Canetti et al.
showed a negative result [5] that there exist
signature and encryption schemes, which are
secure in the random oracle model but become
insecure by an implementation of the random
oracles. This result implies that the security
should be proven without random oracles, and
such a model is called standard model.

In this approach, Ahn et al. [1] and Lu et al.
[11] have respectively proposed aggregate sig-
nature schemes based on CDH problem, and
we can also construct simple ordered multisig-
nature schemes in the standard model by ap-
plying these schemes. They have a problem of
the efficiency; both the pairing computation in
the scheme by Ahn et al. and the size of the
public key in the scheme by Lu et al. increase
linearly in the length of the message. (Strictly
speaking, in the length of a hashed value of
the message because messages are hashed be-
fore signing. Hereafter, it is simply called the
length of the message). Additionally, the secu-
rity of simple ordered multisignature schemes
may be unclear as described above.

As described in section 1.2, according to Bol-
dyreva et al. [3] one of major applications of
ordered multisignature scheme is the improve-
ment of secure-BGP [10], and its main problem
is the limitation of computational power and
memories of routers. Thus, in this paper we
propose a CDH based ordered multisignature
scheme in the standard model, whose pairing
computation and the public key size are in-
dependent of the length of the message, and
rigorously analyze the security in comparison
to the simple ordered multisignature schemes.
We also point out a bug in [3], and revise an
attack model. This paper is a revised version
of the paper [16] proposed in SCIS 2011, and
we fix a bug of the security proof.

1.2 Application

One of main applications of ordered mul-
tisignature scheme is the improvement of S-
BGP (secure-border gateway protocol), which
is a border-gateway-protocol[12]. S-BGP en-
forces autonomous systems (ASes) to authen-
ticate paths and to send data packet via the
authenticated paths. Boldyreva et al.[3] pro-
posed that ASes can sign the data packets by
utilizing ordered multisignature scheme, and
this function is called data plane security in
contrast to the traditional S-BGP. Egress routers
of each AS sign the data packets, and the ingress
routers of the next AS verify the validity. This
application is different from the traditional S-
BGP in the sense that each AS router authen-
ticates the data packets instead of paths. Un-
fortunately, the size of signatures for the pack-
ets becomes larger than that of the signatures
for the paths.

Namely, the data size of S-BGP with the
scheme by Lu et al., including the public keys,
may become a few giga bytes, and this traf-
fic is much heavy. In addition, S-BGP with
the scheme by Ahn et al. may cause a long
delay because the number of pairing computa-
tion in the verification depends on the message
length. Thus, achieving data plane security by
utilizing the existing schemes may be imprac-
tical. Since the computational cost and the
size of public key in our proposed scheme are
fixed with respect to the length of the message,
we expect that the scheme can be applied to
a scheme achieving the data plane security.

2 Preliminaries
2.1 Notations

First, we introduce notations used in this
paper. Let the number of signers be n. For
simplicity, we denote by ID; the i-th signer if
the notation does not cause any confusion. We
also denote by V a verifier, by m a message to
be signed, by m; the i-th bit of the message m,
by o; a signature generated by a signer ID;,
by pk; his/her public key, by sk; his/her secret
key and by a || b a concatenation of elements a
and b, where the concatenation can be easily
divided into original elements a and b. We
define ; := IDy || --- || ID; as the signing
order from the first signer I Dy to i-th signer
ID; and denote by |1;| the number of signers

in 1/)1
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2.2 Pairings

Let G and Gp be groups. Then, we define
bilinear maps and bilinear groups as follows:

Definition 1 (bilinear maps). A bilinear map
e : G xG — Gr is a map such that the follow-
ing conditions hold: G and Gr are groups of
the same prime order p; g is a generator of G;
(Bilinearity) For all u,v € G and a,b € Zj,
e(u®,v’) = e(u,v)®; (Non-degeneracy) For
any generator g € G, e(g,9) # lg,, lg, is
an identity element over Gr; (Computable)

There is an efficient algorithm to compute e(u, v)

for any u,v € G.

In this paper, we say that G is a bilinear
group if all the conditions hold, and assume
that discrete logarithm problem (DLP) in bi-
linear groups is hard. We call such a parame-
ter (p, G, Gr, e) pairing parameter.

2.3 Security Assumption

Computational Diffie-Hellman (CDH) assump-

tion is defined as follows.

Definition 2 (CDH problem). We define the
computational Diffie-Hellman (CDH) problem
in bilinear groups with a security parameter
1% as the problem of, for a given (g,g“,gb) €
G with uniformly random a,b € Z, as input,
computing ¢*°, where p is a prime order of G.

Definition 3 ((¢, €)-CDH assumption). We say
the (t,¢e)-CDH assumption holds in G if and
only if there is no probabilistic polynomial-
time algorithm that can solve the CDH prob-
lem in G with probability greater than e with
the execution time £.

2.4 Related Work

Among all the existing schemes, including
aggregate signature schemes, the schemes in
the standard model are proposed in [1, 7, 11,
13, 14]. Unfortunately among them, it seems
that the security proof in [7] is wrong. Hence,
the secure schemes are only in [1, 11, 13, 14].

To achieve the higher security, the scheme should

be based on more general problem such as CDH
problem. Among them, CDH-based schemes
are only in [1, 11]. However, the scheme in
[1] has the problem for the computational cost
and the scheme in [11] has the problem about
the storage of the public keys.

3 Ordered Multisignature

In this section, we explain a general con-
struction of ordered multisignature scheme, the
bug in [3], the security and a main idea.

3.1 General Construction

Ordered multisignature scheme consists of
the following algorithms.

Setup: Given security parameter 1%, gener-
ate a public parameter para.

Key Generation: Given para and signer’s
ID information ID;, generate a secret key sk;
and its corresponding public key pk;.

Signing: Given a secret key sk;, a pub-
lic key pk;, a message m, a multisignature o’
by the previous signer and the signing order
¥i—1, generate a signature o. Finally, set ¢; =
Yi—1 || ID; and then output the signature o
on m in ;.

Verification: Given m, o, v, and {pk;}7" ,,
output accept or reject.

3.2 Bug of the Scheme in [3]

The signature equation in [3] can be written
as S = H(m)>i=1% (H;-:l T;Vj)r for any 1,
and the whole signature is given as a tuple of
(S,R = ¢"), where secret key of i-th signer
is a; and public key of him/her is (7;,V;).
In their proof, signers are allowed to attend
in multiple positions for one signature gen-
eration, e.g. Alice||Bobl/Alice is allowed as
a signing order. However, such multiple ap-
pearance of signers induces the following at-
tack. In the case of 13 =Alice|Bob|Alice,
the signature equation for 3 becomes S =
H(m)?@er (TAV2T2V,)", where q, is a se-
cret key of Alice and «y is that of Bob. Then,
Bob who is a malicious signer can forge a sig-
nature for another signing order 1)y =Bob||Alice
as follows: He/She compute S%H(m)% (R)%b,
where vy, is his/her own secret key correspond-
ing to V4. This value is equal to H(m)* T
X (TblVZ,T 3Va)T, which is accepted on m in .
This is the bug in [3].

The above attack indicates signers should
not attend multiple positions in the scheme by
Boldyreva et al. Likewise, we restrict signing
queries in this model in order to avoid that
the same signer attend at multiple times for
one signature generation. Actually, some ap-
plications such as S-BGP are performed under
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such restriction. S-BGP is designed in a way
such that a process loop does not occur and
the same router never signs again.

3.3 Security Model

There exists an adversary A and a chal-
lenger C in this model. C has a certified-key list
L to register users and their own secret keys
and public keys, and A can know all the keys
in £ except for the target signer’s one given by
C. The advantage of A can be obtained with
the probability that C outputs accept in the
following game. Hereafter, we denote by z(®
a value of i-th query for all .

Initial Phase: The challenger C generates
a public parameter para by Setup and a pair
of challenge key, (sk*,pk*), of a target signer
I1D* by Key Generation. Then, C initializes
L = 0, and runs A with para, and pk* as
input.

Certification Query: A sends any ID;,
and then C generates sk; and its corresponding
public key pk; by Key Generation(/D;) as
ID;’s key. Then, he/she provides (sk;, pk;) to
A and registers pk; in L.

Signing Query: For all 7, A generates a

signing query (m(h),a/(h),ID*,w&)l) as h-th
query for the target signer I D*, where the fol-
lowing conditions hold for the query and for

all h: Verification algorithm outputs accept;
%@1 does not include I D*; For all ID;, ID;
in %@1 is included in £; Each ID; does not

appear more than once in ¢Z(E)1, |¢Z(E)1| < n.

Given (m™, o' " 1D*, @Z)Z@l) by A, C runs Sign-

ing (skzi,pk‘i,m(h),Ul(h),wi(h)), and obtains o
and zpy) = 1/1?_)1 | ID*. Finally, C returns o)
on m in %(j)'

Output: After iterations of the steps de-

scribed above, A outputs a forgery (m*, o*, 7).

Here, let the target signer be i*-th signer in
¥y, and the following conditions hold for the
forgery: Verification(m, o, ¥y, {pk;}?_,) out-
puts accept; m* ¢ {mM}¥ Vs ¢ {%(h) )
holds, where v} is extracted from 1 as a
signer structure from 1st signer to the tar-
get signer and 1. includes exactly one hon-
est signer; 1y, includes I.D*; For all 1D;, ID;
in ¢, is included in £ except for ID*; Each
ID; does not appear more than once in ;.
If all conditions hold, then C outputs accept.
Otherwise, C outputs reject.

Note: We should discuss (m*,¢}) ¢ {(m",

¢§h)) %= | as a natural security requirement.
However, to the best of our knowledge, there
is no scheme achieving the requirement in the
standard model, and constructing such a scheme
is an open problem. In this paper, we discuss
m* ¢ {(mMye vy ¢ (o)} . Even
such a moderate model is not discussed in the
standard model signature schemes [1, 11]. Th-
rough a discussion under this model, we prove
that a proposed scheme guarantees that the
validity of messages signed by an honest signer
and his/her positions in the signing order.

We do not also consider switching among
malicious signers. Suppose malicious signers
ID; and I D3 colludes against an honest singer
IDy. ID; and ID3 may be able to compute
some signature o on m in ¢ = (IDy || I1D2) ||
IDj3 after obtaining o’ on m in other signing
order ¢' = (IDs3 || ID2) || ID;. To the best of
our knowledge, there is no DLP-based scheme
preventing such a forgery of the signing or-
der and constructing such a scheme remains
an open problem.

Definition 4. We say that an adversary A
breaks an ordered multisignature scheme with
(t,qc,qs,l,m,€) if and only if a challenger C
outputs accept, in the security game described
above, with the probability greater than e within
the execution time ¢. Here, A can generate at
most q. certification queries and at most ¢
signing queries, ! is an upper bound on the
length of the message output by A, and n is
an upper bound on the number of signers in-
cluded in the forgery.

3.4 Our Approach

We construct a signature equation of an or-

dered multisignature scheme as S = [[;_, g%
T

X (u’ H;‘:l u;nj) (R)Zi=17:+v% - Ag a main mod-
ification, we add new secret keys ¢; and v;,
which are used by Boldyreva et al. [3], with
an index representing signer’s position ¢ and
the random number R as the third term, while
the main formation in the scheme by Lu et
al. [11] is kept. Hence, by classifying the fol-
lowing cases, the security of both the message
and the signing order in our scheme can be
proven: (case 1) m* ¢ {mW}?¥_; (case 2)

m* e (mMY Ay ¢ (BN As de-

scribed in section 4.2, (u/ Hé’:l u?j)r(R)Z?:l it
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can be written as (gF (™))" (g")Zi=(titvi) by
embedding polynomials F'(m). Here, we can
embed a challenge of the CDH problem either
n (u Hé‘:1 us”) ‘(case 1: the technique by Lu
et al. [11]) or T}V; (case 2: the technique by
Boldyreva et al.), where T; and V; are public
keys corresponding to t; and v;. Particularly,
for case 2, we set a secret key v; such that
T!V; = g¥ for any i, and by using this setting
we can remove the random number from the
A’s output when A forges the signing order. In
paper [16], we set a secret key (t;,v;) such that
T!V; = 1 for some i, and hence the simulation
is stopped with non-negligible probability and
the adversary can detect a difference with the
original game. In addition, one can also use
the technique by Lu et al. which breaks the
Waters signature scheme when A forges the
message (case 1).

4 Proposed Scheme

We assume that a trusted center to generate
a public parameter exists. A message m in this
scheme will be dealt as a bit-string of the form
{0, 1} for all 1.

4.1 Construction of the Scheme

The scheme consists of the following algo-
rithms.

Setup: The trusted center generates a pair-
ing parameter (p,G,Gr,e) described in sec-
tion 2.2. Then, the center generates random
generators g € G and [+1 generators v/, uy, - - -,
u; € G. Finally, the center publishes the pa-
rameters (p,G,Gr,e,g,u’,uy, -+ ,u;) as pub-
lic parameter.

Key Generation: Given (p,G,Gr, e, g,/
Uy, -, uy), asigner I D; chooses random num-
bers «;, t;, v; < Z ,and sets A; = e(g,9)*,T; =
g'i and V; = g¥i. His/Her secret key sk‘Z is
(v, ti,v;) and the public key pk; is (4;,T;, V;).

Signing: Given m, a multisignature ¢’ by
the previous signer and ;_1, I D; parses m as
a bit-string (myq,--- ,my) € {0,1} and the sig-
nature ¢’ as (S, R’). First, ID; verifies that
the received signature o’ is a valid signature
on m in ;—1 by using verification algorithm
for n = i’ where ¢/ = i — 1. If the verification
algorithm outputs reject, ID; aborts the pro-
cess. If ID; is the first signer in the signing
group, then he/she sets (S’,R’) = (1,1) and
Hl L TJ = 1, and skips the verification step
descrlbed above. Otherwise, ID; generates a

random number r; < Z; and computes S =

5 g (W Ty )" R (I 79v;) "
and R = R'-g". Finally, ID; sets 1; = 1;_1 ||
ID;, then sends m, o = (S, R) and v; to the
next signer.

Verification Given m, o, ¢, and {pk;}! ; a
verifier V parses m as a bit-string (mq, -+ ,my
€ {0,1} and o as (S,R). V extracts each
signer’s public key (A;,T;,V;) from {pk;},
and verifies that Z(.S’g) :

e(R,u/ Hé‘=1 U J)'G(Rﬂ?’:l TZV;)
L [1i-, A; holds. If not, V outputs reject.
Otherwise, V' outputs accept.

4.2 Security Analysis

We prove the following theorem holds. The
proof is similar as the Theorem 1 in [11] and
the Theorem 3.3 in [3].

Theorem 5. The proposed ordered multisig-
nature scheme is (¢, ¢, ¢s, [, n, €)-secure if and
only if (tcpm,ecpm)- CDH assumption holds,

where €CCDH = W and tC’DH =

t+ O(q.) + O(ngs) + V. Here, ¥ is depending
on the number of signers n and the length of
the message [.

Proof. We describe a proof sketch. We con-
struct an algorithm B, given a challenge of the
CDH problem, to solve the CDH problem. We
assume that an adversary A who breaks the
proposed scheme with (¢, ¢, gs,l,n,€) exists.
From the definition of the forgery, without the
loss of generality, the output by A can be Clas—
sified as follows: (case 1): m* ¢ {m(}?
(case 2): m* € {mM}f, Ayt ¢ {w}:
For case 1, B generates a challenge in the Wa-
ters signature scheme by using the challenge
in the problem and then generates a challenge
in the proposed scheme from the Waters chal-
lenge. On the other hand, for case 2, he/she
directly generates a challenge in the proposed
scheme from the CDH challenge without gen-
erating the Waters challenge. Then B runs A
with the challenge in either case. We also an-
alyze the probabilities and the execution time
that B successes to solve the problem, (¢,t')
for case 1 and (¢’,t") for case 2. Then, we
compute the whole probability ecpy and the
whole computational time topg.

In this proof, We assume that there exists
exactly one signer whose secret key A does not
know, and we call the signer a target ID*. B

,1§
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has a certified-key list £ and we denote by 2%
a value of j-th query for all z.

case 1: We construct an algorithm B which
breaks the Waters signature scheme using A.
This step is almost same as the proof in [11].

Lemma 6. The proposed scheme is (¢, qc, gs, [,
n, €)-secure if and only if the Waters signature
scheme is (tw, qw,, ew) where gy, is the num-
ber of queries to the Waters signature scheme
and qs = qw., ew = €, and ty =t + O(q.) +
O(ngs) + ¥y, where ¥y is the computational
times for the final steps and is depending on
the number of signers n.

Proof. B can access an oracle for the Waters
signature scheme, Oy, and interacts with A
for case 1 as follows:

Initial Phase: Given a public parameter
g,u' ut, -+, u, p, G,Gr, e and a challenge key
A, as a challenge of the Waters signature, B
generates random numbers t*,v* < Z, and
then sets T* = ¢gt*,V* = ¢¥",A* = Ay as a
target signer’s public key. Here, let its corre-
sponding secret key be ayp. Then, B runs A
with (paG7 GT,G,g,U/,U,l,"' ,'LLl,A*,T*,V*).

Certification Query: This step is almost
same in [11].

Signing Query: This step is almost same
n [11], but the following condition holds in
the given query: Each ID; does not appear

more than once in wg)l. Ffter obtaining a
signature from Oy, he/she computes S = S’
x (R!)25=1 71+ -gz;;l % and sets (S, R = R')
as a ordered multisignature. This computa-
tion uses the re-randomization technique sim-
ilarly with the paper [11].

Output: Also this step is almost same as
the paper in [11], except that the following
condition holds: Each ID; does not appear
more than once in ). After A outputs a
forgery o* = (S*, R*), B can extract a forgery
oy = (Syy, Ryy) of the Waters signature from
the A’s output. Let the target signer be i*-
th signer in ¢7.. Then, B can output oy, as
the Waters signature scheme by setting Sy}, =

S* * *
m — and R, = R*.
gzjzw#i* (R 20 Gtj+vg) w

Finally, we evaluate the success probability
eww and an execution time ty of B. Intu-
itively, this proof method is almost same as
the method in [11] and there is no new event
in which B aborts the simulation. Therefore,
ew = € and qw, = ¢s hold. Similarly, the exe-
cution time is ty =t + O(q.) + O(ngs) + V1,

where ¥y is the computational time for the fi-

nal step and this value depends on the number

of signers n. O
Here, We note following theorem [15].

Theorem 7. The Waters signature scheme
is (t,q, €)-secure if and only if (#,¢')-CDH as-
sumption holds, where ¢ = m and t' = t.

Proof (Sketch). The proof is given in [15]. [

This theorem implies that, when the pro-
posed scheme is broken, we can construct an
algorithm to solve the CDH problem with (¢’,¢'),
where ¢ = and t' = t 4+ O(q.) +
O(ngs) + V5.

case 2: Next, we prove the security for case
2. This proof is based on the proof in [3].

e
16(1+1)gs

Lemma 8. The proposed ordered multisig-
nature scheme is (¢, ¢, qs, [, n, €)-secure if and
only if (¢”,€”)-CDH assumption holds, where
e = -7y and t" =t+0(qc) + O(ngs) + Y.
Here, ¥y is the computational times for the
final steps, and is depending on the number of

signers n and the length of the message I.

Proof. In order to solve the CDH problem, 5
interacts with A as follows:

Initial Phase: Given a challenge value (g, g%,
gb) for CDH problem and a pairing parameter
(p,G, Gr,e), B sets L = (), and generates [-
length vectors x; < Zé and 2/ < Z,. For
a message m, we define polynomials F'(m) =
'+ 2221 x;m;, where m; corresponds to i-th
bit in m. B also sets v/ = ¢* and u; = g%
as each generator for public parameter, i.e.
(v’ Hé’:l u;nj ) = g™ Finally, B generates
random numbers k* < [1,n], t*,v* - Z,, and
then sets T* = (¢!, V* = (¢%)~""* ¢ and
A* = e(g% g*). This means that B sets implic-
itly values including ab as the target signer’s
secret key. Then, B runs A with (p, G, Gr, e, g,
Wiy, uy, AN T V).

Certification Query: This step is almost
same in [3].

Signing Query: This step is almost same
in [3], but the following conditions holds: Each

ID; does not appear more than once in @Z)Z@l.
He/She generates a random number r + Z,

and computes S = (gb)__t(iik*) ((ga)it’f (g2)~tF
gV )" - (R/)F(m<h>)+2;;§(jtj+uj) g2§;11 % and

R = ¢"(¢")"7G*) as a ordered multisigna-
ture. This computation uses the re-randomiza-
tion technique similarly in [3].
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Output: A outputs a forgery o* = (S*, R*)
on a message m* in * and let the target
signer be i*-th signer in ¢. This step is al-
most same in [3], but the following condition
holds for this forgery; Each ID; does not ap-
pear more than once in 9], where v is ex-
tracted from 4. If i* = k*, B can solve the
CDH problem since the forgery can be written
as §* = g [T\  nipir 9% (97%)" and R* = g",
where X = F(m) + 377, 5z (3t + v5) + 0™
Then, B computes g% = ( S

RO)X [T g 977
Let i" be the position of the target signer
for h-th query, and then the success probabil-
ity of Bis €’ = ePlr[(/\?S:1 i0) £ E*)Ai* = k)]
=€ (1 — % .1 Here, we analyze (1 — %)qs %
similarly as the proof in [3]. Then, ¢/ > € -
m holds. The B’s execution time t' is

t" =t+0(q.) + O(ngs) + Vo, where Uy means
the computational time for the final step and
this value is depending on the number of sign-
ers n and the length of the message I. O

Analysis of Whole Probability: In order
to success for each case, B needs that either
one of the following events occurs: B chooses
case 1 and A’ s output is for case 1; B chooses
case 2 and A’ s output is for case 2. Here, let
the probability that B chooses case 1 be § and
the probability that A’s output is for case 1
be a. From the lemma 6, the theorem 7 and
the lemma 8, ecpy :a-ﬁ-m+(l—
@) (1= )55 - € holds. In order to be a com-
plete proof, we analysis values of o and 5. Let
F(a, B) denote a- B~ +(1—a)-(1-8) 7 -
where a = 16(1+1)gs and b = e(gs — 1) as con-

stants shortly. and then, its derived function

with respect to a is computed as w =

B- <+ (—=1)(1—pB)3. The function has an ex-
tremum at 8 = _%5. Therefore, when B sets
B = aL-s-b’ the probability can be obtained as
€ECDH = 160“)(1;6(%71). The computational
time tcpy can be obtained as the larger value
for t' and ¢. Therefore, tcpy = max{t',t"} =

t" =t+ O(qc) + O(ngs) + ¥ holds. O

5 Evaluation of the Scheme

We compare the performance of the pro-
posed scheme with simple ordered multisig-
nature schemes, given by aggregate signature
schemes, in the standard model [1, 11] with re-
spect to the signing cost, the verification cost,
the signature size, the public key size and the

type of the scheme. Here, we note that a mul-
tiplication between the pairing computation,
i.e. a multiplication over Gy, is higher than a
multiplication over G.

As shown table. 1, in compared with [1, 11],
the signature size of the proposed scheme is the
same as them, and the number of the pairing
computation in the verification cost and the
size of the public keys are independent of the
length of the message. Although our proposed
scheme has the linear computational cost for
the multiplication of the pairing with respect
to the number of signers, generally speaking
the number of signers is much fewer than the
number of bits in the message. For instance,
according to Kanaoka et al. [9] a distance be-
tween two routers on the Internet can be cov-
erall for 20 hops. In other words, we consider
that in S-BGP the number of signers, that are
routers, is at most 20. This value is obviously
smaller than the parameter size.

Therefore, our proposed scheme is the most
practical for an implementation on several de-
vices such as router which processes many pack-
ets with a small amount of memory.

6 Conclusion

In this paper, we proposed an ordered mul-
tisignature scheme which is a signature scheme
verifying both the validity of the message and
the signing order. Most of the existing ordered
multisignature schemes adopt the random or-
acle model to analyze the security. We also
pointed out a bug in [3] and revised the se-
curity model toward being moderate. To the
best of our knowledge, our scheme is the first
CDH-based scheme achieving all the following
conditions: the rigorous security analysis in
the standard model under the moderate attack
model, the fixed number of pairing computa-
tion and the fixed size public key with respect
to the length of the message. Here, we note
that the security without the switching in the
standard model is proven, and proving the se-
curity with the switching described in section
3.3 is still an open problem. Therefore, we
consider that we will discuss an ordered mul-
tisignature scheme secure against the switch-
ing and also a scheme not requiring the mod-
erate attack model in a future. We also plan to
extend the our proposed scheme for aggregate
signature scheme and to implement the data-
plane security with the proposed scheme.
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Table 1: Evaluation of the Proposed Scheme

Related Signing Cost Verification Time Signature Public Type of

Work for i-th Signer for n Signers Size Key Scheme

Ahnetalll] | EQ+)+EQB) | B+)P+B+1)MP 2L(p) L(p) Simple

+E(2)+ E(1) +2FE(n) + E(3) + nR Ordered

Luet al.[11] | E((i + 1)l +1) 2P +nMP 2L(p) (l+2)L(p) | Simple

+5+ 1R nl+71 Ordered

Our Scheme | E((i+ 1)l +2) 3P+ (1+n)MP 2L(p) 3L(p) Ordered
15+ IR+ (21) | +E@n)+ E(n+1)+1T

We denote by [ the message length, by P the computational cost of bilinear map, by MP the multipli-
cation cost between bilinear map, i.e. the multiplication over G, and by E(n) := (§ + 1)L(p) — 1 the
required number of modulo-p multiplication for computing gi* - - - g%~ with g; € Z,, and a; € Zg, where
L(p) denotes the binary length of p. We denote by R the ratio of the computational cost of multiplication
in Z; to that of multiplication modulo p in [}, and by Z the computational cost for inversion in Fp. For

the type of the scheme, Simple Ordered means simple ordered multisignature scheme and Ordered means

truly ordered multisignature scheme which is not simple one.
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