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Abstract Many people are equipped with wireless devices which interact with each other
through Wi-Fi or Bluetooth connection, as typified by smartphones, audio players or hands-
free headsets. In these wireless connections, by specifications, these devices exchange their
unique MAC addresses in the clear; these addresses can be observed without difficulty by third
parties. This raises concerns that users’ location privacy may be disclosed by gathering these
MAC addresses correlate with other information: time, location, etc. In this paper, we show
the actual result of gathering MAC addresses and discuss effective method for mitigation or

avoidance of this privacy risk.
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