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Abstract In wireless sensor networks, attackers can compromise sensor nodes and then
inject false data reports of bogus events using the compromised nodes. To overcome such
attacks called false data injection attack, the statistical en-route filtering scheme can
probabilistically filter out false reports en-route. In our previous studies, we proposed an
immunity-based approach, where each node assigns credibility to its neighboring nodes,
to achieve earlier detection of false reports. In this paper, simulation result in more
practical environment showed that our scheme outperformed the original one, but .it had
a problem that the performance of our scheme declines.
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