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Abstract In the current Web services using ID-based Authentications, service providers can
create user’s profile via user’s ID. This may cause serious privacy problem. On the other hand,
lots of service providers want to obtain user’s attributes instead of user ID. To solve this problem,
an anonymous attribute authentication system was proposed. In this paper, we implemented
that system on Android devices, which is work in cooperation with Web services. From the
experiments on a real tablet device, the authentication time is 1 second, and does not depend
on the number of attributes. Thus, we confirm that our system is safficiently practical.

1 0000 000000000000000000000
0000000000000000000000
00000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
0[1)000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000

WebOUOOOOOOOOOOOoOoOOoooOO
gbooooogoboooobobooobobo
oooboooboboobooboobo IboOo0
gboooboobobobobobobooong
googooooooboboooooobooon ID
gbooboboobobooboboonbd
gboobooooboboobobooboooobg
gbooobooooooooboooobobo

- 146 -



000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
00000000000000
000000000000000000(1]0
000000000000000000000
0000000 2000000000000
0000000000000000000 [3]
00000000@R0000000oooon
00 Web0OOODOODOODOODODOOOOO
000000000000000000000
000000000000000000000
OO0WebOOOOOO WebOOOODODOODO
0000000000000000000000
0102080000000 Windows D OO
Linux 00000 PCOO0OODOO0OO0O00O0O0O
00000000000000000000
0000000000000000000000
PCOOOOOOOOOOOOOOOPCODO
000000000000000000000
0Web0OOODOOOOOODOD
000000000(1]0000000000
00000000000000000 0SO0
0000 Android 0000000000000
00000000 (2000000000000
[1]000000000000000000 Web
00000000000Android000000
000000000000000000000
[1]0000000000000000000
00 Android 0 00000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000
0000000000000Android2.3.30
000000000000 HTC Desire HD O
00 Android4.0.30 000000000000
Sony Tablet SO0 0000000000000
000000000000000000000
000000000000000000000
000000000000000000000

gobooboooboooboobobooonl
gboobobobobogoobooos3sbonboon
gboogoooboobooonoobooobooon
gob200000000000000DO0
000003000 Androidd0 0000000
goooo40b00oooooooogoogoo

2 JOoooooboogd

2.1 O0O0O0O0OO0OO

gbooboooooooboboooobooboo
goooobobooobobobooboobonooo
gbgbooboobooboboboaoboooda
gbooboobobooobooobobonboo
gdddooooooooooooooooo
gboboobboobuodgboobbod

100000000000 0o0oooooo
ob200000000000O0

e AND relation
0000000000000 000000
ooooo

e OR relation
goopoooggopoooo 1ogoon
goooogdg

OOODOAND relation 000000000
goooboboboobooboboobonooo
O0O0ooboDo0oooooDOoOOdoR re-
lation DO DO OO0OOO0OOOOOOODLDODOODO
gooooobobbbbboooooooooo
ANDOOR relation0 00000000000
gboogooboobooonoog

22 0O0O0O0oooObOoOooOoboboobod

010 [1jooo0O000O0O0OOODoDboO
oo

gbooobobooboboooobobo
gboogboboboobgoobobboabod
gogoopooooobobbbooooogooon
gbobooobobooboooboobooobo
gboboobooboobuoouobaobod

- 147 -



gboooboobooobuoobobooba
gboobooboobdgbooogoobd
gbooobooobooobooboboooaoog
goboboboboobobooboooba
gbbobobooboboboobbboobbood
gboopobooboobbobobmoomog
goboobbooooboboooboooobooon
gbbobboobooobooboobooooo
gboobooboboobooooooooooon
gbobooooobobooboooboboobo
gbogboboboboboboboboooboon
gooobobobobobooobooboog
gboobooobobooooooboobobobo

godg

DA ]
SFERZE
—@a—vam > | meHE
—~ omtanE -

OFN:CF:
—E2RME

®Y—E IR Y
= ®REET—7
MREE

U lL.gobooobobooboon

23 U00O0obobObOOoooobobood

U2000000000000000000
gboooobooboobobobooboon

ogooooooooooooopcoooo
pCOOOOOOODOOODOOODOODOO
gbooobooboboboboboobooobg
OO0 WebOOOQOUOooOOOooOOOOOOO
gbooboboobobooboboanbdg
ooooooobO WebOOGOonDoonooo
gbooobobooogobooooboobooo
O0000ob0O0ob0 WebOOOOQOOOODOOD
gboooboboobobooboboobg
oooobobooooOo weboooooono
gboooboobobooboooboobong
O0oo0oooOooo(@oUuo)ooboo (oo

00000)0000o00oo0oooooood
oo20000000D0C00000TLSOOO
gbooboboboooboboobooboboboo
gbobooooobobooboobonboo
goboooooboooboobooaTTPOO
gbooooobooobobooobooon

[
|t
[@urzar |[ @3

YTV H ®av7vv | @UrT2k

0200000000000000000DO

00000000000000000000
000[3000[1)0000000000000
000000000000000000000
000000000000O0[@B 000000
000000000000000000000
000000000000000000000
00O0O0WebODODODODODOOOOOOOODO
000000000000000000000
000000000000000000000
000000000000000000000
00000000

24 0O0O0DOO0

gbooboboooboboooooboboo
gboogoobooboooboo.

2.4.1 Android

Android 0 0020070 1100 Googled OO
O0000oDoooooooooooooon
0000000000000 000O0d JavaO
O0000Java SECOOO APIDDOOOOODO
000000000 APIDOOOOOOOCO
OO0 C++00000DO00DO0ODODOODOO

-148 -



JNI(Java Native Interface) DO OO0 00O0O
gogogboboobboodabobobooodan
0o0o0ooooopoocpubOOOOOoOoonOO
Jodooboboooobboooooboboon
godbchoboooooooooooooog

2.4.2 droid-wrapper[4]

cooooc++00o0OO00oOooooDon
0000000000 000000AndroidO
000ooo0oooDoooooooooon
000000 droid-gecOdroid-g++00 000
000000 droid-ldODO00OOOOOOOOO0
000o0oooooDoooooooooooon
ooooo

Android000000000O0OC0OODODOO
0000o00oooooooooooooooon
O000D0DO0O0O0OOconfigured 0 O libtool O
00000ooooooDooOooooooooon
O0D0000Android0 00000000000
0000000 Android NDK[p|OOOOOO
00000dooooooooooooogoooo
O0000droid-wrapper 0O D00 O0D0O0OO0O
oo0oooooooooooooooooon
000000000000 0O0ddroid-wrapper
000000000 Android00000OO00OO
0oooooooooooooooooooon
oooogo

3 Android0000000O0O0O0O
oooobon

3.1 0OOdg

Android00000000D0O0O0O0ODODOO
dod3boobooouobobobbouoooon
000 AND relation0 0000000000
ggoobobbooobboobboboooan
00o0Do00ooOoOoooocobooooooono
0 000 JNI(Java Native Interface) 0 0O O O
gogooooooon

20pPCOOOOODOOODOOODOOO Web
gooobobooboboooboboobd

O00Android0000000000OOOCDODOO
gbogbooboobooboboboaoboood
O0o0000o0o0o0ooOooopR|ooboooo
gboboooboboobooooboooo
gbooobobobbobuodgbooboaod
gboooboboobooboooboobonboo
googbooooooboboooboobooon
gbooboobobooobooboobod
gbooboboboobobbooboobonbog
gobobooooboooobooboon
gboooboooboooboboobonooa
goobobooobobobooboobonboo
goboboooobooboobooboon
gbooooooan

| Androidf&#is | [ y—npc |

| ®QUoT2b || @3vFoy H ®av7vvy | @ysTRb

-
SEIE A ’n—g‘
P r—sas B‘é‘vs@;.% | PARE S

O 3: Android00000000CDOOOOO

3.2 WebUOUODOOOOODO

WebOODODOOOOOOOOOODOOOOO
obo04000. OODDOoODoDOOooooDbOd
WebOODOODOOOODOOOOOOOoooOO
O0O000ob0OoOoOOoOoooDooOWwWebODO
oooooobovuRLOOODODOOODOO

3.2.1 WebOUOOOOOOOOOOOOOO
gopboooo

O0OWebODOOODOOODOOODODODO
godbooboobouobiooWebO OO
gobooboboooooobooboboooon
gooooboooooboboooooooooon
Android0D0D0DDODDODDODODODDODODODODODO

- 149 -



®BFS4EURLIC
O=EE — TUER > WebH—/x
attp') > 71 : s I
TIER — @tﬂg:g%p T [ @r—s~—2A0
: R—T%k] T INT Al
Web 755 |- Freslo o
[ | ¥
T omm 1 ®PUEAN=UY F—HR—2
QE%t > ‘

Y BBEURL | . S— |
""""" Iy  @TUEAN—IY |
RAER ¢ OEERERE o nrs
71 S ~ P LT
7I7)r—3ay SR s |

L EBEURL

04 WebODOUOOOOOOUOOOoO4oDOobD4oDO

ggoobobboobobboooobobboooon
godoboooobobooooboboobooogn
gogdbboooobbbooooobobooan
ggooboboooobbboooobuooon
Joooboooooboboooooboogn
gobooooSbhoobbooooboboOoooo
gogoboboboooubboooobobooon
Joddobbooooooooobooogno
gogbbboogoobobooobbobooan
bbb oooboboboboo
oooSOoOo0oO0ooooooooooogo

O00D0O000O0oOobDOowebOOOOOOO
goooooooooo vUrRLOObOOOOoog
O00D0OGETODOOOOOOOODOURLOODO
ggooboboooobbboooonoooaon
bdbooobooooobooobdattp ™
goooboobobooboboboobd
gogooogooooobbobobonooon
O00000OhttpOOOOOOO WebODOOO
gobooogbbooddratstp://"0nooog
00 WebOOOODODOOOOOOOOWebOO
goboooobooboob attpDO0OO0OOO
goooooooouvurRLOOODODOOOOOO
gbdgboboboobobobobobooon
J0000oo0ooobooooOobDoOoOOWweb
goodbooboboobobobooobga
gbobOdbOr attp://0000/007°00000
o000 ooooooo
"attp://example. jp/test.jspTattl=4&att2=3"

OOo0oDOOoOobDoOoGETOOOOODOOO
"atti=4%att2=3" 0000000000000
goooabod

3.2.2 WebUOUUOUOOOOOO URLOOO
oon

oobooooobooobboobnD WebO DO
00000000 000DOo0O00O0O0OOdAn-
droid 00, 000000000D0OO000DOOO
OO0 CookieDOOOOODOOOODOOOODO
gbooboboobobobooboboa
gboooboooboooooooboooobooo
gobooboooboooobooooboon
gbooboboobobooboobonbooa
gbooboooboboobooboooboobonboo
ooboooboooboovuvurLobDooogo
gbooboboboooboobobanooa
gboob vRLOODOOOODOOOODOD
gobooboboooobooboboooobooon
OOoOobOOOWebOODOOOODO URLODO
ooboobOWebOQOoooooooooO
gobooobooooobooboobooboon
gboooboobobbooboobonboa
gobooboobooobobooboobonoo
goooobooooboboobooboon
gbooboooboobooboobooboo 2d
gbooobooboobobooboobobonboo
gbooooooooooooooon

- 150 -



3.3 COUOO0bOOooooboooooDg
gogooboobooooon

2000000 x86 0000000000
pCO0O0O00OOOOOOOOODOODOOAn-
droid 000000 ARMODOODOOODOO
doodoocobooboooooooodad
doodoDoooooocooooooood
00000000 0Android NDKOOOOODO
00 Android0000D0O0OO0OO CPUODOO
ARMOOOO0ODOO0OODOODOODOODOOOD

O000ooooooooooooooog
cObOooDooboooOoboooboooon
0 GMP(The GNU Multiple Precision Arith-
metic Library)[6]| 0000000000000
000000 ELiPS(Efficient Library for Pair-
ing- based System) 000000000000
0O0O0OoOopoooODODOD ELiPSODOOOOO
ogoooooooooooooooooooo
GMPOOOOOOOODODO GMPOODOOO
0000000 ELiPSOOD0OOOOO GMP
O ELiPSO00OOOOODOOODOOOOOO0
gooooooooooooo

dooooooeMPOOO ELiPSOOOO
0O0O0OoOooDoOoOO libtecolDODOOOOOO
00D00000D0DO000 Android NDKO OO
OO0O0O0O0OoDooOOD libteolDDODOOOOO
oooooooooooooooooooon
oo0o0oooooooooooooooooo
OOlibtool OO ODOOODOOODOOODODOO
O0O0boOoOobDdn droid-wrapperd 0 OO0
droid-wrapper OO0 O0O0O0O0O0O0O0O0OOO
00000000 Android0000O00OO0O
goooooooooooooooooooo
0000 Android000000000O0O droid-
wrapper 100 000O0000O0DO0O0O droid-geeO
0000 droid-ldOOOOOOOOODOOOO
o000

goooooooooooooooooo
0000000O0Android0000OO0OODOOO
00000000 Makefiled 00O Android.mk
gooooooooooooo

3.4 UO0ogooOOO

O0000o0oO0o0o0ooooooO 21000
Oddoooooooooooooooooad
SSLOOOD0OO000DOOO0ODOOODbjectInput-
Stream 0 O O ObjectOutputStream 0 O 0O O
goooboooooooooooooouooo
godddodoooooooooooooa
Ooodoodoooooooooooooa
ddoooboooooooooobooo1ooa
goddobooooooouoooboooooa
Ogo0oobodoooooooooooooooon

00O00OPCO Androidd0 00O 0OJavaO OO
godooodoooooooooooooa
goddooooooooooooooooooa
oo ooooon
goodoooooooooooooouooaao
0000000000000PCOO0 Android
00D 0O OObjectlnputStream D000 OO0
O InputStream O O O O ObjectOutputStream
00000000 OutputStreem OO0 0000
goddobooooooouooboooooad
ooon

4 00000

4.1 00000

gbooboboooboooooobobo
gocCOoooooOooboooooooooo
gboobobuooboboboouoobobod
gboboboobooobobooobonooo
goboobooooboooobooboon
gboooboooboooboboobonbooa
gbobobooboooboboooboooboog
gobooboboooobooboboooogon
un

4.2 0000

goboobobooboooi1bogoobo
oooboobo20000000b000 PCOOO
OO00D0O0OO0O0LANODOOOODO

-151-



U l.gobooboooboog

goooooo agoood
0S Android 2.3.3 | Android 4.0.3
CPU Qualcomm NVIDIA
MSM8255 Tegra?2
Snapdragon 1GHz
1GHz
RAM 768MB 1GB
oooooo IEEE 802.11¢g
ooooo GMP 5.0.0
ooooo

0200000000

OS Ubuntu 11.04
CPU | Intel Core i5 650@3.2GHz
RAM 3.8GB
4.3 0O0O0OO

goobob 30000

030000 (0000)

0000000 00000
00000 0.34 0.287

0ooo s

0000 Js| 0.59 0.62

00000 [§ 111 0.938

ug3dbuodbouooobobodgboaong
gooobooboboobooobooooobg
gboboboboboo3booobooon
goboooetuonbonoboobboobogd
gooooopobobobbbboooooooon
O000o0ooos0%0000000ooon
gobO.00obooboobooboboobobg
goboboo10b0o0oboobooobg
WebOUOOOOOOOOOOOODOOD

5 4U0O0

O0000000000O0O0O00ODnD Android
gboooboobobooobooboboooDg

Oboobobuoo wWebOODooooonooo
gbooboboobogbobooboaod
gboboooooboobooboobobo3bon
googoedboonbOooboonDbDOon
gooobobooool1bobooooon
gboboboooboboboobooobonboo
oooooooon
gbooboooooobobooobobo
O0OO0O0O0O0O0OOoOoOoggArpPIODOOOOO
00000 LANOOOO WebOOODODDDO
000000 Android00O0COOOOO

good

[1] A. Sudarsono, T. Nakanishi, and N.
Funabiki, ”Efficient Proofs of Attributes
in Pairing-Based Anonymous Credential
System”, Proceeding of The 11th Pri-
vacy Enhancing Technologies Symposium
(PETS2011), pp.246-263, 2011.

2 000D00000000000"WebOOD
0000000000000000000
00000”00000000000000
00000 (CSS)0 pp.163-1680 2008-10.

3] 0000000000000 O”WebOO
ugoobbboooogoobobod
g’obooboboobobobobooboon
00 (CSS)0 pp.60-650 2010-10.

[4] droid-wrapper,
https://github.com/tmurakam/

droid-wrapper.

[5] AndroidNDK,
http://developer.android. com/
tools/sdk/ndk/index.html.

[6] GMP, http://gmplib.org.

-152 -



