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Abstract In Android, there is some damage by malicious software that obtains root privilege to control
device or leaks personal information by using permission allowed to application programs (AP). SEAn-
droid is effective for mitigating damages caused by these malicious software. However, it is difficult for
users to use SEAndroid properly. To use it, a user has to revoke permissions by SEManager. More-
over, policy enforcement in SEAndroid might reject required communication. In this paper, we propose a
method for dynamic control of AP by extending SEAndroid. In our proposal, when AP uses a permission,
our system automatically asks a user to allow it or not. Moreover, it also asks when there is a possibility

that AP leaks personal information or AP installed by user communicates with trusted AP.
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[11], [12], # X O TaintDroid[13] 23& %. 3Lk [8]
I, EANGEBICT 78295 AP &l AfE#H % 485
WA W2 API 27 7 LT, =—%2 API OF]
HOREREEZTHZ & TEAERDOR AV ZBG1E
T, SCHR[11] 1%, AP IZEANERICRTT 2SR A
YEDOREWEL, BAFBRICBELTTEX 2 T4
< F =T X I TRET B 2 & TRERENEROR
DFNERREIZT DU AT L EREL TS, THR
[12] 1%, 73— v ¥ a Y OAEHES AP O
EF 72 &% b I AERPIRANT 2% — %
TERL L, SMEB & OIBfE ZHilfH 2 FiEEREL T

ZOFEE, Linux I —RVEEF LTy b
RS HZ L CEIINTNS. TaintDroid [13]
A ANE R A R T DA B2 BT 2 TH Y,
TE NG ERZ BHEAT T BT D 2B IMER ISR 2\
T 56, MY 5.

AP M D15 2 HlHd 2478 & LT, IPC Inspec-
tion [14], FBRUVICHK[9] 238 % . IPC Inspection i
AT v MEEO AP BEE Z 6T 5 5 TH Y,
BIESED AP NBETd AP L0 %< OHERZ R
Yity, W50 AP OHERZIEE LD AP OHERR
THIET 2 HATHS. Zhic kv, HEo AP T
HHE LT AP OMHERRZ F45T 5B TH 5 confused
deputy attacks (2R 5. SCHK [9] 1%, AP [#oi
EORHEE S LITER LIZE OR U SN2 EK30 T
WEZHET 5. ZOFEE, Android © 7 L—A
T — 7 LYV & F7— L LoV Ol % fF
THZET, A7y MEROBERZIT TR, 77
ANV AT LTy bU— 27 R OWE 2 HIE T &
DI EDRETHB.

AP OEWMEZFFAIT 2 I E 2 —V I35
EWVIH BT, RETIEIEOUE (8] LELL T
%. LdL, STk (8] IZBEAIEHICT 7 £ 295 APT
ERHBELE LTS Z EICx LT, BETFIEILAEMRA
NR=I g BB E LTWAE, B ORI
GO AP a2 —VRRINTEX D 0N ERD.
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AT v MREO AP MIEBEZ T 5 & v o 8l
RTIE, $##ZEFEX IPC Inspection &AL L TV
%. LU, IPC Inspection 1%, @IETCD AP O
FRAE(E D AP 2351 k72, @EED AP 73
VR EEEZ FITCTERWAREMERH 5. ETIE
%, AP OBMEDOHKIMEIL T —F TV, AT AN
=P OHUWE SRS D, TRV, KLEREME
BIATCTEDRNERRD.

6 HHYIC

SEAndroid MR E LT, F/NREDRY D
VERS R EE T 5 = &, SEAndroid OFEREDIE A
ML e, BROWEREBELIEGT 5 rTaEMED
bDZLERIBNT. 2D ORBEICRHILT 5 kL
LC, SEAndroid ®IEIEIZ L5 AP OBhIHIEITIE
ZHRZE LT, $BETETIE untrusted AP 23/3—3 v
varvEFMAT S E X, sensitive_data # 7 & FFD
AP W sinks # 7 &FO AP LBETH L X, BX
N untrusted & 7" % K> AP 7 trusted ¥ 7 % FF>
AP LBET D & EIC2—WITFHA[ZRD D Z & T,
2—PR AP 2O L THRIHTED Z L, EAGR
DOIMZNERLILTE D Z &, BRI E 2BEDIE
BORBLAEMTESHZ L, BIO trusted AP @
Zetthm bt s ER LT,

SHOFEE LT, BEVAT LOFMRHITH
5. FHIEE X, 3D SEAndroid & 2L FEE
=P ~OFHOBRTHE S22 L, vy =7
WZEDEAERORZ NERLILT 2562 R &,
BLOBMRAORELZNET D22 RHITHNDS.
BE AR O 0, FEARNE BB PR BV 1 AL
23 FEEMFZEIIAIC £ 5.
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