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Static Interrupt-Race Detection Method
for C Program in Vehicle

YUTAKA INAMORI™ NOBUYUKI YAMADA'™

Interrupt handlers are used in vehicle control programs for high responsiveness but are a possible cause of data races. The present
paper describes a detection method for interrupt race conditions that produces no false negatives and a smaller number of false
positives. The proposed method is characterized by a mechanism whereby the masses of false positives are sifted through using
five types of static code analysis methods that are free from false negatives. One of these methods identifies possible interrupt
states for every statement using abstract interpretation and determines the possibility of interruption in accessing a shared
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memory. Another of these methods uses the model checker SPIN to verify the non-existence of an execution path creating a race

condition.
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main process
void main(){

while(1){

interrupt process

call
hfuncO3 =) high priority function
void h_func(){

call
1funcO; El\, low priority function
} void 1_func(){ .
i ...~ s,: read access| interrupt
if (C3TTUTH

X=T
. S, Write access

Y= X+ eens
} s,: read access

)

” Access order: s, s,, s, = Interrupt Race “

M 1 BHAZGEE OB
Figure 1  An example of interrupt race condition.
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funl | 110 |read [ 110 |read | main 0 subl 15 |write | intl 3

funl | 110 [read | 113 | read | main subl 15 |write | intl

NN
< |x |x [x

0 3
funl | 113 |read [ 113 | read | main 0 subl 15 |write | intl 3
3 sub2 22 |read | int2 5

A S Y Py

subl | 53 [write| 53 |write| intl

X 2 FEAZBAOMEEBR Y R b
Figure 2 A checklist of interrupt race conditions.

B2 27 v T, FHHEEBICOWTHEHEOBLE) S E
ARG OFAETREMEZHIE L, BLHALBE ORE LG
WHEER 2RO TS 2 LT, BfHERICHE S 72
EH B NELABRBA DR
BARMNCIE, UUTFICRTHIE 1~3IE 5 ZIEIZIT 5. M
Rz <zo, £T@ﬂm [E5A ﬁmaj%gbﬁg
W TEBABBEA ORREMENR S B ) O WT Iz HIE
L, MELARHEG O WH ﬁﬁ&éj&%ﬁéhtﬂﬁ@ﬁ®
FUIZDONWTHRDOHIEET .

HEL. THOERNNE—DHE
T U AR OW T DL & 2T
HE2. 7O EARBHEHE
KBS RAE DT 7 & ANLE sy, 83 lE[A— Dl 7 v

L2V /DD
HITES. BIAH LRSI -
KB SERIER D T 7 & AL sy, 5313 EBALEE LA 4y

THRIE ST RN
HIEL AEYRE—MEHE
T 7 ANLE Sy, Sy, S31T
Ay R EALTHE— 2
FIFED. ETNRFEEMHE
ENAAFREEREITDHE

B AIFEH~OT 7 &

FAT/NA (51, $p, S DIED

(©2012 Information Processing Society of Japan

ﬁ@%éﬁ%ktfﬁﬁéﬂé.

Vol.2012-CDS-5 No.27
Vol.2012-DCC-2 No.27
2012/10/18

i) (IFEET DA

EEROH TR Z2HEL T 57120, FRHTRERE O E )
HIEICHLE L TR, RA VAT ERAVWHIE 4, BX
O, TR EZHVLHIEDS 2 HEICEEBEL TS, K
ETIE, BHEOFEMZHAT 5.

5. BlAABRARHFEDHM

51 #IE 1. 7O ERNRE—VHE

FHEAR B A DOFAFMFD > BT 7 AFBEICET 2 4
f (FEEEHB) ORRNLEHIET D, T72bb, 32077
TAFL e, 6000 bR LB IO wiite 7 7 AT
HNiE (ep.a=WRITE v e,.a = WRITE v eg.a= WRITE), %I
IABFEOTIRRMED B D L PIET D, FHEITHEHEE O
HHROBNDEETE B,

52 HIE 2. 7V zXEEMEHE

FLARBE OREFHA DS b, RELBEHICK T 536
HEBA~D2BEOT 7 & ANERFNCRAT 5 mTReME, 3
bbb, KEEEEO 1LRIOETT2O0T7 7 2AHEL e
Lo ey NI AT AL HET D, HlxiE, 2207
77 ANLIE 1.8 & e3.8 WYL if Hi L else HilZ/r b
Ba, TEIABBAIIRE LGSRV LHET 5.
BARBIIZIE, 2 DOT 7 & A fijfEers & es s fE S FEIT S
ADHFLEMZHET 5. WEICIESHIE Y e —272 72,
777 ECORBIEMEEZHE T H[b]. FIEEM:OHEISE
SH, BN DONWTE DT ATEE R LOEARE KD T
BL[c]. FLT, enshbegs~DAIRENZHET HH5EE
W21, esSIZABEIZERTDESIZe sBEENDD (615 €
e3.5.R) AU V. PR, FIEEEMEEZLIT O L 9 ITE
BT 5.

e.s~e.s<e.see SR 1)

N—TXOFEEEEL, 2 ODOT 7 ¥ ALERFE—D
Bt (ers=ess), [A—DT7 7 B ALBITED FEITNADE
TEME (ers~eps) ZHIETD. £/, 22007 VA NE
€1.5, 3.8 NI/ D (e1.s=e38) HH, €18 1D egs ~DFELT
IRA (81.8 ~ €3.8), €3.8 M5 €1.8 ~DFEIT/XA (€35 ~ €1.9)
OWTNIBHFET HZ EEHET 5.

53 ¥IE 3. BlAAZILKEHIE

531&ZA

ENALER R ERHEE R, RELEREEICB T 22077
T ALE €15 & exs DE CTHICEIAHZZELIRETH D%
HIET 5. HEMRBETHIE, eps & eps ORITHIA
FINFEAE L7\, FHALBEA A4 LS.

FPEIE DRI LB E T RERELTICET 5.

b) FHIE TSRO LR ONRE TIEBE L TRV, HES 0FE

FT /S AAFAEME N E Ol Gefth £ CHB LIHEEIT .

C) FIEIERLORIGIEIIREL 2 b DB DA, Fox TR E H T

W5, AREER STOEAEIIREEE L CERTIUE, AHICEETES
(MR OV TIL 5.3 iz B M),



W ALER S 22

IPSJ SIG Technical Report

a.  IESCNICELAL S B MED B G, FEITSRIT K
o TERAZRREN LT D

b. N—TXHDOEAZRKREIL, V—T LI ADERTD
AFIRBED I 72 59, b— 7 SCN DA Z B A A1
wFES 2

c. HHAZIRREZ BUET 2 FIA LB A, FEITH oM
BAITHED EIRR S, BRI Lo Oomp i L JEISqE
LHENHD

:
\

il

o] |
-7

T_.T»funcl()

1 1

1 1

1 1

1 N g > 1

' Q—l \\ ” \‘ ? . funcl() \

1 \ \Qﬁ '“\ ll

1 U \ !

1 m ’// 1 Y ) ,'\\ : :

: ? , 'lEnabIed FDisenabled Enabl\e,d ‘\“x‘ \L 1

1 v !

ey ' Nz
Disenabled Enabled \ ,/ Moo pad

a: Conditional statement b: Loop statement c: Function call

X 3 7 m— & ELALIRRE D BIFR
Figure 3 Interrupt states on various patterns of control flows
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(e’ ‘e, false)>< ><(”i 1. nil, true)

(‘d’, d‘ fay

(nil, nil, false)
B 4 EDAZARRE D Hh S ik
Figure 4 Abstract region of interrupt state.
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Figure 5 Calculation of the pre-executional interrupt state of
the first access position (in case that ‘inh’ is true).
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Figure 6 Program slicing algorithm for execution path

verification.
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Figure 7 Structure of Interrupt Race Detection System
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On the execution path from s, to s, there are some statements
whose interrupt sates are ‘enabled’.

= Possibly interrupt race (false positive)
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Figure 8 An example of false positives in the determination of
interrupt-disabled conditions (before improvement)
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Table 1 Number of states in model checking
Model checking No.| Line No. of promela code | No. of flag variable| No. of State
1 2559 1 about 9,000
2 2572 5 about 900,000
3 2659 7 about 1,000,000
4 2653 8 about 2,000,000
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