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Implementation of Mechanism to Support Tracing Diffusion of
Classified Information by Visualization and Filtering Function
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Abstract: The number of incidents leaking of classified information has increased. To prevent leakage of
information, it is important for users to understand the usage of classified information. To understand the
usage of classified information, an method has implemented that monitors operations on the classified infor-
mation and logs those operations. However, because an analysis of logs is necessary for understanding the
usage of classified information, it is difficult to prevent leakage of classified information. We proposed the
function to trace the classified information diffusion and detect a leakage of classified information. However,
to understand the usage of classified information from the function by users, it is necessary to analyze the
log in text format. Therefore, it takes long time to investigate the cause of the leakage of information. This
paper proposes a function to visualize diffusion path of classified information. The function enables us to
visualize the diffusion path of designated files that contain classified information. In addition, the function
can visualize the diffusion paths focusing on the designated period of file operations. This paper also de-
scribes the implementation of the proposed function by extending the existing tracing function of classified
information.
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Fig. 1 Basic mechanism of the diffusion tracing function of

classified information.
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R PNAME:/bin/cp
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011/8/6 18:12:54
/mnt/usb/file2.txt
DEVICE:800001

X 2 i o)
Fig. 2 Example of diffusion path diagram.
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Fig. 3 Basic mechanism of function to visualize diffusion path.
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write write .
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2011875 18:12:54 | 2011877 1816012 1 S SNEEE o

/home/user/file4.txt
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4 EROYHEEERIX
Fig. 4 All of diffusion path diagram.

TWAPERTY.
(1) filel.txt % IR & L CTEHE
(2) file2.txt % HHIAFR & L CTEBEHE
(3) file3.txt % HHIAR & L CTEEHE
(4) filel.txt % filed.txt |23 ¥ —
(5) file3.txt % fileb.txt |23 ¥ —
(6) filed.txt % file6.txt |23 ¥ —
(7) fileb.txt % USB # € D file7.txt |23 ¥ —
(8) file2.txt & USB £ € N fileT.txt |23 ¥ —
(9) file2.txt % filed.txt |23 ¥ —

(IR 1) 2BV TIE, FHNESHE )L LTwE T 7
A NNOREFEHERONFAER MR T 52 LT, FIFED
B L 2 WERE TSRO IO K L E OHM I 212 &
LRAVERILTE S, 22T, WHALEERE TR & A
foE L7277 7 A WATHLEL L 72 BB O IL R D 2 & 2
IRT BT ANY ERMET S, 4 1R L 7RG B
W file6. txt IZHLEL L 72 B3 1 D L HGRE RS O A % AL
L72% B 5 1279, X4 T, file2.txt 7*5 filed.txt %
I LT file6.txt (ZHEBHRALH L 72 £ 9 IZFRShTw
5. LaL, file2.txt 705 filed.txt ~“MERIFEHRDILEL L 72
DIFSHTHTHY, filed.txt 75 file6.txt |HEHEHAS
WEL72DIE8 H6 HTH A0, file6.txt (21T file2.txt
DOREBERIZIEH L TBH T, M5 IC@3FRREINTWE
V. 2O XS, 5T, file6.txt ISR T B IEHR L A
FIREN TR W0, BEEROYLELL 72 R R OR
BIERPIHL 2B 2B 5 R TES.

(R 2) 2BV TIE, WAV LZEHREREL TS
77 A NH S OEIEROILHAEIE 2 MRS A2 & T, #%
FIHEMORRAVOEREHEETE S, 22T, wHILKRE
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[2011/8/4 18:10:32

_ ~
Y PID:2534 N
\ PNAME:/bin/cp
< 2011/8/518:12:54 7
~ — <
write
RO11/8/5 18:12:54

/home/user/filed.txt

read
2011/8/6 18:14:43

_ ~
/ PID:2552 N
PNAME:/bin/cp
N 2011/8/618:14:43 7/
~ — -
write
PO11/8/6 18:14:43

/home/user/file6.txt

5 fRE L7277 A VA OHLHFEKIX
Fig. 5 Diffusion path diagram to the specified file.

read
011/8/6 18:16:43

;7 PID2564 S, 7 pDa2sTi N
. PNAME:/bin/cp ' | PNAME:/bin/cp
< 201187181612 /N 2011/8/6 18:16:43 7
~ - ~ -

write write
011/8/7 18:16:12 011/8/6 18:16:43
/mnt/usb/file7.txt
/home/user/filed.txt DEVICE:800001

6 IEELZT 7 A VH S OHEEIKIN
Fig. 6 Diffusion path diagram from the specified file.

TRAHEIIRE L7727 7 4V h SIEL L BB ISR Ok
BB DR ZFIRT B 74 VY T 5. M4 1R
BRI B IZ BT file2.txt DHEFIBERATTHZ WV L7z &K
L, file2.txt 2 HYLHL L 72 B E B OB O A % 1]
BALLAMAR 6 12”7, M6 Td, X5 DFITHER
X912 file2.txt DEEEIEHIZ, file6.txt IZIEF L TV W
OFREINTWRWL, TDXH1Z, ®6 121, file2.txt
R B2EMLAFEREN TV ARVED, FAVEREZ
HOHIHMERTE 5.

(KIL3) BT, FIHEE, EHIICHEREREROIL
BRI 2 40189 5 2 LT, FIHBEOEM L & WIEHEHRD
BRI L, HHMORAVERKICHIETE 5. G
L, TR R oT 7 OB mAIEINT 512 E L THE
MWD, 22T, 485%E L7 HIMISE & 72835 R O
BEDAREFERTDH T4 VY BT 2., ZhicXy, F
FAEE, miMEERE L 72 DA OB TR O ILE D I % fERR T
X5 5912 A, K4 R L7IEGRERR I BT 2011 4F
8 A 5 HOBIEROILEFE 2 FRLZKER 7 1R
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/home/user/filel.txt /home/user/file3.txt

read read
011/8/5 18:12:54 011/8/5 18:14:03

- - —~

,7 PID2534 N ,7 pID:254s N
. PNAME:/bin/cp ' PNAME:/bin/cp )
N 20118/518:1254 /N 2011/8/518:1403 4

write
011/8/5 18:14:03

/home/user/fileS.txt ‘

write
011/8/5 18:12:54

/home/user/filed.txt

7 RREE % L oL meE
Fig. 7 Diffusion path diagram at the specified time.

.M TS, fEE LIRSS A L BB IR O LR
BLPFERENTWARW., Z0X)1z, HfzEeETs2
ECFRRENLERDPEZ L2 ENTE D,

COFITIX, 32D T 4V Y FHKTHEHEL22EED
BlamR L7z, FEBRIZIE, IR603207 10V 8 #fEEIC
HMAEHLETHHT A2 D TE, FIHEDOERICE DY
T BB IE M OEIR O TTHAL AT RE T 5 .

5.3 74L& 2T DB DIEHE LBALE DT
5.3.1 BRIELFHMEAR

REMRI, THALT 207082 513 EFRT S
J—FORPHEIML, /— FEOKGFERI MR S,
DL FROBMALED LT 570, REMKIEL, £
R LI DO 7 1 vy ) v IR RS L. F 2
T, QUGS L7200 7 2 MR IC X - TR &I L7
PRI &, IRFAREED 7 4 V8 ) T EERRIC & 0 g
DT 7 AWIZHT BEEH D A F AL L 223 s X 1 £
IRENDL ) — P ERET A, ShIZEY), 74051~
TEEREIZ LY, RROMMALE E ORI T E 2 %R
flid 5. F72, FHHICIEH 250700 72w/, Zoo
73, BWERIEMOILFOBMERE & 2 LR RS L,
7THEIZ Do TEHREBNTREERE ST, LT
L7z,

5.3.2 FHMEEREER

LR 2 WL L 7ok I A B 8 12, T A vy v
TREBEIC X VEFED 7 7 A VA~ OYLEREE O B % W HUAL L
TR AR 9 1RT. M8 &9 s, J— N
IHFED 7 7 A N DANDIHHREN T A V) 7T 5
ZXickh, 129 /= K25 25 J — FIZH 80%i A L C
BY, FROBHLZILETETWE 2 ED5h 5.
B ICh7zoTa 72 ELIGETY, IREREIT
LT 2 M EIBEL T, HED 77 A NVIZEHLT
TANY ) T LR EZTTHALTE 5. 20720, 1H
b3 AR EIREST AR ETANY ) ¥ 7 ORI %l <
T5HIZEIE ) FROEHAIIPIETE 2 EER 5.
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8 At 2 WAL L 7 ILHRE RN
Fig. 8 Diffusion path diagram includes all paths.

9 JFERK O A OYLEEIX
Fig. 9 Diffusion path diagram includes specified paths.

5.4 IEWEME & RO EFE
5.4.1 FHMEAR

FHEROFI RN 2 A0 7 T 7 O FHR S X T %
IRTHZEDHFEREIZOWTHIET 5. FHETIE, nrk
PLHRE S X 2 BB L HRR L, BB d 1 7 L R X
ICBI T 2 EICE T 5.
MIEAERIE, DLTFIORT 2 D08 CRHiiT 5.

(BiE 1) HEM~oRZoFA=R
(B 2) HR~omnZ& T ToR

(B 1) ZILET 2 2 & TR A T 7 & X TIE
AR BEEROF RN AR TEL I L 2RT. /2
(i 2) BT 5 2 & CILAGRIE AT 7 & ot
AR IEROF IR Z R TE 5 2 LR,

AHICE, EEIROILECERERED T 5 30 1142
fEon s 9MEAMMHT A, 10 1E, HHLAZTZ01
OTHAH., 72, UTD 3 o048 RAFR %ML 7-.
(BRAK 1) LKA B LB & 1

ZRECICL/zu s

WRIEMOIECBIERESS 4 5 0 7121, HHO
I E BT 5 IEALELR T — Y BE A>T
b, FOF—F &AL 7 BEHET LT, W
BULHERE T L 72 IR X & O R T
EEZ, RLELF— 52 KR L0 RRT 5.
F72, ERAR2) 1220V THFEMOMRELZFT-> T
. K10 ou sz (A1) IZE&bETHEL
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1 Fri Dec 16 17:39:09 2011 892569240 PID: 2817 File Marked.
FILE:/home/kenta/list /address/secretl.txt INODE:3286933
PID:2817 PNM:/home/kenta/rd-dev/tool/registfile
MODE:1 NO:1 DEV:300003

2 Fri Dec 16 17:39:40 2011 141970632 PID: 2824 File Marked.
FILE:/home/kenta/list /user/secret2.txt INODE:3286939
PID:2824 PNM:/home/kenta/rd-dev/tool/registfile
MODE:1 NO:2 DEV:300003

3 Fri Dec 16 17:40:00 2011 934809640 PID: 2829 File Marked.
FILE:/home/kenta/secret/secret3.txt INODE:3009092
PID:2829 PNM:/home/kenta/rd-dev/tool/registfile
MODE:1 NO:3 DEV:300003

35 Fri Dec 16 17:50:41 2011 140483584 PID: 3002 Send to re-
mote address! TP address:172.21.48.207 Port:5376 PID:3002
PNM:. /writefile

36  Fri Dec 16 17:50:47 2011 880458952 PID: 2832 Process Un-
marked PID:3002 PNM:./writefile

10 fEHL7za 7 of)

Fig. 10 Example of logs used on the evaluation.

1 2011/12/16 17:39:09 File Marked.
FILE:/home/kenta/list /address/secretl.txt PID:2817
PNM:. /registfile

2 2011/12/16 17:39:40 File Marked.
FILE:/home/kenta/list /user/secret2.txt PID:2824
PNM:. /registfile

3 2011/12/16 17:40:00 File Marked.
FILE:/home/kenta/secret/secret3.txt PID:2829

PNM:. /registfile

11 B AX 1 CHfLAze s
Fig. 11 Logs used on the method 1.

7-u s xE 11 1RT.

(BARAR2) B 72 LMk 71 V5 ) 7
AL, LT AEEREREELe S
TANE) 7, BEARICAEDE TREZDDE
BT, 22T, BlELT @A) ooy
ZRRE LT 7 A ND SILHE L 7RG RO LB
DHRFRLI-O07%E 12 [IRT.

BRARXS3) 74050 rE2EHL, BT 508
R = p el DAEIN 6 532
FRRFR 2) LRI, 740570 7L, BN
WELETRELZDDEZMHT S, K13 12 JERA
K2) IRLa 7 Z2iRE L7 7 AV HHH L7
FEAR G D ILHER D A ZFTR L 72 ERE RS X 2 7R T

o7, 3MFT LI 3 oDRRARICEDLE TRET

b. O, #EEEE, FRARX D) ICE&bE 3EO

0y, (RRAR2) ICEbE3MEon s, BLO (1

AR 3) (TEDbET 3 FEOILHRE X IZ DWW T ORI

W& 5.

F72, BIRARICOWVTOERMIL, 2.3 SR L%

REFEELAZDOTH Y DT O 3HHEIZTITENE.

(BRI 1) SNHE77A4NMIE D SEBHBRIIR L 720
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1 2011/12/16 17:43:05 Marked PID:2885
PNM:./writefile FILE:/home/kenta/list/address/secretl.txt
(read)

Process

2 2011/12/16 17:43:05 File Marked.
FILE:/home/kenta/MyDocument/memo.txt PID:2885
PNM:. /writefile

3 2011/12/16  17:43:05  Process Unmarked  PID:2885
PNM:. /writefile

5 2011/12/16 17:43:43 File Marked.

FILE:/home/kenta/MyDocument/data/data2.txt PID:2895
PNM:/bin/cp

6 2011/12/16  17:43:43  Process Unmarked PID:2895
PNM:/bin/cp

7 2011/12/16 17:48:47 Process
Marked PID:2986 PNM: /bin/cp

FILE:/home/kenta/MyDocument/data/data2.txt (read)
8 2011/12/16 17:48:47 File Re-marked
FILE:/home/kenta/sendinfo.txt PID:2986 PNM:/bin/cp

9 2011/12/16  17:48:47  Process Unmarked  PID:2986
PNM:/bin/cp
10 2011/12/16 17:50:41 Process Marked PID:3002

PNM:./writefile FILE: /home/kenta/sendinfo.txt (read)
11 2011/12/16 17:50:41 Send to remote address! IP ad-
dress:172.21.48.207 PID:3002 PNM:./writefile
12 2011/12/16 17:50:47 Unmarked
PNM:. /writefile

12 RG22 THAH LR
Fig. 12 Logs used on the method 2.

Process PID:3002

/home/kenta/list/address/secret1.txt

read read
2011/12/16 17:43:43 011/12/16 17:43:05

;7 PID:2895 N ;7 PID:2885 N
\ PNAME:/bin/cp \ \ PNAME:/bin/cp \
N 20111216 174342/ N 201112116 17:43:04 7

write write
2011/12/16 17:43:43 011/12/16 17:43:05
txt

MyD data/data2.txt

read
011/12/16 17:48:47

;7 PID:2986 N
\ PNAME:/bin/cp \
N 2011/12/16 174842/

write
011/12/16 17:48:47

/home/kenta/sendinfo.txt

read
011/12/16 17:50:41

;7 PID:3002 N
\ PNAME:./writefile \
N 2011/12/1617:49:51 7/

13 $eRia 3 THIH L 7 fisoesisix
Fig. 13 Diffusion path diagram used on the method 3.

[ ) EH

Ziud, (K1) =z8EL-ERTH L. ZOEMIC
L0, WHALEEREOF B OEF S W L O ESHIERE
AHIZHERES B 2R T
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(BR12) HWHEEHRORZ VIEZ M B
ZhuE, (Rt 2) ZEELZEMTH L. ZOEMIC
L0, TTHALBREE DB RO 2 VIR K ORMGEE IS
WICHEREST 2 2 R T
(B 3) frEoMBNICEHERE IS¢ a2
%[ E
ZhuE, (R 3) ZEELZEMTH L. ZOEMIC
L0, WHALHEEEDTFI I ATER L T e W T
DI DHEBICH R ARRET 5 22 R T,
i) & GRER2) oEEF#HRLZLICL-
T, WHALEEREIC OV T WA T AR E 7 1 VY
VY 7T ARREOMRERFHET 5. F72, (R 2) &
FRRFR3) DEEFRDL 2 LI X o Ta 7 2L
ELTHAT LI EDENEFHET 5.
5.4.2 O7IZEY 2aieEst
BRIEROILEL L TR~ O Z W LICIE, FHER
FHAEPERLTRILZZDEZ)TRVHONH S,
AHMECHE T 20 713, B B SRR R LR
TIER A SRR 20 71 L b0TlE AR <, S
WHEL-OGZTHb, T, WEEZ7 74 V4,
TULRY, BLOBEEZIT- - A% &0 6 BRIk
SO E ) N ELIETE W, 22T, FIHENE
L ORI LRI, 7at A% %, /writefile 1295 Z
LICEoTHEBTA, TOTO LRI & o TILE LaH 4k
HRERANE & W SN IERIE, FIHEDREEER L -
TWTENMICEEHLZLD LR LIBHROFZ VeI
Lwv, flio 7 e+ 212X 23803, FIAERER L Tw»
LrolzbDERAEL, HHROKAVETS.
5.4.3 FHMEFEREER
5.4.1 TR LZBSICED W TR E N O KFEE &K
A 11 HEwERE L U CHiziro 7. (EM 1D, (&
M2), BLXO (HM3) Zkiz, &RnRAAICBIT 5 0%
] & EAROPHELZ KD -bDER 5 ITRT. 77,
(BRI 1~3) 1220w T, R ART LIS, DB LIRS
BOSPHEZ KD7=HDEER 6 IR,
HERRICOVWTIE, £6 X0, (BRRFRD & R
FH2) T 5 & GERFA 2) OEERR AT 48%FE S
WAL Twa, T72, Grh2) & GRF3) it
B35 & (FRH3) DRIZERERH A 69%FE R L T
Lo INLOERIY, 71y ) v KR L AR,
PR IEMOF R 2 RE BT 2 DICHATH 5 & v
5.
EAERIZOVWTIE, £6 XY, urzo71o02) 7k
WAL &) EARD M E L TWwah . IEARE AR O
BfRIZ P L— K+ 7TH DY, EERHRIRL 2 LIIEES
KM ET 5. ZOFMTIE, BEORIRAZ W20, B
BEIASTESE RO b+ THERILI LN
T&5h., ZO0, HEEMIZEN, SR IES
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x5 KHUMNCBIT 2 B & EE
Table 5 Response time and a percentage of correct answers of eash question.
B BR 2 B 3
R I A e [ e | IEEES [OZER | IEAES
GFERHR 1) | 45378 | 81.8% | 447168 | 72.7% | 247 33 % | 90.9%
@R 2) | 247148 | 81.8% | 14019 % 100% | 247 17 % 100%
(R 3) 46 % | 90.9% 308 | 100% 358 | 100%

6 JRN T & DNIEREOVIEE & R
Table 6 Average of response time and a percentage of correct

answers of each method.

IR OFME | A
FRJi ) 340498 | 81.8%
R AE=K 2) 14758 | 93.9%
(PR 3) 37 97%

ROFEIPNEVEFETEX S,

FRLY, mEEERoFN S 7 7RO LI, £
MIZBWTHMITHEREL TB Y, 2.3 BilIR L&k
BT, 07 L) IEME» OREICEREROF RN Z
EIBTECTWA, F/2, FHEICMHEA L7-a 713 30 /7R
LWL DOTH B S HERR & EEFRIESBTBY, 2
DFEEFT A BT EWAT L LHLETE D,

6. BAEMZE

Ik [5] Ti&, Jif (Java information flow) Sif& ¥ o
7 0S OIS 2 5H 7 7 L AKE 2 AT 52 LT, 0S
LAXWVTOT 72 ZHIEISMA T, AP NIZBIT 2 1HH 7
O — O3B0 & I 2 EH L A, il 7 7+ A,
HHR7O— 12OV T 7 AFIHTEL DD, K ¥
DEFEI AN D o726, MELRWT 7 A2/ $ 5
RSB L. UL, LK [5] OFEICBW T, BT
O— 2 HEWICHERET A LIETER WD, BEDNE
e EDERE % AIERIE A VOREAEN S TREEL S
B, —J, IREERRIL, BREEROLTCEERED T TT$
507 %W TER 7 0 — 2 IR & L THRENIOR
FTIENTELLD, RIVVOREIALERHRTH S
EERIETHILETE L. BEEROMTCGEIIERE L, £
BT 7k A mE 7 2 & AR & S L CEET A 2
ENSTE D720, REERELHWT, w7 7 & 2K 7%
EOT 7w AHIEORKEREZTHILL T, NELHEZRT S 2
ARSI ENTE D,

CHK[6] 1d, T—FLANVTYATLAIT—VERMIRL,
T 7 AND—EHHA AT %l L THE SNZBORKE
T O EERT 5 A EREL TS, LaL, K
FHRIZBWTh, BERSNIET— 5 OIE: RN
TER2T 2 FRIFIRE S N T,

BWRIERORZ VE LT 51213, FHEEAE &R
BT HEBENDO EZNCH LD ERHT 52 ENEET
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Y, WEBROWE T BT 5727 CEIHILTE RN
Ebdb.

SCHR (7] 1, 1 D OEHIERICE T 28 E0—dHou 7
B, EHTAILICEY, OV BT A EEFEBLT
Wh, F/, BHELZO DS, BEEROTELRDL T 7
A&, ERED T 74 V7% & OBRE KRR O BT BFR
ELTHHMLL, BEIHROMLBEEEETE 5. LaL,
HAL SN2 TIE, BEERE (S E 72 A0
e, 7TOEADED X ) BRIIZL 5T, WOIEHk L 72
DOh e O ER R TE Vv, —F, REFET
1, WEBRE GRS TNTOHREIZOVT, BT %
BETAZERZFEHLTVE, 20720, HETHEOTH
LTI, FIHEICIRE SNEEOMBIZB VT, LR
B ISR R A LR, RA VWS T O AN FREN
i A VIEHOFFEDTTRETH 5.

SCHK [8] T, M IEIMOILEZ B L 721 75 & %G
WO EREH % 5 DOTFHETHHALL Twb. EFEE,
BAUG R B 5 & L IFIRIEHRE T, FROJHME
{LZBiVCTn5, L2 L, —HOBBEHEROEHIZOWT
DIERDS, FFRRFECHTHENETD, 1 DOFRFE
T, —#HOMHIET 2 HMEIERTE 2V, 207720
BTFEERDDEZ DS, —HOREHROILHIZDOWT
BT BLEDRDH Y, F—ny FIPEKEL AL, k2
&, 74 L7 MO EFRRT 2 FETIE, TaL
FI)BETOT7 7 ANEELREDRN LGNS %W, ED
AP Lo T, 77 ANVEEENT-O0k K2 RS 5
HITIE, AP W7o - HEE LT 2 FRICU Y
Bz, 94074y CHInd AEFH2HEL, AP Z4ET
LUENH L. DX, EHROEHHRER & B 5 7
DI, FRFEOYE 2 LREREEE O THAE KT 5 fE
Ndhb., 72, THILTRD 7 7 4 VEIREL TR AL
ZLIETEHH00, KBHEITRYIALZ LIETE W,
SCHK [8] DFEAICB VT, RIMIZ L o T, 1H#HE L
LTHFERTHEIDD 1 HETERRLIEGTDVANTH S LW
I FERDTRENT VS,

—75, EFETE, FRVICHEET 2 TXTOEHRE
1HATERRTE D720, FIRUBEZ DL =N~y F95%
V. 7, FROBEMLIZOWTIE, T4y Y v TR
& o THIB R IEER 2 RN 7 7 A VAR D AL Z
&, ML EBILTE S, & 512, K [8] TIE, &7
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RCHTHLT 572012, EDXIBRIA IV TT, LD
WMEAE L 20N RS 2w n) Z Eid#EmRShTw
v, —F, KT, REFHETTELD7-OICLE
LR ORI FHEIZ OV TH L 2T L, ik [8] T
&, MAEIKELZe 72 HAVnTnd oo, IEHAT
(&, $EER L 7B SR O ML HCE IS RE &2 VW CHUR L 71
TERCTEHEL T 5.

7. BBbHYIC

BT OREIEROFIHIRI & FFE O HEER 7 7 1
WRREE DO 2 S22 H L, $UEiICIIR ] HE 2 A1
WA RO THALARE R IR R L7z, T/, BEAF OB
WOPLHGEPFFERE S § R COILEFEE ISR T 50 7 %2 1)
O A FEB L2, RERETIE, BEEROLTECEN
FEREDSIL T2 7 F A MR OT 72T L, BRERD
IR A HI 7 7 7R THHEICERT 5. £,
FRT B IEROEMIL 720, FFEORE T 7 4 L%
FEDOMM % EIZEH LB OAEZRRT L7 14
I & i

PRERFEDSTHULO B Z {72 L T2 B0 2 {5 5
W29 57290, 3D0DOFHEi x4 T>72. 1 DHOFHETIE, 2
LRI, FIHIRICEDET, 32007 4 V8 ZlAE
bET, BERNODHOWHRILITELZ LR,
2OHDFMETIEZ, 74Ny ) 72k, THALERD
WHILECo e TE B2 %R L. 3 OHDET
X, WERE ORISR & IEEEE, 7405 ) v 7
IZEy, MESELIENTE, Z72HV5E0,
IEHE 2 DG R EF M OF IR 2 BB TE 5 2 L &20R
L7.

HEE AWZEO—EBIE, BB MBI EL FIZE (B)
21700034 12 X 5.
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